TECHNISCHE
@ UNIVERSITAT
DRESDEN

SEMPEROS: A Distributed Capability System

Matthias Hillef ~ Nils Asmussen’*  Pramod Bhatotia! ~ Hermann Hartig" *

fTechnische Universitat Dresden fThe University of Edinburgh * Barkhausen Institut

USENIX ATC'19
July 11, 2019
Renton, WA, USA



Motivation

Distributed System

POSIX POSIX POSIX POSIX
Capability Capability Capability Capability
System System System System
Node Node Node Node
;ERZ:NISCHE SEMPEROS: A Distributed Capability System 2

UNIVERSITAT
DEN

M. Hille, N. Asmussen, P. Bhatotia, H. Hartig




Motivation

Distributed System

Distributed Capability System

\

/

AN

[

/

Node

Node

Node

Node

DRES!

TECHNISCHE
UNIVERSITAT
DEN

SEMPEROS: A Distributed Capability System
M. Hille, N. Asmussen, P. Bhatotia, H. Hartig




Capability Systems

>0

ECHNISCHE SeMPEROS: A Distributed Capability System
DRESDEN M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Capability Systems

Capability Tree

©

>0
©

ECHNISCHE SEMPEROS: A Distributed Capability System
DRESDEN M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Capability Systems

Capability Tree

©

>0
©
>0

ECHNISCHE SEMPEROS: A Distributed Capability System
DRESDEN M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Capability Systems

Capability Tree

©
16 OF ©

ECHNISCHE SEMPEROS: A Distributed Capability System
DRESDEN M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Capability Systems

Capability Tree

©

4

Q o)
X? ©K ©

ECHNISCHE SEMPEROS: A Distributed Capability System
DRESDEN M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Capability Systems

@)
@ X Capability Tree
@

N

0 Q
X oK ©0O

ECHNISCHE SeMPEROS: A Distributed Capability System
DRESDEN M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Capability Systems

@)
X Capability Tree

@

N

o O
Xo/| ©X ©0

ECHNISCHE SEMPEROS: A Distributed Capability System
DRESDEN M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Capability Systems

@)
X Capability Tree

@

N

o O
Xo¢ X% 006

ECHNISCHE SEMPEROS: A Distributed Capability System
DRESDEN M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Capability Systems

@)
X Capability Tree

@

[N

o O
Xo¢ X @@

ECHNISCHE SEMPEROS: A Distributed Capability System
DRESDEN M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Capability Systems

@)
X Capability Tree

©

>0
©
>0

ECHNISCHE SEMPEROS: A Distributed Capability System
DRESDEN M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Characteristics of Capability Systems

Scope
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Characteristics of Capability Systems
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SEMPEROS- A Distributed Capability System

| Kernel | | App | | Kemel | | App | | kemmel | | Aep |

[ 2ep [U[ Aep J| [ Aee | #ep ||| Aop || Aeo |

[ 2ep [U[ aep J| [ Ao | #ep ||| aop || Aee |
V. il N, Astnussen, . Sheoti, H. o 6



The Distributed Data Lookup - DDL

Kernel A Kernel B

0 0
X X X X X

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig 7



The Distributed Data Lookup - DDL

Kernel A Kernel B

6066 ©0

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"EstDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig 7



The Distributed Data Lookup - DDL

Kernel A Kernel B

56 6 6 &

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"EstDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig 7



The Distributed Data Lookup - DDL

Kernel A Kernel B

56 6 & 6

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"EstDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig 7



The Distributed Data Lookup - DDL

0
X

Children

Kernel B

0
X

Children

e

TECHNISCHE
UNIVERSITAT
DRESDEN

SEMPEROS: A Distributed Capability System
M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



The Distributed Data Lookup - DDL

Kernel A

0
X
(1D

Children

0
X

| ID |
Children

Kernel B

e

TECHNISCHE
UNIVERSITAT
DRESDEN

SEMPEROS: A Distributed Capability System
M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Distributed Capabilities - Revocation

Kernel A Kernel B Kernel C

0
X

X
®

>0

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Distributed Capabilities - Revocation

Kernel A Kernel B Kernel C

0
X

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Distributed Capabilities - Revocation

Kernel A Kernel B Kernel C

o

X o
® X

>0

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Distributed Capabilities - Revocation

Kernel A Kernel B Kernel C

% Revoke C;
% Revoke G,

>0

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Distributed Capabilities - Revocation

Kernel A Kernel B Kernel C

% Revoke C;

o
e d Revoke C;

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Distributed Capabilities - Revocation

Revoke C; Revoke (3

—> o
Kernel A Kernel B Kernel C

0
X

0
X

>0

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Distributed Capabilities - Revocation

Revoke C3 Pending

Kernel A Kernel B Kernel C

(—
@) NOCAP

0
X

5 o

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig 8



Distributed Capabilities - Revocation

Revoke C3 Pending

Kernel A Kernel B Kernel C

0
X

Revoke Done

0
X

5 o

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig 8



Distributed Capabilities - Revocation

Revoke C3 Pending

Kernel A Kernel B Kernel C

0
X

Revoke Done

A\ A\

0
X

5 o

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig 8



Distributed Capabilities - Delegation
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Distributed Capabilities - Delegation Cont’'d

Kernel A Kernel B Kernel C
(@)

X 0
© X
1S 0

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig 1 0



Distributed Capabilities - Delegation Cont’'d

Kernel A Kernel B Kernel C

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig 1 0



Distributed Capabilities - Delegation Cont’'d

Delegate G,

<o
Kernel A Kernel B Kernel C
(@)

X 0
© X
1S 0

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig 1 0



Distributed Capabilities - Delegation Cont’'d

Kernel A Kernel B Kernel C
(@)

X o
© X
X - \@

e s -7
v
L PN
TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig 1 0



Distributed Capabilities - Delegation Cont’'d

Kernel A Kernel B Kernel C
—_—

@) C, Ready
o

X
- T Te

e"s -7
L
Soe

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig 1 0



Distributed Capabilities - Delegation Cont’'d

ACK

.
Kernel A Kernel B Kernel C

@)
X 0

X
- T Te

e"s -7
L
Soe

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig 1 0



Distributed Capabilities - Delegation Cont’'d

Kernel A Kernel B Kernel C

@)
X 0

X
o@\

o
© X
X \@

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig 1 0



Distributed Capabilities - Delegation Cont’'d

Kernel A Kernel B Kernel C

@)
X 0

X
o@\

O
© X
‘o = ©

TECHNISCHE SEMPEROS: A Distributed Capability System
g’R"E‘gEDREﬂTAT M. Hille, N. Asmussen, P. Bhatotia, H. Hartig 1 0



Distributed Capabilities - Interferences
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Evaluation

e gemb5 simulation of 640 out-of-order cores
e Application traces recorded on Linux and replayed in SEMPEROS

e Replicated file system services
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Using the Capability System - Services

e In-memory file system
e OPEN/READ/WRITE: Hand out capabilities to specific part of a file

e CLOSE: Revoke all capabilities to file
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Application Benchmarks

Benchmark | Cap. ops | Cap. ops/s | Cap. ops | Cap. ops/s
# of instances 1 512

tar 21 7,295 10,752 191,703
untar 11 4,012 5,632 100,772
find 3 1,310 1,536 27,096
SQLite 24 5,987 12,288 207,072
LevelDB 22 8,749 11,264 201,204
PostMark 38 21,166 19,456 348,285
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Application Benchmarks

100
95
90
85
80
75

Parallel Efficiency (%)

65
60

70 |—

| find - - %- - | 1 1 ‘ "R~
SQLite —&1- - ! ! ! ! 1 %

LevelDB ! : ‘ ! ‘

— PostMark —o6— - Peoeee-- Feoeee-- e SRR !

64 128 192 256 320 384 448 512
# of Benchmark Instances

Parallel efficiency using 32 kernels and 32 file service instances.

TECHNISCHE
@ UNIVERSITAT
DRESDEN

SEMPEROS: A Distributed Capability System '] 5
M. Hille, N. Asmussen, P. Bhatotia, H. Hartig



Application Benchmarks - NGINX webserver
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Application Benchmarks - NGINX webserver
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SEMPEROS

e SEMPEROS implements a scalable distributed capability system
e Capabilities globally identified by DDL

e Up to 78% parallel efficiency when using 11% of the cores for the OS

Capability Systems Scale.
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