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Spectre: Speculative Execution Vulnerabilities
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Speculative Execution CPU Vulnerabilities

CALL *R10
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Speculative Execution CPU Vulnerabilities

CALL *R10
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RO = [uptr + R8]

R8 *= 64

CPU cache

R8=*secret




Spectre v2 — Unrestricted Indirect Branch Speculation
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Current Solution: Retpolines
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retpoline(func ptr)

misprediction

every indirect branch is mispredicted
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JumpSwitches

Dynamic indirect branch promotion

Mechanisms to reduce Retpoline overheads by:
« Learning targets on the fly
« Binary rewriting the targets
« Supporting multiple hot targets
« and per-context targets
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Macro-Benchmarks on Linux

1.1

i IHI IHI IHI

sysbench dbench Nnginx redis

Normalized
Performance

munprotected w@retpoline wmJumpSwitch .

B
J)) )

mwa re® ©2019 VMware, Inc. |< y/8




Security #1. Kernel
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