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Opening Up Apple’s Wireless Ecosystem 
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Apple’s Wireless 
Ecosystem

Reverse 
Engineering

Security and 
Privacy Analysis

Uses proprietary Apple 
Wireless Direct Link 

(AWDL) and BLE

> 1.4 billion devices 
(iPhone, iPad, Mac)

Open AWDL and AirDrop 
implementations

Proposed mitigations are 
adopted by Apple

Successful user 
tracking, DoS,  

and MitM attacks
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Vulnerabilities and Attacks
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User Tracking

Revealing MAC address

and hostname 
CVE-2019-8567 
CVE-2019-8620

Man-in-the-Middle

Intercepting files 

transmitted via AirDrop

fixed in iOS 13 beta

s2

s1

440 0 00 44 44 4444 0 0 00 6 44 44 044 0 00

0 0 044 00 0 044 0 0 00 6 44 0 044 0 00

ττ

φ = τ/4

Denial-of-Service 
Breaking communication 
via desynchronization

CVE-2019-8612

(Selective) Blackout

Crashing devices wirelessly

through corrupt frames

CVE-2018-4368

Remote activation

Brute force attack on


Bluetooth LE discovery 
fixed in iOS 12.2
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AirDrop
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Discovery: Bluetooth
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BLE advertisements 
including �H1..4[0 : 1]

�  (your Apple ID)H1 = SHA256(...@icloud.com)
�  include associated phone numbers and other email addressesHn

turn on AWDL

immediately

Jane John
only if any �  

in address book
H1..4[0 : 1]
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Discovery: AWDL

�6

Synchronize via 
Apple Wireless Direct Link*

(provides Wi-Fi link layer)

* Stute et al. One Billion Apples’ 
Secret Sauce: Recipe for the 
Apple Wireless Direct Link Ad hoc 
Protocol. ACM MobiCom ’18.
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ABSTRACT
Apple Wireless Direct Link (AWDL) is a proprietary and un-

documented IEEE 802.11-based ad hoc protocol. Apple �rst

introduced AWDL around 2014 and has since integrated it

into its entire product line, including iPhone and Mac. While

we have found that AWDL drives popular applications such

as AirPlay and AirDrop on more than one billion end-user

devices, neither the protocol itself nor potential security and

Wi-Fi coexistence issues have been studied. In this paper, we

present the operation of the protocol as the result of binary

and runtime analysis. In short, each AWDL node announces a

sequence of Availability Windows (AWs) indicating its readi-

ness to communicate with other AWDL nodes. An elected

master node synchronizes these sequences. Outside the AWs,

nodes can tune their Wi-Fi radio to a di�erent channel to

communicate with an access point, or could turn it o� to

save energy. Based on our analysis, we conduct experiments

to study the master election process, synchronization accu-

racy, channel hopping dynamics, and achievable throughput.

We conduct a preliminary security assessment and publish

an open source Wireshark dissector for AWDL to nourish

future work.

CCS CONCEPTS• Networks → Network protocol design; Ad hoc net-

works; Link-layer protocols;
KEYWORDS
AWDL, Reverse engineering, Ad hoc networks, IEEE 802.11,

Proprietary protocol, Apple, macOS, iOSPermission to make digital or hard copies of all or part of this work for

personal or classroom use is granted without fee provided that copies are not

made or distributed for pro�t or commercial advantage and that copies bear

this notice and the full citation on the �rst page. Copyrights for components

of this work owned by others than ACMmust be honored. Abstracting with

credit is permitted. To copy otherwise, or republish, to post on servers or to

redistribute to lists, requires prior speci�c permission and/or a fee. Request

permissions from permissions@acm.org.
MobiCom ’18, October 29–November 2, 2018, New Delhi, India

© 2018 Association for Computing Machinery.
ACM ISBN 978-1-4503-5903-0/18/10. . . $15.00
https://doi.org/10.1145/3241539.3241566

ACM Reference Format:Milan Stute, David Kreitschmann, and Matthias Hollick. 2018. One

Billion Apples’ Secret Sauce: Recipe for the Apple Wireless Direct

Link Ad hoc Protocol. In The 24th Annual International Conference

on Mobile Computing and Networking (MobiCom ’18), October 29–

November 2, 2018, New Delhi, India. ACM, New York, NY, USA,

15 pages. https://doi.org/10.1145/3241539.32415661 INTRODUCTIONApple Wireless Direct Link (AWDL) is a proprietary protocol

deployed in about 1.2 billion1 end-user devices consisting

of Apple’s main product families such as Mac, iPhone, iPad,

Apple Watch, and Apple TV—e�ectively all recent Apple de-

vices containing a Wi-Fi chip. Apple does not advertise the

protocol but only vaguely refers to it as a “peer-to-peer Wi-

Fi” technology [5, 6]. Yet, it empowers popular applications

such as AirDrop and AirPlay that transparently use AWDL

without the user noticing. We believe that public knowledge

of this undocumented protocol would be bene�cial for the

following reasons: First, since AWDL is based on IEEE 802.11,

there are potential performance and co-existence issues that

need to be identi�ed. This is especially important in reg-

ulated environments as AWDL uses various channels and

employs a channel hopping mechanism that might inter-

fere with corporate Wi-Fi deployments. Second, the Wi-Fi

driver (where AWDL is implemented) is the largest binary

kernel extension in current versions of macOS. Given the re-

cently published vulnerabilities in Wi-Fi chip �rmware [7, 8]

that might lead to full system compromise [9], we highly

recommend a security audit of the protocol and its imple-

mentations as vulnerabilities in non-standardized protocols

are even more likely to occur. For example, protocol fuzzing

requires knowledge of the frame format. Third, an open

re-implementation of the protocol would allow interoper-

ability with other operating systems, eventually enabling

high-throughput cross-platform direct communication. Such

technology is required, for example, in smartphone-based

emergency communication applications [21, 25].
To maximize the impact for the research community, we

have lifted a layer in Apple’s ecosystem and unveiled an
1Based on unit sales for iPhone, iPad, and Mac since 2014 [4].

Jane John
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Discovery: Bonjour
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Ask for AirDrop service


Service available at  

instance 1fa518393a98 PTR

Instance 1fa518393a98 is at 

Johns-iPhone.local:8770 SRV

IPv6 of Johns-iPhone.local is 

fe80::90b6:7ff:fecc:46 AAAA

Jane John
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Authentication: HTTPS
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HTTP POST /Discover 
with sender’s record data**

TLS connection with 
client and server certificates*

** �  
   �

RD = UUID, H1, . . . , Hn
RDσ = RD, sign(σApple, RD)

* Common name: com.apple. 
  idms.appleid.prd.�UUID

Find out 
whether we are  

mutual contacts

Jane John
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Authentication: HTTPS
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HTTP POST /Discover 
with sender’s record data**

TLS connection with 
client and server certificates*

1. Verify signature of � 

2. � 

3. �

RDσ
UUID ∈ RD ↔ σUUID
∃Hi ∈ RD : Hi ∈ address book

** �  
   �

RD = UUID, H1, . . . , Hn
RDσ = RD, sign(σApple, RD)

* Common name: com.apple. 
  idms.appleid.prd.�UUID

Jane John
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Authentication: HTTPS

�10

HTTP POST /Discover 
with sender’s record data**

TLS connection with 
client and server certificates*

200 OK 

with receiver’s record data**

** �  
   �

RD = UUID, H1, . . . , Hn
RDσ = RD, sign(σApple, RD)

* Common name: com.apple. 
  idms.appleid.prd.�UUID

Jane John
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Data Transfer: HTTPS
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HTTP POST /Ask 
with sender’s record data

TLS connection with 
client and server certificates

200 OK 

Jane John

User decides  
to accept or  
to decline
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Data Transfer: HTTPS
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HTTP POST /Upload 
with file

TLS connection with 
client and server certificates

200 OK 

Jane John

Send the 
actual file
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Vulnerabilities and Attacks
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User Tracking

Revealing MAC address

and hostname 
CVE-2019-8567 
CVE-2019-8620

Man-in-the-Middle

Intercepting files 

transmitted via AirDrop

fixed in iOS 13 beta

s2
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ττ

φ = τ/4

Denial-of-Service 
Breaking communication 
via desynchronization

CVE-2019-8612

(Selective) Blackout

Crashing devices wirelessly

through corrupt frames

CVE-2018-4368

Remote activation

Brute force attack on


Bluetooth LE discovery 
fixed in iOS 12.2
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Tracking: Vulnerability Analysis
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Tracking: Remote Activation
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Source: microbit.org

0000, 0001, 0002, 0003

0004, 0005, 0006, 0007

FFFC, FFFD, FFFE, FFFF

… 30
.7

2 
s

ImplementationBrute Force Analysis Experimental Evaluation

US$ 
20

136 contacts on average
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Given and Family

12.6 %

None 24.1 %

Only Family

2.3 % Only Given
61.0 %

Given and Family

None

Only Family

Only Given

persons’ names in hostnames

based on

2010 US Census and


1918–2017 US baby names

Tracking: Experimental Results
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~2x devices discovered  75% include person’s name 
(68% include the actual name)

Airport Library Metro University
Location
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Brute Force
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None

# devices discovered in 1 min



A Billion Open Interfaces for Eve and Mallory: MitM, DoS, and Tracking Attacks on iOS and macOS Through Apple Wireless Direct Link

Tracking: Mitigation
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CVE-2019-8620
CVE-2019-8567

hostname randomization 
found in iOS 13 beta

4C89134E-13CF-4A56-BF79-B72D74CE679E.local
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Vulnerabilities and Attacks
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User Tracking

Revealing MAC address

and hostname 
CVE-2019-8567 
CVE-2019-8620

Man-in-the-Middle

Intercepting files 

transmitted via AirDrop

fixed in iOS 13 beta
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Denial-of-Service 
Breaking communication 
via desynchronization

CVE-2019-8612

(Selective) Blackout

Crashing devices wirelessly

through corrupt frames

CVE-2018-4368

Remote activation

Brute force attack on


Bluetooth LE discovery 
fixed in iOS 12.2
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MitM: Recall AirDrop Authentication

HTTPS POST /Discover 
with sender’s record data

200 OK 

with receiver’s record data

Jane John

�19
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MitM: Ambiguous Receiver Authentication State

�20

Jane

27% w/ pic

?
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MitM: Breaking Authentication via DoS

�21

HTTPS POST /Discover


TCP RST TCP RST 

No response for 
/Discover request, so

John never appears  

in sharing pane

HTTPS POST /Discover 
HTTPS 200 OK 

without device name

Jane John
only if John is not  

discoverable by everyone
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MitM: Identity Spoofing
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TCP RST TCP RST 
HTTPS POST /Discover 

HTTPS 200 OK 

name: “John’s iPhone”

Jane John

HTTPS POST /Discover 
HTTPS 200 OK 

name: “John”

Advertise AirDrop  
service via Bonjour
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MitM: Relaying Thumbnail
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TCP RST TCP RST 

HTTPS POST /Ask 
name: “Jane”

HTTPS 200 OK 

Jane John

HTTPS POST /Ask 
name: “Jane’s iPhone”

HTTPS 200 OK 
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MitM: Replacing File
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TCP RST TCP RST 

HTTPS 200 OK 

Jane John

HTTPS 200 OK 

HTTPS POST /Upload 
with file ____

HTTPS POST /Upload 
with file ____
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MitM: Mitigation
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Contacts

Own devices

Others

New sharing pane 
in iOS 13 beta
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Software
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OWL

AWDL implementation

written in C

OpenDrop 
AirDrop implementation 
written in Python

CVE-2018-4368 
CVE-2019-8567 
CVE-2019-8620 
CVE-2019-8612 

possibly more 
to come in 
iOS 13 and 
macOS 10.15

CVE Outlook

More services in Apple’s 
wireless ecosystem (Handoff, 
Auto Unlock, …)


AWDL’s successor Neighbor 
Awareness Network (NAN) is 
likely coming soon to xOS

… and more at

https://owlink.org


