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Opening Up Apple’s Wireless Ecosystem

Uses proprietary Apple Successful user
Wireless Direct Link tracking, DoS,
(AWDL) and BLE and MitM attacks

Apple’s Wireless Reverse Security and

Ecosystem Engineering Privacy Analysis

> 1.4 billion devices Open AWDL and AirDrop Proposed mitigations are
(iPhone, iPad, Mac) implementations adopted by Apple
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Vulnerabilities and Attacks

Remote activation
Brute force attack on GB
Bluetooth LE discovery
fixed in 1IOS 12.2

Denial-of-Service
Breaking communication

via desynchronization
CVE-2019-8612
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MitM Attack

Man-in-the-Middle ohniBHid kst
Intercepting files | i =

transmitted via AirDrop | ] [«]

fixed in iOS 13 beta |

User Tracking (

Revealing MAC address

and hOStname v Tag: Arpa
CVE-2019-8567 18 timeer’ 3%
CVE-2019-8620 Flags: 0x03

» Arpa: Noahs-Iphone. local

(Selective) Blackout
Crashing devices wirelessly

through corrupt frames
b First two targets crashed CVE_ZO 1 8_4368
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Discovery: Bluetooth

1Photo Selected

BLE advertisements
including H; 4[0 : 1]

Janhe

H, = SHA256(...@icloud.com) (your Apple ID)

H_ include associated phone numbers and other email addresses

John

®

AirDrop
Everyone

turn on AWDL
Immediately

®

AirDrop
Contacts Only

only if any H; 4[0 :
INn address book
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Discovery: AWDL

Cancel

1 Photo Selected

Mobile Data

Airplane Mode Off
Off

B

Bluetooth
Wi-Fi On
Not Connected

@ @
Personal Hotspot
irDrop off
arby. If they Air
Share instantly wilhgcfﬂf:r?ios or from Contacts Only
AirDrop. Sha from Control Cente
Drop
turn on Air

Syn C h ron |Ze Vlét |_| N k*
Pt A ple WireleSS F)!reC "
P

Save PDF
Mail
One Billiop Apples’ Secret Sauce; Recipe for the
R

Message

Add to Notes to Books
Apple Wirelesg Direct Link Aq hoc Protocof
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Discovery: Bonjour

Airplane Mode Mobile Data

AirDrop. Share instantly with people nearby. If they

ttttttttt
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AirDrop  Personal Hotspot
cccccccccccc
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IPv6 of Joh
CCCCCC doshow Aitay Addronoum SIS fe 8 O 9 O b6 7ff feCC 46 AAAA

Jane John
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Authentication: HTTPS

TLS connection with

Find out
whether we are
mutual contacts

Jane John

" Common name: com.apple. * RD = UUID, H,...,H,
idms.appleid.prd. UUID RD_= RD, S'QH(UApplea RD)
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Authentication: HTTPS

TLS connection with

client and server certificates™
1. Verify signature of RD

' : l ¥ = 2. UUID € RD < oyyp /
3. dH. € RD : H; € address book

oooooooooooo

AirDrop  Personal Hotspot
oooooooooooo

ppppppp
oks

John

* Common name: com.apple. ** RD = UUID, H,....,H
idms.appleid.prd. UUID RD, = RD, sign(cy,,,;,» RD)
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Authentication: HTTPS

TLS connection with

client and server certificates”™

Airplane Mode Mobile Data

ttttttttt
oooooooooooo

AirDrop  Personal Hotspot

oooooooooooo

Jane John

" Common name: com.apple. * RD = UUID, H,...,H,
idms.appleid.prd. UUID RD_= RD, S'QH(UApplea RD)
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Data Transfer: HTTPS

TLS connection with

client and server certificates

HTTP POST /Ask isﬁigiﬁldff

to decline

Jane John
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Data Transfer: HTTPS

1Photo Selected

TLS connection with

Send the
actual file
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Vulnerabilities and Attacks

Remote activation : :
Denial-of-Service
Brute force attack on . .
. Breaking communication
Bluetooth LE discovery . L
( fixed in iOS 12.0 via desynchronization
User Tracking CVE'2079'§672 T
Revealing MAC address st 7 4000.0 o ToTo [eJao [o o oo]i4 0 [0 [0
and hOStname N Tag'l':aAl;\lpambeP Arpa (16) S (0101010 144|44|44(44/0(0|0| 0|6 |44|44(44/0(0| 0|0 |44
CVE-2019-8567 Toa Lanwths 38 TR

CVE-2019-8620 Flags: 0x03

i ) f{]{, ] JiT R} No SIM
m u ] "; " ‘li"l' ll<
s m i "" il
Man-in-the-Middle ttack
| ¥l it ’,‘
§ i/ { (

(Selective) Blackout Intercepting files |
Crashing devices wirelessly transmitted via AirDrop e 1l
through corrupt frames fixed in iOS 13 beta | e LI

Firsiillv ol dit S crasilid CVE-2018-4368
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Tracking: Vulnerability Analysis

v Apple Wireless Direct Link action frame, Subtype: MIF
» Fixed parameters
v Tagged parameters (476 bytes)
» Tag: Synchronization Parameters
» Tag: Election Parameters
» Tag: Channel Sequence
>
\ 4

Tag: Election Parameters v2

Tag: Data Path State
Tag Number: Data Path State (12)
Tag Length: 47

» Flags: 0x9f23, Infrastructure BSSID and Channel, Infrastructure Address
Country Code: US

» Social Channel Map: 0x0007, Channel 6, Channel 44, Channel 149

Infrastructure BSSID: ArubaAHe I (70:3a:0e:l0)

Infrastructure Channel: 104

Infrastructure Address: I :00:a2:60 (1111:00:22:60)
v Tag: Arpa

Tag Number: Arpa (16)

Tag Length: 16

Flags: 0x03
» [Arpa: Noahs-Iphone. local

» Tag: Version
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Tracking: Remote Activation

3

136 contacts on average

0000, 0001, 0002, 0003 eI . ———
% ,f"J | = I Analysis
BLE ANTENNA ) 10 1
0004, 0005, 0006, 0007 | il ¢
. i U COMPASE ‘: :’ US$ S
8 _ r-_J'ﬁf,:q%E"EROMETER 0 g)fi- 10—1
micro: bit 2 o«
2 Y " 102
FFFC, FFFD, FPFE, FRFE im0 b 1 100 Eenon
Source: microbit.org Contact ldentifiers
Brute Force Analysis Implementation Experimental Evaluation
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Tracking: Experimental Results

devices discovered in 1 min persons’ names in hostnames

125 9 Advertisements * B Given and Family
100 4 HEEE Brute Force W None
[ Static T B Only Family
- 77 HEE None B Only Given
O
50 -
25 *i - based
- O O ased on
— iﬁ —— 2010 US Census and
0 - | | | | v Tag T Arpa . 1918-2017 US baby names
_ , _ _ ag Number: Arpa (16)
Airport Library Metro University Tag Length: 16
Location Flags: 0x03
~2X devices discovered 75% Include person’s name
(68% include the actual name)
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Tracking: Mitigation

v Apple Wireless Direct Link action frame, Subtype: MIF
» Fixed parameters
v Tagged parameters (476 bytes)
» Tag: Synchronization Parameters

» Tag: Election Parameters
» Tag: Channel Sequence
» Tag: Election Parameters v2
v Tag: Data Path State
Tag Number: Data Path State (12)
Tag Length: 47
» Flags: 0x9f23, Infrastructure BSSID and Channel, Infrastructure Address
Country Code: US
» Social Channel Map: 0x0007, Channel 6, Channel 44, Channel 149
Irfrastractare=BSSibrrrabaite=FoSerte- S CVE-2019-8620
Infrastructure Channel: 104
Frrfrastroctore=kddress= It tra2ree—-eea2=ee) CV/E-2079-8567
v Tag: Arpa
Tag Number: Arpa (16)
Tag Length: 16
Flags: 0x03 ; :
» Arpa: 4C89134E-13CF-4A56-BF79-B72D74CE679E. local hostnarn? ranaomization
= Tag: Version fOUfIO’ In IOS 13 beta
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Vulnerabilities and Attacks

Remote activation ea Denial-of-Service

Brute force attack on . L
Breaking communication

Bluetooth LE discovery

fixed in iOS 12.2 via desynchronization
User Tracking CVE'2O79'§672 )
Revealing MAC address st @0 To oo oo o[ alao oTo oTo]idl o 0]
and hostname N TagT: Ar;qpab . Aroa (18] 5, |oooo444444440 010106 44[aalaa] 000014
CVE-2019-8567 129 Mmvers Aroa S

CVE-2019-8620 Flags: 0x03

(Selective) Blackout
Crashing devices wirelessly
through corrupt frames

bt o/ 3 ol CVE-2018-4368

Intercepting files | .
transmitted via AirDrop =[] [«]
fixed in iOS 13 beta | k= L]
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MitM: Recall AirDrop Authentication

Cancel 1 Photo Selected

Jane John
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MitM: Ambiguous Receiver Authentication State

15237

Cancel 1 Photo Selected

217% w/ pic

.0
John

o

Copy Slideshow AirPlay  Add to Album atgc“
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MitM: Breaking Authentication via DoS

Airplane Mode Mobile Data

Wi-Fi ~ Bluetooth
oooooooooooo

No response for

eeeeeeeeeeeeeeeeeeeee /Discover request, so o g
John never appears
e — Z in sharing pane without device name
only if John is not
Jane discoverable by everyone John
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MitM: Identity Spoofing

TCP RST TCP RST

1 Photo Selected

Airplane Mode Mobile Data

ttttttttt
oooooooooooo

JJJJJ

AirDrop ~ Personal Hotspot

ccccccc

John
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MitM: Relaying Thumbnall

John
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MitM: Replacing File

TCP RST

1 Photo Selected

NNNNN
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MitM: Mitigation

AirDrop

Contacts \/

New sharing pane

Own devices \/ @ in iOS 13 beta
Others x

Other People

John's iPhone
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Software CVE

OpenDrop CVE-2018-4368
AirDrop implementation CVE-2019-8567
written in Python CVE-2019-8620
CVE-2019-8612
— OWL A

—
AWDL implementation n
written in C

possibly more

| ... and more at |
@ - m™®  https://owlink.org to come in
IOS 13 and
Running an airdrop honeypot in Las Vegas macOS 10.15

has been more hilarious than | ever imagined.

Outlook

More services in Apple’s
wireless ecosystem (Handoff,
Auto Unlock, ...)

AWDL’s successor Neighbor
Awareness Network (NAN) is
likely coming soon to xOS
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