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Treatment of HTTPS pages

Old (Chrome 67)

Current (Chrome 69+)

Eventually
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Treatment of HTTP pages
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DO CURRENT SITE IDENTITY 
INDICATORS HELP USERS?



Control
Show the EV UI.

Treatment
Don’t.

Does the absence of the EV UI 
affect user behavior?



Control
Show the EV UI.

Treatment
Don’t.

Does the absence of the EV UI 
affect user behavior? (Not really.)



Does EV help users detect cross-
jurisdiction collision attacks?



Does EV help users detect cross-
jurisdiction collision attacks?

The real PayPal is 
a US company.



Does EV help users detect cross-
jurisdiction collision attacks?

Do users notice when the 
country code doesn’t match?











“PayPal is well known so it makes 
   me feel somewhat comfortable.”

“the https along with the 
   padlock in the address bar”

“I never noticed the MX on a
   PayPal page, but it seems legit.”



How do users react to EV UI in 
other modern browsers?



How do users react to EV UI in 
other modern browsers?

Old UI
Org name

New UI 
Hostname







https://user:pass@sub.example.com:8080/path?query#fragment

Scheme UserInfo Registrable
Domain

Fully-qualified 
Hostname

Port Path Query Fragment



Does
highlighting 
parts of the 
URL help users
understand
site identity?







“Because it’s familiar. I’ve 
   seen it plenty of times.”

“Google is a secure 
   company”

“Because the URL looks like 
   a Google page should.”





SO WHAT NOW?







accounts.google.com.amp.tinyurl.com/612361/signin/v2/...
accounts.google.com.amp.tinyurl.com/612361/signin/v2/...
accounts.google.com.amp.tinyurl.com/…
accounts.google.com.amp.tinyurl.com/612361/signin/v2/...
accounts.google.com.amp.tinyurl.com/612361/signin/v2/...
tinyurl.com

tinyurl.com



CHECK
ENGINE versus ENGINE

OK

Negative Indicators





User Education



EV UI can take up 
a lot of space in 
the Omnibox.



User Research



Thank you!

security-enamel@chromium.org


