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RAT: Remote Access Trojan

Victim
Attacker

2



RAT: Attackers
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RAT: Basic Operation
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RAT: Sinkholing
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RAT: Scanning
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RAT Harms
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Naïve Sinkholing and Scanning 
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Studying RAT Ecosystem:  Data Set

DarkComet:
22K +

9 Month
No-IP: 8K +

31 Days 
No-IP: 6K +

DarkComet: 4K +
njRAT: 2K +

9 Month 
IP: 67K +

DarkComet: 2K +
njRAT: 4K +

njRAT: 
4K +

9



10



RAT-Hole: Initial Handshake Analysis

Initial Handshake 
Analysis:
IP: 12K +

Unknown Or
Scanner: 816K +

31 Days:
Conn: 153M + 

IP: 828K + 

11



RAT-Hole: Protocol Analysis 
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RAT-Hole: Behavioral Analysis 

Behavioral Analysis:

Victim: 6K +

Sandbox: 1K + 

Protocol Analysis:

IP: 7K +

RAT Scanner: 5K +

Initial Handshake 
Analysis:
IP: 12K +

Unknown Or
Scanner: 816K +

31 Days:
Conn: 153M + 

IP: 828K + 

13



RAT-Hole: Fingerprint Analysis
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Victim Analysis: Domains and Victims 

Domain: 975

Single Victim: 43%
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Victim Analysis: Infection Longevity

• NO-IP Domains automatically expire after 30 days

• 10% of Domains yielded Victims 150 days after expiration 

• Danger of domain recycling
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Victim Analysis: Geolocation
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RAT-SCAN: Measuring the Attackers
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Who Attacks Who?
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Take-aways:

• There are other Stakeholders in RAT ecosystem 

• You need methods to remove Intelligence pollution (~98%), 
Otherwise conclusions are meaningless!

• There is RAT campaign aftermath
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