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Security Incidents of IoT
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Delayed Iran's nuclear program

Stuxnet à PLC Black Energyà Power grid 
Power outage at Ukraine
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Cellphone + Oven 

New York Times
Aug 21 2009
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• Thermocouple interpolates 
from a voltage potential

• Not necessarily 
temperature
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Tesla Autopilot
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Autosteer
Autopark
Summon
Auto Lane Change
Traffic-Aware Cruise Control



Fooling Obstacle Sensors – Demo on Tesla Summon
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6U ZU KU XLYLHXJO PT YLTYUX YLJ XPZ .

• Y ZOLXL H NLTLXPJ YLTYUX SUKLR.

• 1HT L HMMLJZ ZOL PTZLNXPZ UM YLTYUXY MXUS U ZYPKL.

• DOHZ Y ZOL YZHZ Y W U UM YLTYUXY PT ZLXSY UM VXUNXHSSPTN Y YZLSY.

• 6U ZU VXUZLJZ ZOL PTZLNXPZ UM YLTYUXY.
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OutputInput

Physical signals   ->   Sensor   ->   Electrical signal

• Electromagnetic -> electrical [Electromagnetic induction]
• Mechanical -> electrical [Piezoelectricity]
• Radiant -> electrical [Photoconductivity]
• Magnetic -> electrical [Hall effect]
• Thermal -> electrical [Seebeck effect]
• Chemical -> electrical [Voltaic effect]

LTYUX

Piezoelectric
Sensor

Strain-charge
equations

! = #$ + &'(
) = &$ + *(

Pressure, acceleration, temperature, strain, or force
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OutputInput

Physical signals   ->   Sensor   ->   Electrical signal

LTYUX

ADC

Amplifier Low-pass 
Filter

Analog to 
digital 

converter
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/JU YZPJ YPNTHRY

;HRPJPU Y PNTHRY

ADC

Amplifier Low-pass Filter Analog to 
digital 

converter
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How	do	voice	assistants	work?
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How	do	voice	assistants	work?
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Audible
sound

Ultrasound

Infrasound
20 Hz

20,000 Hz

Dolphin�
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MIC Speech 
Recognition

Voice controllable systemsCall XX

Output = 
“Call XX”

Execution

Ultrasound

Command

Audible
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Voice controllable Systems

Output = 
“���”

Hardware Vuls

DolphinAttack

Modul
ationEncode transmitUltrasound

Audible

MIC Speech 
Recognition

ExecutionCommand
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Signal	Flow	of	DolphinAttack

ADC

Microphone Amplifier Low-pass FilterUltrasound

SR System

Analog to digital 
converter

Speech 
recognition

Time 
Domain

Frequency
Domain
(FFT)

20kHz
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DolphinAttack
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Attack	Scenario: Remote	Attack

Commodity	Speaker

Computer Smart	devices

Okay, 
calling.
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d(t)

Acceleration = s(t)

ŝ(t) = s(t) + A1sa(t) s(t)∆Capacitance
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Reality
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Standard Deviation Mean Shift
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Approx. 80,000 
Steps/Day

Free Rewards Points!
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Blue Note: How Intentional Acoustic Interference Damages 
Availability and Integrity in Hard Disk Drives and Operating Systems 
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Platter

Read-write head

Actuator arm

Stop

Work
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Threat Model
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Ultrasonic transducer: 
https://www.vellemanstore.com/en/velleman-ma40a5r-40khz-
ultrasonic-sensor-transducer-receiver

Built in Speakers

HDD

Placed Speaker



Sound Distorts the HDD
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Comsol Simulation
5 kHz (resonance)
120 dB SPL source
70 dB SPL at disk
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�Hey Siri,
Call 911�: B ' 1 -:BEM B L H .: B D!
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Case	Study:	Video	Surveillance	 & H H NB H : FB B

41



1UTJR YPUTY /THRUN PY ZOL TL KPNPZHR

• /THRUN YLJ XPZ XPY Y
• /THRUN LTYUXY !!! ?4
• ;3; LTYUXY !!! /JU YZPJ
• /JZP L LTYUXY !!! LTYPTN VXPTJPVRL

• UR ZPUTY
• ;PJXUVXUJLYYUXY YOU RK TUZ IRPTKR ZX YZ YLTYUXY
• ?LZOPT 1Y HTK OHXK HXL!YUMZ HXL /> Y
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B RHIà UA LJ XPZ

http://www.usslab.org/

Join us!  
• Tenure position 
• Postdoc
• Summer interns
wyxu@zju.edu.cn


