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Why DMARC?

GROUPON

Hi there! Thanks for Joining!

You're going to love it You're going to love it

We are giad t0 inform you that one of your frends has found a great Check your inbox every day to discover Groupon deals with huge

deal on Groupon.com!
And even shared it with you!

Yeah! Now Groupon.com givas an opportunity to share a discount
gift with a friend!

Enjoy your discount gift in the attachement and share it with one of
your friend as well.

All the details in the file attached. be in a hurry this weekend
special is due in 2 days!

The Groupon Promise. We got your backl

The
{ GROUPON If the u:pomr‘u:n using your Groupon aver lets
Y Promise you down, well make it fght or retum your
purchase

Simple as that.

Take us with you
Downiload the mobile app to keep Groupon in your
pocket or purse.

Need help? Contact Groupon

Oetwored By Groupoe Ine. 600 W. Oneagn Awenca, Scse 620 Crcage, I 80682, USA

discounts on tasty meals, relaxing spa days, concerts, 5-star hotels
and more,

Get better deals. Take a second to tell us a bit about yourseif.

The Groupan Promise. Wa got your backl

¥ The
( GROUPON If the experience using your Groupon ever lets
Promise you down, we'll make it right or return your
purchase.
Simple as that,

Take us with you

Download the mobile app to keep Groupon in
your pocket or purse.

Need help? Contact Groupon

Deifiverad by Groupon Inc. 600 W. Chicago Avenue, Suite 400 Chicago, IL, 60854, USA

Yous are receiving this emall bacause you signed up for the Dally Groupon alerts. If you prefer nat 1o
receive the daily Groupon email, you can always manage your subscriplions. Be sure (o add us to

Vou mrm recuniesg Ben sevasl becas you s o b (e Dby Geougon sherte ¥ o orwber (ol 1o recmvs tee Sasfy your address book o safs sender st S0 our amais gel 10 Your INbex. Leam how

(oo mead | yone ar P Grtinsrie Wit Gre Ciek or fEnAge youe Sstarngeers U sore b el e e g
SOYIFRe DOGK OF TR SANCRY S| K0 OUF SN DAC 1 FOMT DTS LA oW

- @




Fake Groupon discount emails carry malware

Cybercriminals have spammed out malware, attached to emails claiming to be related to discounts for offers on Groupon. The emails, which have the poorly
spelt subject line of "Groupon dicount gifts" (in itself something which should ring alarm bells), pretend to come from Groupon, and claim that one of your friends

has found a deal on the website.

https://nakedsecurity.sophos.com/2012/07/30/fake-groupon-email-malware/
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Blocked

roupon d

> em Shopping | Adiclons "

reply@r.groupanmail.com.br

ciar 8s mensagens que recabe do Groupan, ou cancele o recebimy

com um clique.

Suas ofertas de hoje de Shopping

30000
Apple iPhone 5 PlayStation 4
Mais de 200 comprados
Apple iPhone 5 16GB de RS 2.769,00 por RS
599,00. Exclusividade Groupon
Frete gratis... mais. =)
e
25000
Vejaa
R$-2.789.00 R$ 599,00
oferta
20000
TRAMONTINA
VER OFERTAS »
—Gmail
3000 —Yahoo
=Hotmail
10000
Photobook Luxo Natal Colchéo Ortobom Physical Spring Black
: : 5000
de 200 comprados
RS-74:69 RS 28,90 RS 379,00
Vel Veja
o —_ —_— — —
10/28/14 10/26/14 10/28/14 10/30/14 13714 /5114 17414 1/9/14 1114
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Amplification/Reflection Attacks

e Open[SMTP|DNS|NTP|other]

reflection

o http://openNTPproject.org/
o http://openRESOLVERproject.org/

o ISOC Amplification Hell

e Spoofed traffic bounce “back”™ against victims


http://openntpproject.org/
http://openntpproject.org/
http://openresolverproject.org/
http://openresolverproject.org/
http://www.internetsociety.org/doc/amplification-hell-revisiting-network-protocols-ddos-abuse
http://www.internetsociety.org/doc/amplification-hell-revisiting-network-protocols-ddos-abuse

Can your service be an oracle?
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Anti-Abuse Cloud Best Practices

M IEI
MEsSSAGING MALWARE MOBILE

ANTI ABUSE WORKING GROUP
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Intra-service defenses

e Protect credentials

e \Watch tunnels / weak endpoint-security

e \Watch out for unauthenticated
connections

e Logs can be your friend, but also your
enemy
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. . THEY'RE THE ONES
If you build it. . . GIVING CHIPS AWAY!

]
IF THEY DON'T SEE THE
ARBITRAGE. POTENTIAL,
SUCKS FOR THEM.

0.
.. .it will be abused. | 7V

IN A DEEP SENSE, SOCIETY
FUNCTIONS ONLY BECAUSE. WE
GENERALY AVOID TAKING THESE

PEOPLE OUT To DINNER.
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Third-party services: Common issues

Examples: Source code repositories,
monitoring, crash analytics, user analytics

e Account provisioning and permissioning

e Authentication and account recovery

e EXxcessive sharing of user data or sensitive
info

e |ack of sufficient audit trails



Another take on third parties

A CRYPTO NERD'S

1 IMAGINATION

HIS LAPTOP'S ENCRYPTED.
LETS RUILD A MILLION-DOLLAR,
CLOSTER TO CRACK \T.

NO GooD! IT'S
uoqs -BIT RSA‘

EVlL PLRN
1S FOILED! ™

1 ACTVALLY HAPPEN:

WHAT WOULD

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE TEus US THE. PASSWORD.

GOT IT,

%”ﬁ




Take-away points

1.
2.

NOo Osw

Get paranoid about any social/communications features

Limit payloads; do you really need a custom message including
arbitrary links?

a. Beware of all user-generated content (UGC)

Rate limits, quotas, and metrics

Trust but-verify, verify, verify

Encrypt everything, everywhere, all the time (in motion and at rest)
Be mindful of how international users utilize your platform

Both users and attackers will use/abuse your platforms in ways you
would never expect






