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I LIKE OPTION XYZ. HERE'S MY
CERT AND SOME RANDOM DATA

Aol.



(DOES MATH...)
HERE'S SOME INFO YOU CAN
USE TO CREATE THE SAME KEY
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(DOES MATH...)
{SENDS ENCRYPTED MESSAGE>
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@ QUALYS' SSL LABS

You are here: Home > Projects > SSL Server Test > gmail.com

SSL Report: gmail.com

Assessed on: Thu, 07 May 2015 11:51:34 UTC | Clear cache

Server Domain(s)
1 nuq05s01-in-f21.1e100.net gmaul.oom.

Ready www.gmail.com
2 nug05s01-in-f22.1e100.net gmaul.oom'

Ready www.gmail.com

SSL Report v1.16.14

Home Projects Qualys.com Contact

Test time

Thu, 07 May 2015 11:49:03 UTC
Duration: 75.786 sec

Thu, 07 May 2015 11:50:19 UTC
Duration: 75.832 sec

Scan Another >>

Grade

B
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$ curl —q https://test.aol.com/n/0 |
python -m json.tool

{
"cipher_id": "0x00,0x35",
"tIs_version": "0x03,0x01",
"client™: "10.100.1.2"

}
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$ curl —q https://test.aol.com/n/0 |
python -m json.tool

{
"cipher_id": "0x00,0x35",
"tIs_version": "0x03,0x01",
"client": "10.100.1.2"

}
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curl-7.30 on OSX 10.10:
Asymmetric: RSA
Symmetric: AES256 CBC Mode
|dentity: RSA
MAC: SHA-1

Using: TLSv1.0
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WITH CURL?




STRUCTED DATA
FROM
REAL BROWSERS




SELENIUM



In [1]: from selenium import webdriver
In [2]: import json

In [3]: driver = webdriver.Remote(
command_executor="http://selenium.aol.com:1234/wd/hub’,
desired_capabilities={'browserName": ‘chrome’, 'platform": 'MAC’}

)

In [4]: driver.get("https://test.aol.com/n/0")
In [5]: res = json.loads(driver.find_element_by tag name('pre').text)

In [6]: res

Out[6]:

{'cipher_id": '0xC0,0x13',
'tls_version': '0x03,0x01",
'client’: '10.200.2.3"}

In [7]: driver.quit()
Aol.
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 Browser matrices
» CVE mitigation policies
 RFC adherence policies

* Security standards
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http://site.co.uk => https://site.com/en-uk
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http://site.co.uk => https://site.co.uk

Aol.



Morale:
COMMUNICATION



THANK YOU
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