
Extreme OS Kernel 
Testing



Who is this guy?





Who is this guy?





Who is this guy?



What tricks can an kernel 
tester learn from an SRE?



What are you talking 
about today?



9

"Bad terminology is the 
enemy of good thinking"

 
Warren Buffett



Terminology



Terminology



Terminology
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Classic Fuzz Testing



$ crashme +2000 666 100 1:00:00
Crashme: (c) Copyright 1990-1994 George J. Carrette
Version: 2.4 20-MAY-1994
crashme +2000 666 100 1:00:00
Subprocess run for 3600 seconds (0 01:00:00)
pid = 15628 0x3D0C (subprocess 1)
crashme: Bad address
pid 15628 0x3D0C exited with status 256
pid = 15629 0x3D0D (subprocess 2)
crashme: Bad address

crashme.c - execute random 
machine instructions
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Problems with fuzz testing.



Pesticide Paradox



Long test, debug and fix cycles



I want a new fuzz test framework 
that:
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How do you defend against 
the paradox?



More complexity!



More complexity!

○
○



FreeBSD 6.1 -- No strategy for buffer at

    unlink("afifo");
    mkfifo("afifo", 0666);
    truncate("afifo", 16000);
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What are you really 
fuzzing?



What are you really fuzzing?



What are you really fuzzing?



Example of operations:
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How do you make 
work easier for the 

kernel devs?



How do you make work easier for the 
kernel devs?



Frameworks -- First try -- a complete mess:

Spaghetti Code



Create an API between the tests and execution:

Fuzz 
generation Execution



Split fuzz test frameworks in half -- use 
formated data



Frameworks -- Third try -- generation and execution are uncoupled

Fuzz 
generation Execution



This seems like a good idea.....



Fuzz 
generation

Execution

Filter and 
Modify



Competition: an example of a filter

Execution

Generate 
and Split

Execution



Have a dataset competition

○
○
○
○



Why use the term competition and 
champion? 
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Eventually, I decided that 
thinking was not getting me 

very far and it was time to try 
building.

Rob Pike



Enter Journaled Soft-Updates 



Prototype: just try to produce a panic

Fuzz 
generation Execution



Prototype: just try to produce a panic
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Prototype: just try to produce a panic



Competitions: Start with 100 operations

Execution

Generate 
and Split

Execution
50 50



Competitions: Round Two

Execution

Generate 
and Split

Execution
25 25



Competitions: Round Three

Execution

Generate 
and Split

Execution
12 13



I was able to reduce from 100 operations 
to 12 operations

Execution

Generate 
and Split

Execution
6 6



Culprit reduction - operation competition



Culprit reduction -- 12 different datasets -- 11 operations each

2 3 4 5 6 7 8 9 A B C NOPE
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Culprit reduction -- the champion dataset: 4 operations/30 seconds

2 3 4 5 6 7 8 9 A B C

1 2 4 5 6 7 8 9 A B C

1 2 3 5 6 7 8 9 A B C

1 2 3 4 5 6 7 8 A B C

NOPE

NOPE

NOPE

NOPE

1 3 4 9



Culprit reduction -- and the winners are...

https://bugs.freebsd.org/bugzilla/show_bug.cgi?id=159971
https://bugs.freebsd.org/bugzilla/show_bug.cgi?id=159971
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Coda



Take away:

● Cross-training -- different job ladders can learn from each other



Take away:
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● Treating testing as a software problem works too



Take away:

● Cross-training -- different job ladders can learn from each other
● Treating testing as a software problem works too
● Building better tools is difficult



Questions?


