
Bots are fast, humans are smarter















Sneaker Proxies









Why do we care?







Who do we fight?













What makes it hard?





How to choose your algorithm?





How do you build this?







How to identify/cluster users?



127.0.0.1 or fe80::/10





Rules, patterns, vectors



Individual requests



Patterns across an IP address



Patterns across a fingerprint



Patterns across time windows



The easy way





What to do with bots?













Results







Testimonies

“When I was IMOC, I didn't notice the DDoS. Which is great, 
because IMOC not noticing means no incident!”

“Now, we just don’t get paged in the first place for replication lag 
during flash sales! No more manual splunking for bots and 
shackling them.”



!

Questions



Image sources
https://www.flowmon.com/getattachment/c0b57e7c-b907-4e53-838c-747dcea0a250/Intracloud-DDoS-detection-and-mitigation-using-SDN.aspx
http://people.com/sports/sneakers-sushi-actually-its-both-check-out-the-amazing-photos/
http://www.highsnobiety.com/2016/04/27/sneaker-bots-how-do-they-work/
http://ca.complex.com/sneakers/2016/03/best-sneaker-reseller-sites
http://www.dccomics.com/sites/default/files/GalleryChar_1900x900_JusticeLeague_52ab8e54d0a6f0.42170553.jpg
http://www.avclub.com/article/heres-what-fight-club-looks-like-without-tyler-dur-107125
http://hightechforum.org/wp-content/uploads/2015/11/IoT-Chart.png
r2d2 http://zdnet3.cbsistatic.com/hub/i/r/2015/12/19/983c50ba-d4e9-4bdc-8cd8-d713a3aa5943/resize/1170x878/d8b5b76108ba0f141e2526d815ff315f/r2d2.jpg
http://assets2.ignimgs.com/2016/01/20/terminatorgenisys1280jpg-c73cd0_1280w.jpg
http://i0.wp.com/tcthirdculture.com/wp-content/uploads/2016/10/GitS-2.jpg
https://s-media-cache-ak0.pinimg.com/originals/bf/ee/f3/bfeef3a2fddc208f6059a0c004d59aff.jpg
http://4.bp.blogspot.com/D8oSVOCeyE8/S91q3Ps4yAI/AAAAAAAABvU/eQ9i5vkgENw/s1600/rules16681668.gif
https://uploads.toptal.io/blog/image/443/toptal-blog-image-1407508081138.png
http://www.pngall.com/wp-content/uploads/2016/06/Fingerprint-Free-Download-PNG.png
https://s-media-cache-ak0.pinimg.com/originals/f7/16/07/f71607e66c38e2934173e2d30b3b0a74.jpg
http://www.tim-comstock.com/wp-content/uploads/2016/04/patterns-02.jpg
http://wallpaper-gallery.net/images/colorful-computer-wallpaper/colorful-computer-wallpaper-23.jpg
https://s-media-cache-ak0.pinimg.com/originals/64/d6/ff/64d6ffe72f4f090b07ee2b1caacacbd0.jpg
https://i.ytimg.com/vi/WqnXp6Saa8Y/maxresdefault.jpg
http://d.ibtimes.co.uk/en/full/1473395/pygmy-slow-loris.jpg
https://www-tc.pbs.org/wgbh/nova/next/wp-content/uploads/2015/07/BlackHole_Milkyway.jpg
http://www.guoguiyan.com/data/out/98/69040440-honeycomb-wallpapers.jpg
https://i.ytimg.com/vi/QJ0yb4b58DI/maxresdefault.jpg
http://1.bp.blogspot.com/-9A-WAjLWR2U/U9qfflVKAII/AAAAAAAAKTY/yT9CcuAyNvo/s1600/landfill.jpg
http://watchdog.org/wp-content/blogs.dir/1/files/2014/09/RoadBlock.jpg


