Bots are fast, humans are smarter
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NIKE AIR YEEZY 2
RED OCTOBER

$5,131

(i

ADIDAS YEEZY BOOST
750 LIGHT BROWN

$2,993

LOUIS VUITTON DON
PATCHWORK

$2,579

NIKE AIR YEEZY 1
NET

$1,869
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ADIDAS YEEZY BOOST
350 OXFORD TAN

$1,078

COLLEGE DROPOUT
NIKE AIR MAX 180

$4,000

LOUIS VUITTON JASPER
PATCHWORK

$2,800

LOUIS VUITTON DON
CREAM

$2,579

NIKE AIR YEEZY 1
BLINK

$1,792

ADIDAS YEEZY BOOST

350 PIRATE BLACK (2016)

$1,064

NIKE AIR YEEZY 2
SOLAR RED

$3,972

LOUIS VUITTON JASPER
CREAM

$2,800

LOUIS VUITTON DON
BLACK

$2,579

P

ADIDAS YEEZY BOOST
750 TRIPLE BLACK

$1,627
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ADIDAS YEEZY BOOST

350 PIRATE BLACK (2015)

$991

DROPOUT BEAR
BAPESTA

$3,775

K.

LOUIS VUITTON JASPER

BLACK
$2,800

NIKE AIR YEEZY 1
ZEN GREY

$2,141

ADIDAS YEEZY BOOST
350 TURTLEDOVE

$1,571

e

LOUIS VUITTON MR.
HUDSON WHITE

N/A

NIKE AIR YEEZY 2
PLATINUM

$3,137

LOUIS VUITTON DON
RED

$2,579
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ADIDAS YEEZY BOOST
750 LIGHT GREY

$2,121

ADIDAS YEEZY BOOST
350 MOONROCK

$1,167

==

LOUIS VUITTON MR.
HUDSN PATCHWORK

N/A



GET READY
TO COP THOSE
SNEAKERS

This is AlO Bot, an add to cart program that helps sneaker lovers

get limited releases.

AlO Bot - by the creators of Another Nike Bot - has tons of

features and has been market tested to give you the best user

experience possible — and the best results.

DISCOVER THE FEATURES

(400) Bad Aequest

19:02:42 825 - Max Worker Threads: 1023 Max Post Threads: 1000
19.02 42 903 - Started Twiter Moniionng thread for sccourt(s) nkestors
19:02:45 618 - Emor when autherticating your Twitter account. Exception: The remacte server retumed an emor

19.02.48 731 - Successdy Synchronzed local tme with NIST Time Server

Configure Help About Tools Manusls B preme B
Ste Accounts
Ste Account Info
Ste v Email: Password
Postive KW: Negative KW
Style = Sae:
Eady Link Pags Montor:
Notficabon Text 5 Notfication Emal
Ersbie Aestock Mode Mask Password Add | Duplcate
Ste Emai Password +ve KW  wve KW Size
@ NoCapicha | Mase Change Delay Between Tasks
Manual Soiving
Auto Solving Festant Stresm Detay Tene n gec)

Success Adding to Cart: 0 Failed Adding to Cart: 0 Captchas Decoded: 0 Notifications Sent: 0

e KW

Early Linkis)

EastBay

EastBay Ab.. o 95  htp//www.eagthbay com/product /v
ChampsSports

ChampsSpots  Ab o 10 hetp.//oww charpsspote com/pro

FootAction
FootAction Ab o 13 Htp //vwew footaction com/product

SneakersNStuff

Crankarm S, 4 Le e

. n

\ Create Tasks Stat A Tasks | | Stan Selected Task a
Log Al Accounts T Ssme Log Sop Al Tasks .| | Stop Selected Task. | | May

Logged In: D Totak 6

EE———————————————————————————————— |




Sneaker Proxies

Sneakers proxies:

Upon assignment, sneakers proxies are checked and guaranteed to work only for the purchased service.

MPP SNEAKERS 20 MPP SNEAKERS 50 MPP SNEAKERS 100 MPP SNEAKERS 250
$65.00... $128.00.. $242.00... $520.00..
Number of proxies 20 22 Number of proxies §8 55 Number of proxies 486 110 Number of proxies 226 250
Multiple locations & Multiple locations & Multiple locations & Multiple locations &
Multiple subnets & Multiple subnets & Multiple subnets & Multiple subnets &
Monthly randomize Yes Monthly randomize Yes Monthly randomize Yes Monthly randomize Yes
Instant setup Yes Instant setup Yes Instant setup Yes Instant setup Yes
Setup fees No Setup fees No Setup fees No Setup fees No
Price per proxy $2.95 Price per proxy $2.32 Price per proxy $2.20 Price per proxy $2.05

orrowrs I oo
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Ll kfichter / OpenATC @Watch~ 72 s Star 138  YFork 86
<> Code ) Issues 1 Il Pull requests 0 |'l| Projects 0 Wiki Insights ~

An open source sneaker bot written in Python

D 172 commits P 1branch © Oreleases 22 6 contributors s MIT
Branch: master v New pull request Create new file  Upload files = Find file
»' kfichter Deleted most scripts in preparation for the project structure change Latest commit 16d935d on Nov 12, 2016
| scripts Deleted most scripts in preparation for the project structure change 6 months ago
[E) .gitignore Deleted most scripts in preparation for the project structure change 6 months ago
E) LICENSE Should work on python2 (README), and LICENSE.md->LICENSE 11 months ago
[E) README.md Update README.md 9 months ago
[E) requirements.txt added requirements.txt 11 months ago

README.md

OpenATC

OpenATC is the first large scale, open source sneaker/ticket/clothing bot project with the potential to target any site.

OpenATC will start by dumping beta scripts.

Installation
OpenATC requires Python 3, but should also work on Python 2.

You'll also need BeautifulSoup4 and requests:

$ pip install bs4
$ pip install requests
$ pip install urllib3 —upgrade

You may also wish to use the included setup script to fill in your info

$ cd Scripts
$ ./makeinfo.py

License

OpenATC is licensed under the MIT license.






Why do we care?
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Who do we fight?



BILLIONS OF DEVICES
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What makes it hard?
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How to choose your algorithm?






How do you build this?



Loadbalancer

Application
Server

+

Detection
Logic

Database
Server




Application

Loadbalancer < Server

logs

Y

Database
Server

This machine
Kills bots




How to identify/cluster users?



127.0.0.1 or fe80::/10






Rules, patterns, vectors



Individual requests



Patterns across an IP address



Patterns across a fingerprint






The easy way



‘ Re CAPTCHA



What to do with bots?
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Results
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banned

lol

i got banned
WTF
0SS

-

This page is temporarily unavailable because a device from your location is sending large amounts of web requests. Visitors from other locations
can still view the page.

| got banned on a different bot

i

No proxies

witf L str away gone

soft banned
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Testimonies

Katrina Verey « @knverey
Developer - Cloud Platform

ey

“When | was IMOC, | didn't notice the DDoS. Which is great,
because IMOC not noticing means no incident!”

Jordan Wheeler # @jordan
Databases

“Now, we just don't get paged in the first place for replication lag
during flash sales! No more manual splunking for bots and
shackling them.”
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Questions
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