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- NIST IR 7966 Security of Interactive and Automated Access Management Using Secure Shell (SSH)

"Many organizations don't even know how 
many SSH keys they have configured to 
grant  access  to  their  information 
systems or who has copies of those keys"

http://nvlpubs.nist.gov/nistpubs/ir/2015/NIST.IR.7966.pdf












HOPE IS NOT 
 A STRATEGY
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SSH Certificates

•Composed of: ssh key + signature + 
signing key + metadata

•Only need to distribute 1 public key to 
machines - the signing key

•Metadata allows for some nice properties 
to be set



    Type: ssh-ed25519-cert-v01@openssh.com user certificate

    Public key: ED25519-CERT SHA256:WHATEVER

    Signing CA: ED25519 SHA256:WHATEVER

    Key ID: "some identity string"

    Serial: 0

    Valid: from 2017-08-23T22:40:40 to 2017-08-24T22:45:36

    Principals:

            prod-user

    Critical Options:

            force-command /bin/date

            source-address 12.34.56.78/29

    Extensions:

            permit-pty

            permit-port-forwarding

            permit-x11-forwarding



    Type: ssh-ed25519-cert-v01@openssh.com user certificate

    Public key: ED25519-CERT SHA256:WHATEVER

    Signing CA: ED25519 SHA256:WHATEVER

    Key ID: "some identity string"

    Serial: 0

    Valid: from 2017-08-23T22:40:40 to 2017-08-24T22:45:36

    Principals:

            prod-user

    Critical Options:

            force-command /bin/date

            source-address 12.34.56.78/29

    Extensions:

            permit-pty

            permit-port-forwarding

            permit-x11-forwarding

Certificate Type



    Type: ssh-ed25519-cert-v01@openssh.com user certificate

    Public key: ED25519-CERT SHA256:WHATEVER

    Signing CA: ED25519 SHA256:WHATEVER

    Key ID: "some identity string"

    Serial: 0

    Valid: from 2017-08-23T22:40:40 to 2017-08-24T22:45:36

    Principals:

            prod-user

    Critical Options:

            force-command /bin/date

            source-address 12.34.56.78/29

    Extensions:

            permit-pty

            permit-port-forwarding

            permit-x11-forwarding

Key ID



    Type: ssh-ed25519-cert-v01@openssh.com user certificate

    Public key: ED25519-CERT SHA256:WHATEVER

    Signing CA: ED25519 SHA256:WHATEVER

    Key ID: "some identity string"

    Serial: 0

    Valid: from 2017-08-23T22:40:40 to 2017-08-24T22:45:36

    Principals:

            prod-user

    Critical Options:

            force-command /bin/date

            source-address 12.34.56.78/29

    Extensions:

            permit-pty

            permit-port-forwarding

            permit-x11-forwarding

Certificate Lifetime



    Type: ssh-ed25519-cert-v01@openssh.com user certificate

    Public key: ED25519-CERT SHA256:WHATEVER

    Signing CA: ED25519 SHA256:WHATEVER

    Key ID: "some identity string"

    Serial: 0

    Valid: from 2017-08-23T22:40:40 to 2017-08-24T22:45:36

    Principals:

            prod-user

    Critical Options:

            force-command /bin/date

            source-address 12.34.56.78/29

    Extensions:

            permit-pty

            permit-port-forwarding

            permit-x11-forwarding

Username(s)



    Type: ssh-ed25519-cert-v01@openssh.com user certificate

    Public key: ED25519-CERT SHA256:WHATEVER

    Signing CA: ED25519 SHA256:WHATEVER

    Key ID: "some identity string"

    Serial: 0

    Valid: from 2017-08-23T22:40:40 to 2017-08-24T22:45:36

    Principals:

            prod-user

    Critical Options:

            force-command /bin/date

            source-address 12.34.56.78/29

    Extensions:

            permit-pty

            permit-port-forwarding

            permit-x11-forwarding

Certificate Restrictions



/etc/ssh/sshd_config:  
TrustedUserCAKeys /etc/ssh/ca.pub  
 
 
/etc/ssh/ca.pub:  
ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQDAYZL32Emt4Ap......  
ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQDGmvJaFt37ZTz......  
ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQDWmdffJK0YR8z......  
ssh-ed25519 AAAAC3NzaC1lZDI1NTE5AAAAIOBL2PHBRyIa7ok......













SSH Key:  
sshd[6382]: Accepted publickey for prod-user from 
10.0.0.167 port 49562 ssh2: RSA bb:86:14:02:cf:
37:91:b9:4f:09:76:8f:e0:bc:52:77

SSH Certificate:  
sshd[6382]: Accepted publickey for prod-user from 
10.0.0.167 port 33984 ssh2: ED25519-CERT ID 
niall_1503934975 (serial 0) CA ED25519 bd:0b:55:9f:
84:be:ad:e9:eb:ac:7e:8c:83:ed:4d:cb
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https://github.com/nsheridan/cashier

Questions?

Niall Sheridan 
niall@intercom.com  

mailto:niall@intercom.com

