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Production Engineering
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#war-room C @ @ |Qseard | @ w

w | & 425 | R0 | No incidents right now.

Daniella Niyonkuru 5:42 piv
spy incident start me checkout is down

Spy APP 5:42 PM
@j An incident was reported at 2017-02-23 22:42:36 UTC. @daniella is the IMOC.

Status summary: checkout is down
Incident was bound to #war-room. Please use #war-room for communications, or rebind the incident with incident

channel ... .

Spy APP 5:42 PM
set the channel topic: ¥ @daniella is IMOC for incident: checkout is down
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The IMOC is on-call for Incident Response;

NOT on-duty for fixing production issues.



Incident Response Funnel

Shit breaks

Detection

Start Incident
Communicate

F1X

Stop Incident

Document (Service Disruption)
Investigation

Root Cause Analysis (RCA)
Action ltems

Resolution
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Credit: John Arthorne



Pager Anxiety; What if ...

e Forget I'm on-call
* Phone In silent mode
e Forget to update the status page

 Don't know who to ping

* JoO much context switching, can't focus

* Forget the incident response procedure






Infrastructure

Q) iy

Teams Chat App Chat Bot Third-Party Services




Chatops at Shopify

- <
N S
= /\Eiii
Nucture
Om~s

Third-Party Services

LITA




INCIDENTS AND CHATOPS




Incident Management Tools

Three main sets of commands:

* SPY page
* sSpy incident

* Spy status

Shit breaks
Detection
Start Incident
Communicate
F1x

Stop Incident
Document (SD) /
Investigation |
RCA

Action ltems
Resolution



Shit breaks

= spy page imoc “order notifications not going out”



Start incident

= spy incident start me order fraud analysis outage

smamr #War-room ’ | ] :
AW W 2417 | %1 O © ‘\Qscamh @

No incidents right now.

4

‘ Daniella Niyonkuru 1224 P
spy incident start me order fraud analysis outage

] vo’
Spy APP 12:25PM ¥ : € Q ~
('\j An incident was reported at 2017-04-06 16:25:01 UTC. @daniella is the IMOC.
Status summary: order fraud analysis outage

Incident was bound to #war-room. Please use #war-room for communications, or rebind the
incident with incident channel ....

Spy APP 12:25PM
set the channel topic: (ﬁj @daniella is IMOC for incident: order fraud analysis outage

. izaak alpert 1225 piv
joined #war-room. Also, @damian.polan joined.

spy APP 12:25PM
Status Page Summary
*** Components Report ***

Admin : operational

Checkout : operational

Reports and Dashboards : operational
Storefront : operational

AP| & Maobile : operational

Support : operational

Third party services : operational

“** Unresolved Incidents Report ***
No reported unresolved incidents.




Communicate

= spy incident tldr

v Spy
S h
Messages About @ {3} Q Searc

miairuasriu.

‘ Daniella Niyonkuru 2:149 piv
incident tldr

SpYy APP 2:49 PM vy

"App store is down, data missing from database"

Timeline:
2017-08-21 18:47:38 UTC: Started tracking an incident with commander: hg rmoz,,
~ay, Incident Commander (IMOC) Support Response (SRM) &
o 1 @hormoz @charliealamode
) Channel Failures Started
#war-room
Incident Started Failures Mitigated

2017-08-21 18:47:38 UTC
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Other Teams

= spy incident tell :team message
= spy page datastores

#support Jump * May 26th #support Jump * May 26th

>

spy BOT 9:50 AM

<

1. Hey @marsh, an incident (502s on spy BOT 10:05AM
storefront) is active and has been bound to Hey @marsh, incident in #war-room is
##war-room. You may contact the IMOC closed

(@richard.mcgain) for more details.

i shy-daniella ©o1 1024 A
' Is this incident high-impact? If so, did you consider paging
ohshit and social ?



Actions

#war-room Qs [
Search
w | & 425 | R0 | No incidents right now. @ {§} Q

E Emil Stolarsky & 4:520 pMm ¥
spy shipit unlock shopify/shopify/production

Spy APP 4:52 PM
4 shopify/shopify/production unlocked

Daniella Niyonkuru 4:52 P
a 2 min dip from what | see

Felix Glaser “T 4:53 pv
checkouts don't look healthy for about 5 min from what | see here on DD

Daniella Niyonkuru 4:53 piv
@elvinefendi can you append/have another sd for that please?

Felix Glaser “T 4:53 pM
but let's wait for DD to catch up

Daniella Niyonkuru 4:53 piv
uploaded this image: Recovering ~
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Checkout - Successful Payments




= spy status
= spy status

Third-Party Services

:provider :status for :feature

- spy p age Y imoc re S 1 2 3 & - C £ https:/status.shopify.com
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Daniella Niyonkuru 2:20 P
status

Spy APP 9:20 PM 1%

Admin : Operational

Checkout : Operational

Reports and Dashboards : Operational
Storefront : Operational

APl & Mobile : Operational
Support : Operational

Third party services : Operational
Daniella Niyonkuru 9:20 piv
status incidents

Spy APP 9:20 PM

No unresolved incidents &

P

G) © |Q5carch ] @ <%

Current status
' & Q A .- "‘ All Systems Operational

Refreshed less than one minute ago

v/ Admin

v Checkout

v/ Reports and Dashboards
v Storefront

v API| & Mobile

v/ Support

Vv Third party services



Reminders

- when: [30, stop]
M command: :check status_page

when: 120
command: :notify support atc
message: 'Spy has notified the Support Response Manager (SRM) on your behalf.'

when: 120 |
command: :srm fill out doc |

when: 300
message: 'You should coordinate external comms with the support incident responder.’

when: 600 I
command: :srm checking in j

when: [3600]
command: :notify imoc_ team
when: stop

__message: 'Please create a Service Disruptioms report.' Miestonec |

Lo X . =



Stop incident

= spy incident stop

#war-room Q& @ &

w | & 409 | %1 | Noincidents right now.

Daniella Niyonkuru 4:54 P
spy incident stop

spy APP 4:54 PM
Incident stopped at 2017-02-23 21:54:59 UTC. Thanks for letting us
know.

Status Page Summary

*** Components Report ***

Admin : operational

Checkout : operational

Reports and Dashboards : operational
Storefront : operational

API| & Mobile : operational

Support : operational

Third party services : operational
*** Unresolved Incidents Report **~
No reported unresolved incidents.

SpYy APP 4:55 PM
cleared the channel topic



And much more

SD content generation (‘spy incident note’)
Preventing on-call fatigue ( spy incident handoff )
Reducing context switching ( spy pager stfu)

Reminders (before, during and after the incident)






Benefits

* [Increased sharing and focus
e Shortened feedback loop

* Eliminated manual toll

» Smoother incident handling

» Faster onboarding experience



Fears, What If ...

e Forggi.|'m on-call

spy pre-oncall reminders

e PN e

spy check reminders

* FOrgé

* Don, D PING

spy oncall

itching, can't focus

spy cmd #war-room

o

°t the Incident response procedure spy incident




Flexible and powertul
A very important member of our team
Enables us to really lead an incident response

Reduce incident impact and duration



THANK YOU!

Questions?

@niyodanie

&l shopify



Shopify Talks

Thursday
5:00 pm to 6:00 pm:Six Ways a Culture of Communication Strengthens Your
Team’s Resiliency (Lightning Talk) - Jaime Woo

Friday
11:30 am to 12:00 pm: Building an On-Premise Kubernetes Cluster For a
Large Web Application - Daniel Turner

Check out our blog at engineering.shopify.com *

FoIIo us on Twitter at @shpifyeng ]
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