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We are experienced SREs and we have collected production 
insights through a large number of interviews ( ~40)  from 

teams using ML in production at Google over the last 15 
years.
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● No fallback plan
● Not enough labeled data
● Requires microsecond latency

Image source: https://pixabay.com/en/businessman-boxes-transport-2108029/ 
CC0 license.
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Our goals Based on Google's

ML production teams:

ML best practices

http://go/grey-hexagons
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OK Google:
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OK Google: 
What's ML like in prod?
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What's ML like in prod?

'It's just another data 
pipeline'
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DEPRECATED!

NOT 

RELIABLE
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1, carlos, male,41, Spanish, 6.2, SRE, NULL, 80%
2, salim, male, 44, American, 5.8, SRE, +4, 90%
3, maria, female, 0, Norway, 6.0, SWE, +25, 60%
4, fep, agender, Spanish, 6.0, SWE, +5, 75%
5, maria, female, 0, Norway, 6.0, SWE, +25, 60%
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Filter bad data, add data imputation on all fields
1, carlos, male,41, Spanish, 6.2, SRE, NULL, 80%
2, salim, male, 44, American, 5.8, SRE, +4, 90%
3, maria, female, 0, Norway, 6.0, SWE, +25, 60%
4, fep, agender, Spanish, 6.0, SWE, +5, 75%
5, maria, female, 0, Norway, 6.0, SWE, +25, 60%
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No "one size fits all"

Image source: https://vimeo.com/122534562
License: https://creativecommons.org/licenses/by/3.0/

https://vimeo.com/122534562
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https://drive.google.com/open?id=1OfLMV5yU7a4WknWJgbR_yHx-Cn0leZazXE68gKbXLM0
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Even with a portion of global input, canary behaves like prod
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❏
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champion
ML
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❏ Input data changes:
❏ New fields, new values, null/empty values not contemplated.

❏ API changes:
❏ Tensorflow API changes frequently, Incompatible model
❏ "The model was completely valid and healthy as configured, it was simply not configured 

for the type of traffic it would receive"

❏ Fallback mechanisms, when rollback not an option:
❏ Most teams do not have a non-ML fallback mechanisms
❏ What happens if you run out of quota/capacity.

❏ Old models need to be deprecated, they might not be reusable
❏ New inputs (labels) deployed
❏ Signing the models helps on this. However, we're not able to ask the model compatibility?
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OK Google:
What's an ML pipeline 

like?
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This is an old story: lack of alerting causes user-facing errors, loss of revenue. 

How can you identify this change in behavior? 
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Alerting must be domain-specific

How can you identify this change in behavior? 
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Privacy 
in ML
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Image source: https://www.flickr.com/photos/70554893@N00/4012154732
licence: https://creativecommons.org/licenses/by-sa/2.0/ 

https://www.flickr.com/photos/70554893@N00/4012154732
https://creativecommons.org/licenses/by-sa/2.0/
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https://ainowinstitute.org/aiareport2018.pdf
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http://go/grey-hexagons
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adavies, ademaria, appleton, 
cfarrar, coppin, dannyp, 
davebarker, elnota, kozyr, lewinb, 
lyonya, marcingaw, mdondero, 
meredithrachel, nfiedel, pafinde, 
rlb, samg, stross, tmu, 
xavigonzalvoWith thanks to

And to our colleagues at 
Clarifai
ThoughtWorks
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very many of our colleagues 
across Alphabet: DeepMind, 
Google, YouTube

With thanks to

And to our colleagues at 
Clarifai
ThoughtWorks
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That’s all.
Questions? Comments?

{salim,villavieja}@google.com


