
What I Wish I Knew 
Before Going On-call
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I need to solve everything by myself

You are supposed to ask for help



I need to find the root cause



I need to make the best/long-term fix
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Join team Join on-call 
rotation

time

“Ads Academy”
(8H)

On-call Intro 
(2H)

On-point 
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Lesson Topic

1 Everything you need to know about ads on-call (2 hours)





Lesson Topic

1 On-call Expectation + Overview of Ad systems

2 Billing (Critical)

3 Ad Delivery (Critical)

4 Ad Internal Reports/Metrics (Less Critical)

5 Targeting (Less Critical)
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← Should be super high level



Lesson Topic

1 On-call Expectation + Overview of Ad systems

2 Billing (Critical)

3 Ad Delivery (Critical)

4 Ad Internal Reports/Metrics (Less Critical)

5 Targeting (Less Critical)

← What if this is a complicated data pipeline with many alerts?



Lesson Topic

1 On-call Expectation + Overview of Ad systems

2 Ad Analytics Pipeline (Critical)

3 Billing Pipeline(Critical)

4 Ad Delivery (Critical)

5 Ad Internal Reports/Metrics (Less Critical)

6 Targeting (Less Critical)

Split it into a reasonable unit!  
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Lesson Topic

1 On-call Expectation + Overview of Ad systems

2 Ad Analytics Pipeline
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6 Targeting (Less Critical)

← This is an upstream of #2 and #3 
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10000 ft 
overview Actual on-call training
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Lesson Topic

1 What is on-call? + Overview of Ad systems

2 Ad Delivery (Critical)

3 Ad Analytics Pipeline (Critical)

4 Billing Pipeline (Critical)

5 Ad Internal Reports/Metrics (Less Critical)

6 Targeting (Less Critical)
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Use visual aid you can reuse
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10000 ft 
overview Actual on-call training



● Failure modes/alerts
● How to respond to them 

10000 ft 
overview Actual on-call training



Use Real Past Incidents
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Let students apply knowledge ASAP
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Use visual aid you can reuse
Use real past incidents

Let students apply knowledge ASAP
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❏ Reserve stage env <runbook link>
❏ Prepare bad source code
❏ Prepare dashboard link <link>
❏ Cmd to run batch in the env

❏ python ./mybatch.py --config 
config.yaml

❏ Wait for the batch to crash

Wargame template
Incident Setup



❏ Investigators --- <names>
❏ Communicator --<name>
❏ Commander -- <name>

Wargame template

Player roles

❏ Get relevant permissions
❏ Join external wifi/set up VPN
❏ Use wargame-only communication tools

❏ channel #wargame
❏ email alias wargame@ 
❏ JIRA project WARGAME

Player checklist



❏ What does runbook say?
❏ Was there any exceptions in batch log?
❏ Were there any recent code changes?
❏ Does dashboard show any abnormality  

Wargame template
 Hints





Tips for running 
the game

-
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-
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http://bit.ly/oncall-game
http://bit.ly/srecon19-oncall
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-----
ALERT: 
ad_analytics 
failed



Runbooks - Operations
● General recovering tips

○ Campaigns not in ad_store
○ Errors in ad template

● Nagios
○ Background
○ Updating Alerts
○ Alerts

● ad_analytics
○ Man tronview and man tronctl to understand how to use tron
○ 1.Identify which run failed
○ 2.Identify which action failed
○ 3.fix/retry broken actions
○ Specific Batches

■ calculated_ad_analytics
■ calculate_ad_spend
■ Business_ad_control

● Reports
● Rerunning procedures

○ Identify which days need to be rerun
○ Identify which batches need to be rerun

● Gearman
○ View the logging output of the gearman workers
○ View the number of gearman workers and the number of jobs in the queue
○ Adding the removing gearman workers for particular queues
○ Cleaning out a queue



Alerts
TODO: This section would benefit a lot from 
having our actual alerts listed and detailed 
here.
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3. Fix/retry broken actions
If a batch died due to an EMR, DB, or other transient 
issue, run the action manually

If a batch died due to a logic error, push a fix and run 
the action manually

To run manually, read the command line printed in this 
output.  It's between the "Node:" and "Requirements:" 
lines.  You'll have to execute this as batch yourself.

 $ tronview ad_analytics.XX.the_action_name

Once they run successfully manually, resume the rest 
of the job by skipping the action. tronctl skip 
ad_analytics.XX.the_action_name
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-----
ALERT: 
ad_analytics 
failed



Me: “Where can I find the rerun command?”

Secondary:  “You can try looking for that in the wiki”

Me: “I just checked, but it’s not very clear.”

Secondary: “Or maybe it’s in the Google Docs repo. 
Oh, and I’ve got some notes in my home directory, 
and I think I saw some emails about that a while 
ago.”

Me: 



Action: $ python -m 
batch.ad_analytics 
--date 2019-03-02

RESOLVED: 
ad_analytics

-----
ALERT: 
ad_analytics 
failed
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“You can try looking for that in the wiki, or maybe it’s 
in the Google Docs repo. Oh, and I’ve got some 
notes in my home directory, and I think I saw some 
emails about that a while ago”
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This document is for Ads incident first responders. 
First assess, escalate until the appropriate team is 
established, and take on the appropriate role.

Assess

Escalate

Communicate

Investigate and Fix

Clean Up

Incident Response Checklist

http://bit.ly/on-call-srecon19



For example: errors served, % clients impacted, or 
financial loss to the business.

If it takes more than a few minutes to assess, assume it 
is very bad and move on to escalation.

❏ What is the business-facing impact?
❏ What is the consumer-facing impact?

Dashboards to consult:
❏ SignalFx - error percentages, latencies
❏ Splunk - log lines

Incident Response Checklist
Assess



Outages run longer and with worse outcomes when tackled 
alone. It's better to escalate a false alarm than fail to 
escalate a serious issue.

Page the following as appropriate:
❏ Secondary on-call 
❏ Manager
❏ Database Reliability Team (#dba)
❏ AWS Support Liaison

Incident Response Checklist
Escalate



❏ Create a ticket in the ADS project with a brief 
description of the issue.

❏ Add secondary and manager as 
watchers

❏ Consolidate triage communications to 
#ads-incident.

❏ Send email to ads-incident@ to liaise with 
financial stakeholders and downstream 
consumers of data: email templates.

Incident Response Checklist
Communicate

http://bit.ly/on-call-srecon19



❏ Ads Runbooks List

Incident Response Checklist
Investigate and Fix

❏ Send all-clear email to ads-incident@

❏ File follow-up ticket for postmortem and set 
yourself as the assignee

Clean Up





Productive and Happy On-call 



http://bit.ly/lisa18-oncall
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https://landing.google.com/sre/book/chapters/accelerating-sre-on-call.html
https://www.youtube.com/watch?v=pE7RLRea0MM
https://www.youtube.com/watch?v=pE7RLRea0MM
https://opensource.com/article/17/10/7-deadly-sins-documentation
https://www.youtube.com/watch?v=17f8elHd6aM
https://landing.google.com/sre/book/chapters/postmortem-culture.html
https://vimeo.com/274820687
https://vimeo.com/274820687

