VLol U N L0

—J:#%  #gud-autogen, sh# 9:18F4% 1.83  (Debugger:run &bbrev)-—-L92
ecgo v 0N T command 1ine, ”
echo

11

case $CC 1n

When case, $06 1

/ bl'_‘ / sh esgrél_opt}ﬂ nclude-deps;

St’ ’_k_e_s Bacm for coin 1n "find $srcdir -name configure, 1n -print’
Rev.s.t“‘g dodr=‘dj_rname dcoin’

SAutomate AN »0 if test -F $dr/N0-8UTO-GEN; then
echo skipping $dr — flageged as no auto-gen

The Things” else ,
echo processing $dr |
macrodirs="sed -n -e ’ s, 8M_ACLOCAL_INCLUDE (\(, #\)),\l, gp” { $col

(cod $dr | |
J_ Paul Reed macrosdir="find , -name macros -print’

for 1 in $nacrodirs; do

1t test - $1/gnone-gettext, md; then
SRE CON Americas DELETEFILES="$DELETEFILES $1/¢g

December, 2020 f1
done
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A Quick Survey

@jpaulreed
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Does Any of This Sound Familiar?
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Invoice System
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Automated Invoice+Reporting+Payment System
#SREcon @jpaulreed




Does Any of This Sound Familiar?

v B

i

‘Automated” Invoice+Reporting+Payment System
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Does Any of This Sound Familiar?

DISCOVER fatierican]

"Automated” & Monitored ’Ihvoice+Reporting+Payment System
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ASIA PACIFIC €he New York Times

Between Two Boeing Crashes,
Days of Silence and Mistrust

#SREcon @jpaulreed



A Long “Drift Into Failure”

x | ong running system, with lcgacy reguirements
® Fras of modification

®x Addition of supplemental features to address
changes and maintain system abstractions

x Disprate, disconriected reguirements gathering
® Siloed testing and validation

® Early, weak stress signals missed or ignored
#SREcon @jpaulreed
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J. Paul Reed
@|jpaulreed

The 737Max and Why Software Engineers
Might Want to Pay Attention

The 737Max and Why Software Engineers Might Want to Pay Attention

As someone with a bit of a reputation for talking about aviation and software
development and operations, I've been asked about the 737Max...

4:13 PM - 14 Mar 2018

652 Retweets 1,106Lkes WA @D E S @ D DO 2

www.jpaulreed.com/737max-and-us
SREcon @jpaulreed



http://www.jpaulreed.com/737max-and-us
http://www.jpaulreed.com/737max-and-us

J. Paul Reead

® @jpaulreed on ’
®x Alumn of The Ship Show

x 20+ Years in Build/Release
Engineering

®x Now, Critical Operations &
Reliability Engineering team
at

® \aster of Science in Human
Factors & System Safety

#SREcon

@jpaulreed


https://twitter.com/jpaulreed
http://theshipshow.com
https://twitter.com/jpaulreed
http://theshipshow.com

AUTOMATE
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“Universal” “Automation’

SREcon

INSTALL.SH
#! /bin/bosh

pipinstall “$1" &

easy_install “§1° &

brew install “$1" &

npm install ‘81" &

yom install ‘81" & dnf install °$1" &

docker run ‘$1" &

pkg install 81" &

opt-get install “$1° &

sudo apt-get instal| “$1" &

steomcmd +app_update ‘81" validate &
git clone https:/github.com/ $1°/°$1" &
cd “$1";. /configure; make;moke install &

corl“$1" | bash &

Courtesy

@jpaulreed
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A “Simple” Question’/

What is -

SREcon @jpaulreed
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“ML/AI”

“Orchestration”
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What is “Automation?”

&
- é’b “ML/AI”

“Orchestration”

“Runbooks”
“Script”

#SREcon @jpaulreed
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A World of Complex Automation

notification?

Should we send a

SREcon @jpaulreed



A World of Complex Automation

SREcon
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Complex, Interconnected Automation
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Complex, Interconnected Automation

Webservers

Monitoring Server

1 :

DNS Server
1

Slave Database Cluster

SREcon

;:_' ?A‘ -

Web Requests

External Mall Servers

I—’—Lb—l— DNS Load Balancer J_4_I_4_I

Mall Servers

¥

Database Clust

PE—

Monitoring Server
2

Pores

MySOL
Server |
3L
Server 2

Externally monitares

Should we send a
notification?

—

Thread messago 88 ., ., | Channel muted?

User subscribed?
~ T
| No

Yos— l

User in DnD?
[
No

——No—  DnD Override? —Yes

—No—

A3

~Yes— @channel/@everyone/@hare message?

|
¥ No

~—Yos— @channel mentions suppressed? - N -

vimsﬁcnmnﬂnau!mnoﬂ - Vaadt 9l Yes—

No

What is the user's channel
notification pref for this device?

[ [
Y . 4 ) X
——————+—— Nothing Everything Mentions
- T

i [ ow

| !

Thread message? —No——
Yps
v ~Ye5 Gomment on file owned *
User subscribed? —No-/ by user? (deskiop)
¥ r

@mention?

No

Past mobiie
—No— Mobie? —Yes—»  push timing
| theeshola?

ImMegrations

Legond

Preat

Prof Vaiio

User State/Action

Parsing
v

e Throad message 84 L —
prof is "Nothing® | = User subscrived?

No

¥

What is the user' bal
Defaulf —m7MF & 16 User's glol

notification pret for this device?

' ' i —]

Highlight woed?

¥ Al [ \

‘ ‘ W L3 e . B b
— ——1— Mentions | | DMs (mobile) | | Highlight Words | | Never
! ) | {mabile) T
~—No- Thread message? ‘

User prosence  —yos— =
active?
Yes
N A
o User subscribed? —No~ x

| T ?
v Yes @mention

No— Thread message? < e — Highiight word?
Yes
v

Yos— User subscribed?

Extensions
Pracessas and People.

@jpaulreed



Complex, Interconnected Automation

| I

Web Requests External Mall Servers

l—p—Lp—I— DNS Load Balancer _I*_L‘_I

Webservers Mall Servers

Monitoring Server
2

Monitoring Server
1

AL~
0

DNS Server
1

~ st Clust

Slave Database Cluster Externally monitares

ImMegrations

SREcon

Thread message 8&

- “-Yos—
User subscrived? o

~\,

Jning
T

|
Thread message? —NoO——
Yps F
{5 =

User subscribed? ~—No-

—No— Mobdie?

— | }

=
Yos— e
571 Comment on file owned v [

notification?

—

Channel muted?

Should we send a ‘

T
No

N
0

channel
I this device?
|
Y
Mentions

fa gl =

1 DM? Highlight woed? e
3 s All
Y ‘ ‘ 1

@mention?

by user? (deskiop) L]
r User presence —ypg—
active? o
Yes
2
No
| T
L2 Yes
No— Throad message? <
Yes
v
—Yos— User subscribed?

I

No

Past mobiie
—Yes—»  push timing
threshold?

Extensions

User subscribed? ~—No~

Pre——

What is the user's global
notification pret for this device?

-

¥ L3 . L3 " 2 2

——xx‘—. Mentions | | DMs (mobile) | | Highlight Words Never

i T (mobile)

~—No- Thread message? ‘

DMm?

A 4
@mention?

Highlight word?

Pracessas and People.




AUTOMATE

HE I=INES ?

SREcon @jpaulreed



A Longstanding Question

SREcon

Automatica, Vol. 19, No. 6, pp. 775-779, 1983
Printed in Great Britain.

0005-1098/83 $3.00 + 0.00
Pergamon Press Ltd.
© 1983 International Federation of Automatic Control

Brief Paper

Ironies of Automation®

LISANNE BAINBRIDGETY

Key Words—Control engineering computer applications; man-machine systems; on-line operation;

process control; system failure and recovery.

Abstract— This paper discusses the ways in which automation of
industrial processes may expand rather than eliminate problems
with the human operator. Some comments will be made on
methods of alleviating these problems within the ‘classic’
approach of leaving the operator with responsibility for
abnormal conditions, and on the potential for continued use of
the human operator for on-line decision-making within
human—computer collaboration.

Irony: combination of circumstances, the result of which is the
direct opposite of what might be expected.

H arad0 Yyt Seeimino 2 1a 1 thonen nernan wr vell-laounaeq

designer errors can be a major source of operating problems.
Unfortunately people who have collected data on this are
reluctant to publish them, as the actual figures are difficult to
interpret. (Some types of error may be reported more readily than
others, and there may be disagreement about their origin.) The
second irony is that the designer who tries to eliminate the
operator still leaves the operator to do the tasks which the
designer cannot think how to automate. It is this approach which
causes the problems to be discussed here, as it means that the
operator can be left with an arbitrary collection of tasks, and little
thought may have been given to providing support for them.

@jpaulreed



A Longstanding Question

SREcon

Automatica, Vol. 19, No. 6, pp. 775-779, 1983

Printed in Great Britain.

0005-1098/83 $3.00 + 0.00
Pergamon Press Ltd.
© 1983 International Federation of Automatic Control

Brief Paper

Ironies of Automation®

LISANNE BAINBRIDGETY

e g T R T e —— g — y -.-—-—1.——-——.—.-..— T e - —— g T — — - ——

factors are important.” This paper suggests that the increased
interest in human factors among engineers reflects the mony that
W themore advanced a control system is, so the more crucial may be  yiems
inds the contribution of the human operator. s are

UIJV L= L o S P B B A A e NS A LA SRR WA - . ——— -

methods of alleviating these problems W1th1n the classm
approach of leaving the operator with responsibility for
abnormal conditions, and on the potential for continued use of
the human operator for on-line decision-making within
human—computer collaboration.

Irony: combination of circumstances, the result of which is the
direct opposite of what might be expected.

H arad0 Yyt Seeimino 2 1a 1 thonen nernan wr vell-laounaeq

cult to
interpret. (Some types of error may be reported more readlly than
others, and there may be disagreement about their origin.) The
second irony is that the designer who tries to eliminate the
operator still leaves the operator to do the tasks which the
designer cannot think how to automate. It is this approach which
causes the problems to be discussed here, as it means that the
operator can be left with an arbitrary collection of tasks, and little
thought may have been given to providing support for them.

@jpaulreed



lronic Automation

x Manual skills deteriorate when they

®x [he generation of "new strategies” requires an

®x “There is some concern that the present generation of automated
systems, which are monitored by former manual operators, are
riding on their skills, which

x Automation generally requires a

®x Automation can current system state.
SREcon @jpaulreed



[ronic Automation, continued

®x Automatic systems

SREcon @jpaulreed



' | @LateNightSeth
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[ronic Automation, continued

®x Automatic systems

x [racing the decision trees made by algorithms
(or today, impossible).

®x [his leads to the
When you are paged.

SREcon @jpaulreed



How did | get into
mode?

How do |
from doing this?

What it is doing nhow?!

[ there Is some way to get it
16,

Stop
while I’m busy!

SREcon @jpaulreed




[ronic Automation, continued

x Automatic systems

® [racing the decision trees made by algorithms
(or impossible).

®x [his leads to the
when you are paged.

® “|t IS to train operators to follow instructions, and
then put them In the system to

SREcon @jpaulreed



Other Problematic Automation Aspects

x Automation often
disconnected or treated
distinctly from the application.

®x Automation Is not co-evolved
with the application or [reated
as a product.
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x [eams can (oddly?) devalue
the implementation /
ownership of automation

#SREcon @jpaulreed
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Joint Cognitive System

Operators
Autonomy

Authority

Directed Attention

Redirectability

Interpredictability
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Joint Cognitive System

Operators Automation
Autonomy \/
Authority \/

Directed Attention

Redirectability

Interpredictability
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Joint Cognitive System

Operators Automation
Autonomy v
Authority v

Directed Attention

Redirectability

Interpredictability

F%Ecc)%:oundations of & -

S @jpaulreed



“Coordination”

Technologists often mistake

(the technical capability to
conhect to disparate parties
and data sources)

for

— Dave Woods
SREcon @jpaulreed



1The "Animacy’ Paradox

Automated systems, as they Increase In
autonomy and authority
have of interpretations

SREcon @jpaulreed
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Ihe Animacy Faradox

Automated systems, as they Increase In
autonomy and authority
have two kinds of interpretations

As an anlmate ag \ SO o
capable of activiti
independent off&s :
the operator — 7V aEEENEE .

determmlstlc
machine

#SREcon @jpaulreed
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The Rasmussen Iriangle -
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Ine Rasmussen Iriangle
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I'ne Rasmussen lriangle

. ~<\ k

o “Cheapeifj

P oo -~ Better,
‘ ; s ‘ "/ ‘ ) | : , ; ' | ,
| i / Faster”
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I'ne Rasmussen lriangle

_ “Cheaped\
. _~Better,
¢ Faster

- Maximum
Workfor -~
Least Effor~"
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1he Rasmussen Iriang!

i “Gheaper
: Better, N
% Faster”

% Maximum
The Work for
“Discretionary

Space”’
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Ihe Rasmussen Inangi

i - .

o “Cheapo
Better,
g  Faster”

T~ Maximum
 cast Effory,~”

The
“Discretionary
Space”’
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Ine Rasmussen Iriangle
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So...
We Just Stop

Automating
?!
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So...
We Just Stop

Automating
?!

(No.)
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A Manitesto

We’re In medicine
with having o
the best drugs,

THE CHECKLIST MANIFESTO + the best deViCQS,

the best specialists—

but pay little attention to

how to make them

ATUL GAWANDE — Atul Gawande

SREcon @jpaulreed



The Checklist™

LERRRERERS

SREcon @jpaulreed



The Checklist™

#SREcon

=
N\

= |v4| " r4|
|\ N N\ N\

E

140 Bl Ko P T

allerhale ’ . > (’ ./
J

auprom |

| SOWITH S‘I du’;o::vq
MO - LO = ANAY, Xpar wi'
4 g

EVLE TINOD all encpding

“ W RVAY, NO Xpar 1

S ILRANCOING

Light Gun Signals '

I An '//’)‘.j i n "r"lf
.

-

Chemured

b o9

B b Prae

SvAdd

desinalion COrve.

e R e e e e i o Sp—— T VT ——

Sutlie (0 AL Typs o FI Plan & 8" P20 AJALPHA®

B AN st . i B i

Waight and Balance

Wl ghl | wm ' l Mendet
- !

|

@jpaulreed



The Checklist™

Pre-Release

Checklist

1.1 |ldentify/confirm Release Reps from each team

Identify/confirm projected release dates

o
3

Notes+Deviations+Observations

tl

2

15 [Vt oxpocted s Stores ravoanaes |
14 [saecthgom Versomrurmper |
]

1 ‘2
team

Create release-specific Slack Channel

SREcon @jpaulreed



The Checklist™

Pre-Release

Checklist

Identify/confirm Release Reps from each team

o
3

"-‘_}|

— C—— .!I
“L~

Identlfy/conﬁrm projected release dates

14
_

team

.8 |Create release-specific Slack Channel

- | -
o | w;

— - ]
AN | w

H

A

—
e |
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The Real Value: A Reguirements Spec

“T SPEND A LOT OF TIME ON THIS TASK.
T SHOULD LIRITE A PROGRAM AUTOMATING IT!™

Courtesy
SREcon @jpaulreed
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ersion Control: Mattering. Still.

#SREcon

Effective test data management

Comprehensive, fast and reliable
test and deployment automation

Trunk-based development
and continuous integration

Application code and app & system
configuration all in version control

Incorporating security (and security teams)
into the delivery process

\/ Together, the factors

%

on the left model
continuous delivery,
which leads to...

J
N

W\

Less rework

Lower levels of deployment pain

Generative, performance-oriented culture
(per Westrum’s model)

WV

Higher levels of IT performance
Chigher throughput and stability)

Higher levels of
org performance
(productivity, market
share, profitability)

—
—

/l

Identifying strongly with
the organization you work for

Lower change fail rates

State of DevOps Report
@jpaulreed



Version Control: Mattering. Still.

Post-build Actions

Post-build Actions

Execute a set of seripts
Balch or a she'l script liles lo execute

Add a shall or a Windows hateh Fle

Groovy scripl llles o evaluale

Add a Groovy script file to evaluate

Groovy scripl contlent lo evaluale

Add a Groovy script content to evaluate ——
Build steps
Execute shell

Command pe | crep java-fullstack awk (print $1}°' | »
nohup java -jar ./tarqget/java-~fullstack-1.0-5N? ’

Sac the list of avalahle environment variablos

Advanced...

And yet...
SREcon @jpaulreed



Dealing With the lronies

®x Engage in practices that cultivate ability to

x (.e. Chaos Engineering, game days, etc.)
x system understanding

. " over .

x Consider the element of when designing
automation

SREcon @jpaulreed



Framing Automation Coherently

x Chef / Puppet / Ansible / etc.

®x QuickRelease

x Execute and Verity
®x Rerun single steps

x Automatic logging

SREcon @jpaulreed


https://github.com/preed/quickrelease
https://github.com/preed/quickrelease

The Checklist™

Pre-Release

Checklist

Identify/confirm Release Reps from each team

o
3

"-‘_}|

— C—— .!I
“L~

Identlfy/conﬁrm projected release dates

14
_

team

.8 |Create release-specific Slack Channel

- | -
o | w;

— - ]
AN | w

H

A

—
e |

SREcon @jpaulreed



Framing Automation Coherently

x Chef / Puppet / Ansible / etc.

®x QuickRelease

x Execute and Verity
®x Rerun single steps
x Automatic logging

®x Rerun

SREcon @jpaulreed


https://github.com/preed/quickrelease
https://rerun.github.io/rerun/
https://github.com/preed/quickrelease
https://rerun.github.io/rerun/

& - C & https://rerun.github.io/rerun/ &

-=Vversion . FI'LIIL LI rerurl versLurnl.,

USING

Help

For command line syntax and example usage execute rerun using
the --heip flag:

$ ./rerun --help

[ T N I O I

N R ) N VPPN U I B
Version: v0.l. License: Apache 2.0.

Usage: rerun [-h][-v][-V][--version] [-M <dir>] [module:[command [opti

Examples:
| $§ rerun

| => List all modules.

| § rerun waitfor

| => List all waitfor commands.

| § rerun waitfor:http --url http://google.com

| => Execute the waitfor:http command.

| § rerun -M /var/rerun waitfor:http

| => Execute the waitfor:http command found in /var/rerun

Listing

Without arguments, rerun will list existing modules:

#SREcon @jpaulreed



Improving Coordination

Operators Automation
Autonomy v
Authority v

Directed Attention

Redirectability

Interpredictability

SREcon @jpaulreed



lmproving Coordination

Automation
Autonomy

Authority

Limited Control Span

Decomposable Stop/
Start

Interpredictability

#SREcon @jpaulreed



lmproving Coordination

Automation
Autonomy

Authority

Limited Control Span

Decomposable Stop/
Start

Interpredictability

Retrospective Audit
#SREcon @jpaulreed



So...
We Can Keep

Automating
??

)

SREcon @jpaulreed

(




Automation isn’t
11 o b,

(usually)

but the way

Our Industry
About It...

N
SREcon @jpaulreed




Automation
Must

(And That’s a

SREcon @jpaulreed

Sport.)




Automation
Should
Be Treated
Like a

(With an

SRE @jpaulreed



Automation

That Truly

in Our

Cognitive Joint Systems
Is Still

SREcon @jpaulreed



Go forth...
and
Automate!

J. Paul Reed

wWwWw,jpaulreed.com
@)paulreed 1



http://www.jpaulreed.com
https://twitter.com/jpaulreed
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