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Jupyter Notebooks

I Language agnostic console

I Saves inputs/outputs in JSON

I Can export to HTML, Markdown, etc.



Jupyter Kernels

I Language execution engine

I IPyKernel in a virtual environment



Data Science Origins

I Sharing work

I Executable format

I Exploration



Imaginary Stack

I Some vague ”Service”

I Our team is in charge of its SLAs

I As luck would have it, a page comes in...



Symptom

I P90 latency is spiking

I Each server has different ”typical behavior”

I Figure out which server is misbehaving and fix



Spoiler

I Not a detective story!

I Core file dumped resulting in some queries take too long



Spoiler

image = Image . open ( ” prometheus . png” )
width , h e i g h t = image . s i z e
image . r e s i z e ( ( width //4 , h e i g h t / / 4 ) )

Figure: png



Query Data

now = d a t e t i m e . d a t e t i m e . now ( )
f i v e m i n u t e s a g p = (

now − d a t e t i m e . t i m e d e l t a ( minutes =5))
data = h t t p x . g e t (

f ” h t t p : / / l o c a l h o s t :9090/ a p i / v1 / q u e r y r a n g e ”
”? q ue r y=l e v e l ”
f ”&s t a r t ={ f i v e m i n u t e s a g p . t imestamp ( )} ”
f ”&end={now . t imestamp ()}& s t e p =10s ” ) . j s o n ( )

( data [ ” data ” ] [ ” r e s u l t ” ] [ 0 ] [ ” m e t r i c ” ] ,
data [ ” data ” ] [ ” r e s u l t ” ] [ 0 ] [ ” v a l u e s ” ] [ : 2 ] )

({ ’ name ’ : ’ l e v e l ’ ,
’ i n s t a n c e ’ : ’ l o c a l h o s t : 8 0 8 0 ’ ,
’ job ’ : ’ m y s e r v i c e ’ ,
’ which ’ : ’ o b j e c t 1 ’} ,

[ [ 1 6 0 5 2 3 0 8 3 0 . 5 8 8 , ’ 0 . 1 1 4 0 7 4 0 3 7 6 3 0 7 7 2 7 3 ’ ] ,
[ 1 6 0 5 2 3 0 8 4 0 . 5 8 8 , ’ 0 . 6 2 6 8 4 8 4 0 4 0 3 7 6 0 2 8 ’ ] ] )



Analyze Data

a m p l i t u d e s = {}
f o r r e s u l t i n data [ ” data ” ] [ ” r e s u l t ” ] :

which = r e s u l t [ ” m e t r i c ” ] [ ” which ” ]
v a l u e s = [ f l o a t ( v a l u e )

f o r when , v a l u e i n r e s u l t [ ” v a l u e s ” ] ]
a m p l i t u d e s [ which ] = max( v a l u e s ) − min ( v a l u e s )

max( a m p l i t u d e s . i t e m s ( ) ,
key=o p e r a t o r . i t e m g e t t e r ( 1 ) )

( ’ o b j e c t 4 ’ , 13 .641418227003584)



We Know The Culprit

That dastardly object4!

Now let’s find out what the problem is.
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Boto3

w i t h open ( ” aws params . j s o n ” ) as f p i n :
params = j s o n . l o a d s ( f p i n . r e a d ( ) )

ec2 = boto3 . c l i e n t ( ” ec2 ” , **params )



i n s t a n c e s = ec2 . d e s c r i b e i n s t a n c e s ( )
f o r r e s e r v a t i o n i n i n s t a n c e s [ ” R e s e r v a t i o n s ” ] :

f o r i n s t a n c e i n r e s e r v a t i o n [ ” I n s t a n c e s ” ] :
f o r tag i n i n s t a n c e . g e t ( ” Tags ” , [ ] ) :

i f ( tag [ ”Key” ] == ” k i n d ”
and tag [ ” Value ” ] == ” o b j e c t 4 ” ) :
o b j e c t 4 i n s t a n c e = i n s t a n c e

p r i n t ( o b j e c t 4 i n s t a n c e [ ” I n s t a n c e I d ” ] )

i−6e 0 2 e c 9 b a d f d c c 9 f 5



We Know The Culprit

We Found the instance

i-something-or-other
Time to fix the issue
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Connect to Host

c l i e n t = paramiko . SSHCl ient ( )
c l i e n t . s e t m i s s i n g h o s t k e y p o l i c y (

paramiko . c l i e n t . W a r n i n g P o l i c y )
c l i e n t . c o n n e c t (

o b j e c t 4 i n s t a n c e [ ” P r i v a t e I p A d d r e s s ” ] ,
username=” r o o t ” )

/home/ moshez / . v i r t u a l e n v s / j u p y t e r− i n c i d e n t / l i b / python3 . 8 / s i t e −packages / paramiko / c l i e n t . py : 8 3 5 : UserWarning : Unknown ssh−ed25519 h o s t key f o r 1 7 2 . 1 7 . 0 . 2 : b ’ f8b3488df2a6cb911103b31345113e37 ’
w a r n i n g s . warn (



Confirm the Problem

s t d i n , s t d o u t , s t d e r r = c l i e n t . exec command ( ’ l s ’ )
s t d i n . c l o s e ( )
p r i n t ( s t d o u t . r e a d ( ) . decode ( ” u t f−8” ) )

c o r e



Fix the Problem

s t d i n , s t d o u t , s t d e r r = c l i e n t . exec command (
’ rm ˜/ c o r e ’ )

s t d i n . c l o s e ( )
s t d i n , s t d o u t , s t d e r r = c l i e n t . exec command ( ’ l s ’ )
p r i n t ( ”−−−−−−\n” ,

s t d o u t . r e a d ( ) . decode ( ” u t f−8” ) ,
”\n−−−−−−” )

−−−−−−

−−−−−−



Post-Incident

I Duplicate notebook

I Add notes in Markdown

I Export to HTML

I Attach HTML + Notebook to incident ticket
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Final Thoughts

I Incident resolution is exploratory

I This is not an auditing tool!

I Share knowledge

I Be prepared for retrospective
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