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V O I C E O V E R I P ( V O I P ) , B E T T E R K N O W N
as IP telephony, is aggressively being inte-
grated into the economic and social infra-
structure of our lives. But abuse of VoIP will
lower people’s confidence in this new tech-
nology and ultimately hinder its deploy-
ment. In this article, I expose a new type of
VoIP vulnerability and show how this essen-
tial service can be exploited to launch a
more potent and stealthy distributed de-
nial-of-service (DDoS) attack affecting both
voice and data networks.

IP telephone service providers are moving quickly
from low-scale toll bypass deployments to large-
scale competitive carrier deployments, thus giving
to enterprise networks a choice of supporting a less
expensive, single-network solution rather than
multiple separate networks. Broadband-based resi-
dential customers also switch to IP telephony be-
cause of its convenience and cost-effectiveness. In
contrast to the traditional telephone system (where
the end devices are dumb), the VoIP architecture
pushes intelligence toward the end devices (PCs,
IP phones, etc.), creating an opportunity for many
new services that cannot be envisaged using the
traditional telephone system. This flexibility, cou-
pled with the growing number of subscribers, be-
comes an attractive target to be abused by mali-
cious users.

To break in, attackers may exploit the misconfigu-
ration of devices, the vulnerability of the underly-
ing operating systems, and protocol implementa-
tion flaws. Well-known attacks on data networks
such as worms, viruses, Trojan horses, and denial-
of-service (DoS) attacks can also plague VoIP net-
work devices [1]. Being a time-sensitive service,
VoIP is more susceptible to DoS attacks than other
regular Internet services. An attacker can disrupt
VoIP services by flooding TCP SYN packets, UDP-
based RTP packets, or the SIP-based INVITE,
REGISTER, etc., messages.

However, if we look at past and current events to
identify trends and changes in attacks and targets,
then we find that bot-generated DDoS attacks are
the most imminent threats to VoIP deployments,
as they have been a constant threat to data net-
works.

The success of bot-generated attacks depends upon
two main factors: first, the vastness and diversity of
the army of bots, and, second, the bot’s distribution



over the Internet. Consequently, a bot herder always tries to figure out new
ways (such as through worms, Web links, or email attachments) to recruit
more hosts into this attacking army. However, there is always a risk of get-
ting caught by law-enforcement agencies for breaking into so many comput-
ers. Furthermore, in such digital gang warfare, the rival bot herders may hi-
jack or knock-off these compromised hosts [2], or antivirus scanners may
detect and block bot code. But what if, instead of recruiting and compromis-
ing new hosts, an attacker finds a ready-made new army of legal bots to
launch a more potent and stealthy DDoS attack? This article tries to expose
a design error in VoIP services, particularly SIP and the way the INVITE re-
quest is used without authentication at the recipient’s end of a call. The ex-
ploitation of the benign and useful SIP protocol described here deserves our
interest for the following reasons: (1) it is new and unexploited; (2) it affects
every VoIP telephone, since it is related to the specification rather than the
implementation; (3) ironically, many VoIP security devices can also be vic-
timized; (4) it shows a way that a specification can be maliciously exploited.

Background: SIP-based IP Telephony

Session Initiation Protocol (SIP) [3], a standard signaling protocol for VoIP,
is appropriately called the “SS7 of future telephony” [4]. It is a text-based
application-level protocol to set up, modify, and tear down multimedia ses-
sions with one or more participants. It can also be used to request and deliv-
er presence information as well as instant message sessions. SIP call control
uses Session Description Protocol (SDP) for describing multimedia session
information. SIP messages can be transmitted over UDP or TCP, but general-
ly UDP is preferred over TCP because of its simplicity and lower transmis-
sion delays. However, in some cases, such as the transportation of large SIP
messages or the use of TLS, TCP is the only choice.

S I P A RC H ITE C T U R E COM P O N E NTS

SIP identifies two basic types of components, user agents and SIP servers.
End devices (irrespective of being a softphone or hardphone) are considered
user agents (UAs). Each UA is a combination of two entities, the user agent
client (UAC) and the user agent server (UAS). The UAC initiates requests,
whereas UAS receives requests and sends back responses. Consequently,
during a session the UA switches back and forth between a UAC and a UAS.
RFC 3261 [3] describes four types of SIP servers, which are implementa-
tion-dependent logical entities: Location Server, Redirect Server, Registrar
Sever, and Proxy Server.

S I P M E S S AG E S

SIP development is influenced by two widely used Internet protocols: Hy-
pertext Transfer Protocol (HTTP) and Simple Mail Transfer Protocol
(SMTP). In SIP, network elements exchange messages as a part of the proto-
col to set up a call. These messages are classified in two groups: requests and
responses. SIP requests are also called methods and six of them (INVITE, ACK,
BYE, CANCEL, REGISTER, and OPTIONS) are described in RFC 3261 [3].
Other methods (in separate RFCs) are also proposed as an extension of the
original six methods. Requests are the actions to be taken by UAs or SIP
servers. To reply to a request of a UAC, the UAS or SIP server generates a SIP
response. Each response message is identified by a numeric status code and,
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depending upon the range of the numeric status code, there are six different
types of responses.

S I P O P E R ATI O N

Now we give an example of a typical call setup flow to highlight the usage of
SIP request and response messages between user agents UA-A and UA-B.
Suppose that the UAs belong to two different domains that each has its own
proxy server. UA-A calls UA-B using its SIP phone over the Internet. The
outbound proxy server uses the Domain Name System to locate the inbound
proxy server of the other domain. After obtaining the IP address of the other
proxy server, the outbound proxy server of UA-A sends the INVITE request
to the domain of UA-B. The inbound proxy server consults a location serv-
ice database to find out the current location of UA-B and forwards the IN-
VITE request to UA-B’s SIP phone. Exchanging INVITE/200 OK/ACK messages
completes the three-way handshake to establish a SIP session [3]. A set of
parameters are exchanged via SIP messages (in the message body using
SDP) between the two endpoints before an RTP-based voice channel is es-
tablished. In general, the path of the media packets is independent of that of
the SIP signaling messages. At the end of the call, UA-B (or UA-A) hangs up
by sending a BYE message. Subsequently, UA-A (or UA-B) terminates the
session and sends back a 200 OK response to the BYE message. This example
shows the basic functionality of SIP; the detailed description of SIP opera-
tion is in RFC 3261 [3].

S I P D E P LOYM E NT — P E E R I N G VS. I S L A N D - BA S E D S O LUTI O N S

F I G U R E 1 : I S L A N D - B A S E D S I P V O I P D E P L O Y M E N T S

In today’s IP telephony world, many of the IP telephone service providers
(such as Vonage, AT&T Callvantage, and ViaTalk) operate in a partially
closed environment and are connected to each other through the Public
Switched Telephone Network (PSTN), as shown in Figure 1. For example,
let us assume that user A and user B belong to two different VoIP service
providers A and B, respectively. Although the service providers use IP net-
works to connect with their users, still the calls between users A and B are
expected to traverse the PSTN somewhere in the middle. In island-based
VoIP deployments the IP traffic is translated into the SS7 traffic [5] (for
transportation over the PSTN) and then back into the IP traffic. It is expect-
ed that, as VoIP adoption grows, VoIP service providers will interconnect to
each other through peering points. Consequently, the calls between any two
service providers can be routed through the peering point without travers-
ing the PSTN.
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The Threat Model

In a DDoS attack, a number of compromised hosts are used to launch a
flooding attack against a particular victim. An attacker installs a daemon on
a number of compromised hosts that later on can be requested to start gen-
erating spoofed packets directed toward a particular victim target. The enor-
mous number of packets overwhelms the victim’s resources, rendering the
victim out of service. In the Internet, many network elements such as SIP
proxy servers, Web servers, DNS servers, and routers can be defined as re-
flectors because they always respond to some specific type of requests. The
attackers can abuse these legitimate and uncompromised reflectors to
launch DDoS attacks. The goal of such attacks using reflectors is two-
pronged. First, they are used as stepping-stones, making such attacks more
stealthy so that it is harder to trace back to the actual attacker or real attack-
ing sources. Second, protection becomes difficult, because even if the vic-
timized reflectors are identified, it remains a difficult decision for network
administrators to take them out of service, as many legitimate users will also
be denied service. However, the use of reflectors is not very lucrative, be-
cause a single request generates only one response. Therefore, the number
of compromised hosts required to generate spoofed request messages is still
large. But what if, instead of a single response, there are a number of re-
sponse packets for a single request. Such an effect is known as the amplifica-
tion effect. With the help of reflectors and amplifiers, an attacker can launch a
stealthy and more potent DDoS attack using a single machine without possibly
compromising any other hosts.

E X P LO ITATI O N O F TH E C A L L S E T U P R E Q U E ST ( I N V ITE ) M E S S AG E

Before discussing the exploitation of an INVITE message to achieve both re-
flection and amplification, we describe its message structure and the pur-
pose of various header fields. As shown in Figure 2, the Via header field con-
tains the address where the caller is expecting to receive the response mes-
sages of this request and the From and To header fields contain SIP URIs of
the caller and callee, respectively. The Call-ID is a globally unique identifier
for this call and the Contact field contains direct route information to reach
the caller. The INVITE header fields and message body are separated by a
blank line. The session description (media type, codec, sampling rate, etc.)
are contained in the INVITE message body. The connection information field
(i.e., c=) contains media connection information such as the media’s source
IP address that will send the media packets. Similarly, the media information
field (i.e., m=) contains the media type and the port number.

The exploitation of an INVITE message is based on abusing the connection in-
formation field contained in the INVITE message body. The SIP proxy server
remains at the INVITE header level and routes this message toward the callee
without inspecting the message body. The callee’s SIP UA parses and inter-
prets the INVITE message and records the media IP address and port number
mentioned in the c= and m= fields, respectively. In some cases where the
connection information field contains a nonroutable (private) IP address,
the SIP UA relies on the received parameter of the first Via header field. After
a SIP session is established, the callee sends audio packets toward this media
IP address and port number. By spoofing the connection information field,
an attacker can redirect the media stream toward the spoofed (victim) IP ad-
dress and port number. In the next section, we give some examples of un-
compromised legal bots and the exploitation of the INVITE message.
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F I G U R E 2 : S T R U C T U R E O F A N I N V I T E M E S S A G E

Examples of Legal Bots

C A S E I : I NTE R AC TI V E VO I C E R E S P O N S E ( I V R ) SYSTE M

An interactive voice response (IVR) is a phone technology that allows a
computer to detect voice and touch tones using a normal phone call. The
IVR system can respond with prerecorded or dynamically generated audio
to further direct callers on how to proceed [6]. Both IP and traditional (i.e.,
PSTN) telephone networks are full of IVR systems, in which a user calling
a telephone number is briefly interfaced with an automatic call response
system. The typical usage of IVR includes call centers, bank and credit
card account information systems, air and rail reservation systems, hospi-
tal helplines, and college course registration systems.

F I G U R E 3 : I V R S Y S T E M S A C T I N G A S B O T S

As shown in Figure 3, now imagine an attacker, knowing this vulnerability,
who sends out a few hundred INVITE messages (while keeping the same me-
dia connection address in the message body) to well-known automatic call
response systems and establishes fake call sessions with them. In response,
the IVR systems flood the victimized connection address with UDP-based
RTP packets. In order to establish a call, an exchange of a few call setup SIP
messages (i.e., INVITE/200 OK/ACK) can result in a few hundreds to thou-
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sands of RTP packets. Such an attack scenario uses both reflection and am-
plification to make a DDoS attack more potent.

C A S E I I : U S E R ’ S VO I C E M A I L SYSTE M

Sometimes when a callee is busy or is not available to answer a phone call,
the caller is directed to an answering machine or a voicemail system that
plays a greeting message and stores incoming voice messages. An attacker
may send fake call requests with the same media connection address to hun-
dreds or thousands of individual telephone subscribers distributed over the
Internet. The simultaneous playing of individual greeting messages can
overwhelm the link’s bandwidth connecting to the victim.

C A S E I I I : U S E R ’ S VO I C E COM M U N I C ATI O N — RTP STR E A M

Even if we assume that the callee is not busy and answers a phone call, the
callee’s voice stream (e.g., Hello, hello . . . or some other initial greeting mes-
sage) can be directed to a target machine. As in the previous examples, an
attacker sends fake call requests with the same media connection address to
hundreds or thousands of individual telephone subscribers, and the simulta-
neous response of subscribers can cause a flooding attack on the victim.

C A S E I V: S P IT P R E V E NTI O N — TH E T U R I N G TE ST

In many aspects a voice spam is similar to an email spam. The technical
know-how and execution style of email spam can easily be adapted to
launch voice spam attacks. For example, first a voice spammer harvests a
user’s SIP URIs or telephone numbers from the telephone directories or by
using spam bots crawling over the Internet. In the second step, a compro-
mised host is used as a SIP client that sends out call setup request messages.
Finally, in the third step, the established sessions are played with a prere-
corded WAV file. However, voice spam is much more obnoxious and harm-
ful than email spam. The ringing of a telephone at odd times, answering a
spam call, phishing attacks, and the inability to filter spam messages from
voicemail boxes without listening to each one are time-wasting nuisances.

The Internet Engineering Task Force’s informational draft [7] analyzed the
problem of voice spam in the SIP environment, examining various possible
solutions that have been discussed for solving the email spam problem and
considering their applicability to SIP. One such solution is based on the Tur-
ing test, which can distinguish computers from humans. In the context of IP
telephony, machine-generated automated calls can be blocked by applying
an audio Turing test. For example, a call setup request from an unidentified
caller is sent to an IVR system where a caller may be asked to answer a few
questions or to enter some numbers through the keypad. Successful callers
are allowed to go through the SIP proxy server and may also be added to a
white list.

VoIP security products such as NEC’s VoIP SEAL [8] and Sipera Inc.’s IPCS
[9] have implemented audio Turing tests as an important component in
their anti-spam product to separate machine-generated automated calls
from real individuals. However, an attacker may use these devices as reflec-
tors and amplifiers to launch stealthy and more potent DDoS attacks. For
example, to determine the legitimacy of a single spoofed INVITE message,
these devices send a few hundred RTP-based audio packets (a 10–20 s audio
test) toward the media connection address of an INVITE message. A victim-
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ized connection address can be flooded with audio packets if an attacker
sends one or two spoofed INVITE messages (with the same media connection
address) to several such devices distributed over the Internet.

A Real-World Attack Scenario

To demonstrate a possible DDoS attack, we simulated a real-world attack
scenario using IP phones from three different VoIP service providers, name-
ly Vonage, AT&T Callvantage, and ViaTalk. As shown in Figure 4, over the
Internet an attacker captures SIP signaling messages exchanged between
callers and callees of various VoIP service providers that can later be re-
played to launch many different types of DoS attacks toward the subscribers
and the SIP proxy server. Most of these attacks are against an individual sub-
scriber, but the INVITE flooding attack can also be launched against a SIP
proxy server. However, the media source address spoofing attack discussed
in this article is not confined to VoIP systems; rather, it can victimize any
voice or data network element.

F I G U R E 4 : R E A L - W O R L D A T T A C K S C E N A R I O

As shown in Figure 4, the AT&T user talks to both Vonage and ViaTalk cus-
tomers. The SIP signaling messages exchanged between callers and callees
are captured at two locations: location A lies between callers and their out-
bound proxies; similarly, location B lies between callees and their inbound
proxies. At location A, we observed that in order to prevent replay attacks,
each of the service providers challenges INVITE messages by sending 401
Unauthorized (in the case of AT&T) or 407 Proxy Authentication required
messages that include an MD5 hash of the user’s credential and a “nonce”
value. This can only be defeated if we have the capability of modifying some
header fields (which are not used in MD5 hash computation) and recon-
structing the message in real time or by exploiting the implementation of
some SIP proxy servers that may accept stale nonce values [10]. However, at
location B, there are no such challenge/response messages, leaving the sub-
scribers exposed and vulnerable to abuse. In the sample case study, we ex-
ploit the vulnerable and mostly overlooked location B. The captured incom-
ing INVITE messages are reconstructed with a spoofed media address and
port number. At a later time, INVITE and ACK signaling messages are
replayed while maintaining the same relative order and time. The callee’s
voice stream (or the playing of the callee’s answering machine) is successful-
ly redirected toward the target host.
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CO U L D TH I S AT TAC K B E P R E V E NTE D ?

We now discuss some of the questions that may arise regarding circumven-
tion of the INVITE exploitation attack described in this article. One could ar-
gue that the attack can be prevented if the SIP user agent server (UAS) cor-
relates first Via and Contact header fields with the connection address (c=)
field of the message body. However, we observe that many services, such as
SIP’s firewall/NAT traversal and anonymity service, rely on a media proxy,
thus forbidding the establishment of a correlation between signaling and
media destinations.

Conclusion

With the growing acceptance of VoIP and the interconnection between SS7
and IP networks, there is a need to secure both network infrastructures and
the protocols used between them. There are many efforts for SIP’s imple-
mentation vulnerability assessment through syntax testing and test-suite
creation. Still, we need to make a thorough revision of the protocol design as
well as its intended use. We hope this article will work as a stimulant and
bring a concerted effort to prevent any design or implementation flaw that
may hinder VoIP deployments or the lowering of IP telephone subscribers’
confidence.
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