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;login: Enters a New Phase

of Its Evolution

Cat Allman, Rik Farrow, Casey Henderson
Arvind Krishnamurthy, and Laura Nolan
For over 20 years, ;login: has been a print
magazine with a digital version; in the two
decades previous, it was USENIX’s news-
letter, UNIX News. Since its inception 45
years ago, it has served as a medium through
which the USENIX community learns about
useful tools, research, and events from one
another. Beginning in 2021, ;login: will
no longer be the formally published print
magazine as we've known it most recently,
but rather reimagined as a digital publica-
tion with increased opportunities for inter-
activity among authors and readers.

Since USENIX became an open access pub-
lisher of papers in 2008, ;login: has remained
our only content behind a membership
paywall. In keeping with our commitment
to open access, all ;login: content will be
open to everyone when we make this change.
However, only USENIX members at the
sustainer level or higher, as well as student
members, will have exclusive access to the
interactivity options. Rik Farrow, the cur-
rent editor of the magazine, will continue
to provide leadership for the overall content
offered in ;login:, which will be released via
our website on a regular basis throughout
the year.

Aswe plan to launch this new format, we are
forming an editorial committee of volunteers
from throughout the USENIX community to
curate content. This new model will increase
opportunities for the community to contrib-
ute to;login: and engage with its content. In
addition to written articles, we are open to
other ideas of what you might want to
experience. We welcome your comments
and suggestions: login-comm@usenix.org.

;login:

Interview with Clem
Cole
Rik Farrow

Clem Cole is an old school hacker

and "Open Sourcerer” with more
than 45 years of free and open source system
development experience. Clem has held practically
every position in the computer field from operator,
programmer, and designer to VP of Engineering,
CTO, and startup founder. He first encountered
the early editions of UNIX in the 1970s while at
Carnegie Mellon University, later doing his graduate
work at the University of California, Berkeley. He
has been designing and developing operating
systems and technical computing systems ever
since, currently leading an international team of
engineers. He helped to write one of the original
TCP/IP implementations in the late 1970s, and is
known as one the authors of the precursor to IM,
the UNIX talk program, as well as other more
humorous and notorious hacks. He is honored to
be a past President of the USENIX Association and
the 2016 winner of the Linus Pauling Prize for
Science. clem@ccc.com

Ifirst met Clem Cole at a USENIX confer-
ence, probably in the 90s, but I had encoun-
tered him via a paper he helped with in 1985.
Ted Kowalskihad written fsck, bringing
together ideas from three previously exist-
ing UNIX programs, ncheck, icheck, and
dcheck, and experience using earlier IBM
programs, Scavenger and Vulture [1], for
recovering after disk crashes.

Thad also heard that Clem had along history
with USENIX, and decided to interview him
for this, the final print issue. I had learned
by reading early issues of UNIX Notes and
slogin: that USENIX conferences were how
UNIX users exchanged information in the
early days, and it occurred to me that Clem
was a participant I could ask about this.

Rik Farrow: When did you begin working
with UNIX?Iencountered UNIX inthe
early 80s, while working for companies in
the Bay Area.
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Clem Cole: By the 80s UNIX was even cooler than when I first
encountered it. I started using UNIX with Fifth Edition version
in 1976 while at Carnegie Mellon (CMU).

Truthis, my first experience with UNIX and C in particular, com-
ing from the IBM 360 and DEC PDP-10, found me skeptical. But I
had been schooled in the CMU gospel of using systems program
languages (BLISS in this case) so I had already started to transi-
tion from 360 assembler.

What made UNIX/C really cool was that as much as Iliked the
stuff we had on the PDP-10s (like the XGP—the predecessor to the
laser printer) BLISS on the PDP-11 required cross compiling. C was
self-contained. The documentation for C was almost non-existent,
with the exception of Dennis Ritchie’s paper in V5 and V6 in the
¢ directoryin /usr/doc. The code from the compiler was not great
compared to BLISS, but it was “good enough.”

And we had our own PDP-11 in the CMU Electrical Engineering
Digital Lab and we did not have to share it with many other folks.

Ted had a xeroxographic copy of the Lions book [2] and I made my
own copy. Then Ted came back with proofs for Kernighan and
Ritchie [3] in a binder and I read those two documents that spring
and things about UNIX started to click. Pretty soon I started to see
that I could get most anything I had been able to do on the PDP-10s
and the 360 on the PDP-11 and I only shared it with a few other
people. That was way cool.

And then one day we had a disk crash on a machine in CMU’s
BioMed Department. I got a call from the guys that ran it, and they
wanted to try to use the EE system to try to fix the disk. Ted and I
both had used a disk reconstruction program on the IBM and Ted
had been an IBM M TS hacker at the University of Michigan before
he came to CMU. I remember spending a number of hours with
ncheck/icheck/dcheck and grumbling to Ted as we were working
with their disk.

It turns that out Ted had started a new program but it was not
complete. Now he had a mission. By the way, the original name of
the fsck program used a different second letter.

The other thing I saw around then was a copy of some of the origi-
nal issues of UNIX News that Columbia University was printing
up. I don’t remember who had them, but I think it was someone
else with a connection to Harvard or maybe Columbia. I got on the
mailing list somehow and started eating it up.

Asanundergrad I could not travel, but when I first started to work
for Tektronixin 1979, I went to my first USENIX conference
(Iwantto say Toronto, butI could be wrong). An early winter one
was Boulder where USENIX had rented a movie theater, the same
theater that was featuring the new movie, Black Hole. What I do re-
member the most of that conference is that’s where Tom Truscott
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So back to your question. The circulation was 37.

Inthose days DEC did not

support UNIX, so we had a “we all are in this together” attitude.
Everything was “open source” because we all had licenses. I think
the thing that is lost today is that it was the cost of the hardware
that was the limit to being part of the “UNIX club,” not the cost of
the UNIX software sources.

RF:That’s interesting, since AT&T raising the license fee for the
source for System V Release 4 (SVR4) was the main reason for
the UNIX wars [4] that began in the late 80s.

CC: Actually, that’s not quite true. The UNIX wars had started long
before then. The 1988 SVR4 release and the raising of the license
redistribution fee in particular was the source of the “fair and
stable license terms” of Open Software Foundation (OSF) verses
UNIX International (UI). You have to understand that each time
AT&T had released a commercial redistribution license (starting
with V7) the fees had gone up. The vendors had been having a knock-
down, drag-out war for 5-10 years by 1988. Ul vs. OSF was just the
final battle.

The problem for the vendors was they treated UNIX like they owned
their OSs and made them private with lots of local hacks to create
vendor lock-in for their customers. The UNIX wars were really based
on who got to decide what the definition of UNIX was going to be.

AT&T thought they got to say it because they owned the intel-
lectual property. But the Berkeley Software Distribution (BSD)
version had the greatest mind share as it included TCP/IP sup-
port. DEC, Apollo, HP, Masscomp, Sun, IBM and others had their
customers running some version of UNIX on their hardware. And
independent software vendors were annoyed because life had not
gotten better—hence the 1985 /usr/group UNIX Standard that
would later beget the IEEE POSIX work.

RF:How large were those early USENIX conferences? Dozens of
people, hundreds of people? I've heard that by the late 80s there
could be thousands of people attending.
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CC:When they were at Harvard, Columbia, etc.—that is, the time of
UNIX News—a conference fit into a classroom. By the time of Boul-
der it was probably about 100-150—about half a movie theatre full.

By the late 80s (when the final phase of the UNIX wars started)
the San Francisco conference and I think the 10th USENIX

conference in Portland were over a thousand. I think the peak
was probably two or three thousand.

After Portland (summer 1985), USENIX started to fork into smaller
dedicated conferences targeting subtopics and trying to keep it to
be about 150-200 per conference.

RF:Sowhatwas itlike at Boulder? Most of us know what modern
USENIX conferences are like, with most having a focus on paper
delivery, and some on talks.

CC: Remember there were no papers or proceedings in those days.

Just talks. No PowerPoint either. Just overhead slides. And people

came with prepared talks and signed up to give them. Nothing was
preplanned.

It was also the first time I met Bill Joy. He had already started

to build a cult around him. He talked about UCB Pascal and was
very interesting. I also met Dennis Ritchie and Steve Bourne for
the first time and was awed at how down to earth they were. They
asked me questions and wanted my opinion. That was so cool. It
was really a collegial setting. We were all sharing our experiences.

Tthink that’s also where I met Bruce Borden for the first time. He
had written the first parts of mh and he gave a talk about it. I wanted
to try itimmediately after I got back. As I said, Truscott talked about
his fake autodialer and I remember being so impressed with it.

Boulder was sort of the start of Usenet. Truscott described the
three schools connected using UUCP in North Carolina in his talk.
Brian E Redman—the “ber” of “Honey-Dan-Ber” UUCP—said he
would like to be able to call him from the systems in BTL in Whip-
pany, NJ, named after the Marx brothers. Dennis Ritchie offered
up the Bell Labs research system in Murray Hill.

At Tektronix, we were working with the University of California,
Berkeley (UCB) on things like Spice, so I had talked my boss into
letting me buy an autodialer to call ucbvax. So when I got back
we joined up, and UCB was talking to research. Within a year
Armando Stettner added decvax and 1hnp4 was added during the
same time frame.

The factis Bell Telephone Labs (BTL) had alarge internal UUCP-
based network before Usenet (which was smaller), but once research
and ihnp4 joined that changed the dynamic. Also, BT L, was not on
the ARPANET which a couple of the Usenet sites sort of were.
Funny thing, forwarding from the ARPANET was discouraged
originally. But at some point, the DARPA folks realized “Metcalf’s
Law” [5], that joining two networks make each alot more valuable.

WWWw.usenix.org

RF:Gaining membership in the early Internet/ARPANET was
extremely weird from my perspective.

CC: When the ARPANet and the early Internet were set up, the
US government paid for everything. To join, you had to be a DoD
contractor and had to be sponsored. I read thatin 1975 dollars, the
cost per host was $250K a year and that also explains why some of
the choices were made. A site on the network, like MIT and CMU,
were not going to put their connection at risk.

Part of the problem was that many universities wanted to be part
ofthe ARPANET but could not be as they were not doing ARPA
work. Sometime early in the Reagan administration, the US
government wanted to get out of funding the networking experi-
ment they had started. Originally, CS-NET was set up by the NSF
and contracted to BBN, so any research group could get a connec-
tion, but you had to pay for it and your leased telco connections.
Infact, to help keep costs down, CS-NET set up a UUCP-like
system, called “Phone-Net.”

Within aayear or so, CS-NET was allowed to connect commercial
sites too. That’s how Masscomp got its connection to BBN and
became part of the emerging Internet for $50K a year. Rick Adams
had forked out UUNET and they too joined CS-NET and became
the “offical” (recognized) UUCP/ARPANET bridge.

Finally, we started to get regional networks competing with CS-
NET because the telco costs could be kept in check better and the
era of the ISP appeared. The other change was that telco costs had
to drop. That $50K/year Masscomp connection was a 56Kbit/
second leased line from Westford, Massachusetts to Cambridge—
adistance of about 30 miles. A T1 (1.44Mbit/sec) connection was
closer to $50K/month.

So for along time, the bulk of the email and netnews traffic was
UUCP over dial-up.

The good news is that the telcos did start to figure out how to build
cheaper digital circuits. And, once “cheap enough” connections
arose, the need for UUCP and dial-up started to fade.

RF:Iremember using ihnp4 as a mail forwarder, but not many
people today are going to recognize that hop. Was ihnp4 in the
Chicago area?

CC:Indian Hill New Products System 4, or ihnp4 was in subur-
ban Chicago. The three big national sites for Usenet were decvax,
ihnp4 and ucbvax. There was a study done by someone at BT L
that concluded that for every call ihnp4 underwrote, it generated
between 10 and 20 downstream calls and that was good for AT&T
so they continued to underwrite it. At its peak, decvax had a halfto
three-quarters of a million dollar phone bill. That was the trigger
for USENIX to start to look for an alternative. Rick Adams, work-
ing for the USGS and running the site named seismo, proposed the
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UUNET site, which USENIX helped fund [6]. UUNET become a
commercial entity the following year.

RF:UUCP mail forwarding over IP is a big topic. I interviewed
Mary Ann Horton [7], who had worked for BT L as well as doing a
lot with Usenet. She explained things like the maps people were
distributing at USENIX conferences and a separate tool to help
people forward UUCP mail. Peter Salus’ article [6] also explains
her role in the maps project, and more details about the founding
of UUNET.

CC: The printed maps were given away at conferences, but the tool
was used to try to shorten paths for email and net news traffic.
Remember, until IP where you have flat address space, UUCP was
purely store and forward and at the complete message level. IP is
store and forward at the packet level and the other difference is
that the “store” time was in minutes to hours for UUCP, as opposed
to microseconds for IP.

RF:Whatrole did you experience USENIX meetings playing in
getting an effective email network started?

CC: Well, it really was a confluence of time and events. Because
of USENIX we were meeting. Most people could not be part of the
ARPANET for reasons I've already covered. Because Version 7
UNIXincluded UUCP, everyone now had a way to send intersite
email if you had at least a Version 7 UNIX box, a modem and a
friend with an auto-dialer. Remember that self-dialing modems
didn’t exist yet and to dial out to another site required a DN11 and
a Bell model 801 ACU—automatic calling unit—Truscott’s trick
not withstanding.
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The USENIX meetings had been around for 8-10 years before
Usenet comes into play. But it was already clear before what we
now call the Internet replaced ARPANET, that people wanted/
needed email—that Usenet was organically born.

Again, it was need and timing more than anything else that helped
get UUNET started, plus the wild growth of the Internet we saw in
the 90s.

RF:How did your involvement with USENIX change over the years?

CC:USENIX has a special place in my heart. Without a doubt it
helped my career. When I first started coming I was in the audi-
ence soaking thingsin, then I transitioned to someone writing
and presenting papers. Next I was asked to be on program com-
mittees and eventually chair a few conferences. I was nominated
and elected to the Board and eventually became president. I still
participate as I can and I would consider working on the Board
again as well as other projects that folks consider.

Interview with Kirk McKusick
Rik Farrow

Dr. Marshall Kirk McKusick writes books and articles,
teaches classes on UNIX- and BSD-related subjects, and
provides expert-witness testimony on software patent, trade
secret, and copyright issues particularly those related to operating systems
and filesystems. He has been a developer and commiter to the FreeBSD
Project since its founding in 1993. While at the University of California,
Berkeley, he implemented the 4.2BSD fast filesystem and was the Research
Computer Scientist at the Berkeley Computer Systems Research Group
(CSRG) overseeing the development and release of 4.3BSD and 4.4BSD.
He earned his undergraduate degree in electrical engineering from Cornell
University and did his graduate work at the University of California, Berkeley,
where he received master’s degrees in computer science and business
administration and a doctoral degree in computer science. He has twice
been president of the board of the USENIX Association, is currently a board
member and treasurer of the FreeBSD Foundation, a senior member of the
IEEE, and a member of the USENIX Association, ACM, and AAAS.

In his spare time, he enjoys swimming, scuba diving, and wine collecting.
The wine is stored in a specially constructed wine cellar (accessible from
the Web at http://www.mckusick.com/~mckusick/) in the basement of
the house that he shares with Eric Allman, his partner of 40-and-some-odd
years and husband since 2013. mckusick@mckusick.com

Ifirst met Kirk McKusick at a USENIX conference in the 1990s.
By that point I was working with Dan Klein and others on the tuto-
rial committee and listened to portions of all tutorials given during
LISA conferences, so I might have met Kirk that way. Later, Kirk
and I would sometimes meet during FAST workshops.

Www.usenix.org
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Once when we were sitting together during paper presentations,
someone presented a method of speeding up fsck on Linux ext
filesystems by caching the results of intermediate phases. Feeling
abit mischievious, I mentioned to Kirk that this sounded like an
improvement that belonged in the Fast File System (FFS), some-
thing Kirk had written, taught, and still supported in BSD. Kirk
replied that this should be easy, as policy and implementation were
kept separate in BSD, unlike in Linux. By the next morning, he had
created a new version of fsck.

Rik Farrow: When did you first encounter UNIX?

Kirk McKusick: T encountered UNIX for the first time while at the
University of Delaware in 1976. Later that year, I was a graduate
student at the University of California, Berkeley (UCB), and
started the month after Ken Thompson ended his sabbatical, in
August of 1976. Thompson had helped install UNIX Version 6 on
a PDP 11 there, working with Chuck Haley and Bill Joy, two other
UCB graduate students. They also worked on a version of Pas-
cal Thompson had written, and demand for that lead to the first
Berkeley Software Distributionin 1977 [1].

RF:When and why was the Computer Science Research Group
(CSRG) started?

KM: Professor Bob Fabry, with help from Bill Joy, had been work-
ing on getting aresearch grant from DARPA and needed a project
name, so he decided to call the project the Computer Systems
Research Group (CSRG). That was in June of 1980.

RF:You are best known as the author of the Fast File System, today
known as the UNIX File System [2]. How did that come about?

KM: The filesystem developed for the early UNIX versions had ter-
rible performance, getting throughput of only 2% of the bandwidth
of current disks. Doubling of block size, to 1024 bytes, managed to
raise the throughput to 4%, so this area seemed like fertile ground
for research. I was working for the university, but part time, as full
time work would have required the university to provide benefits
as well—still an issue today. My advisor’s research grant had ended
during the summer, and I asked Bill Joy, who I used to share an of-
fice with, if he could give me a project to work on.

References
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Joy had started work on a filesystem prototype, but had only writ-
ten the superblock and cylinder group structures so far. He handed
the project offto me, and I finished the rest as a userspace file system.

Joy convinced me to drop the prototype into the kernel, and that
took me months, as there are concurrency and race conditions as
well as other things, like cache invalidation, to handle. Then Joy
convinced me to store my own home directory on the new file-
system, to show that I believed in my work. I realized that there
was no way to do backups, so I wrote dump to backup and restore
to recover from backups.

Talso gottired of running icheck, dcheck, and ncheck, the first
three passes you'd see with fsck, so I got fsck running. All this
was a sidetrack on my way to getting my PhD.

Later on, Joy funded my trip to a Boston USENIX conference with
DARPA money. I created a couple of hand-written slides, and Joy
took them to get typed up. There were about 1200 attendees when I
went to speak, but the slides Joy had provided were nothing like the
ones I had written. When I told people that, they laughed, and the
presentation went well.

The FFS could get around 40% of the bandwidth of disks, 10X the
performance of the older filesystem. I learned from this experience
that you should pick problems where there is a lot of fertile ground.

;login: and Open Access
Laura Nolan

Asa USENIX volunteer for the past several years,
one of the things I value most about USENIX is the
association’s unequivocal support for open access—
the distribution of research online free of cost or other access
barriers. Paywalled content restricts the spread of ideas and
knowledge, and it reduces the impact of the work that researchers
and writers do.

USENIX’s support for open access has been along-held stance. In
our announcement of our move to open access in March 2008 we
said that “we hope to set the standard for open access to informa-
tion, an essential part of our mission.” We do set that standard by
making open access as straightforward as it can be: all USENTIX
authors and speakers retain copyright of their work, and all pro-
ceedings and recordings are freely published online—no money,
or even aregistration process, is needed to view any USENIX
open access content.

USENIX became open access for all conference proceedingsin
2008, followed by recordings of talks in 2010. Since 2010, ;login:
has been the sole exception to our open access philosophy, with
access to each edition of the digital version of the magazine re-
stricted to USENIX members for the first year after publication.
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slogin: is changing after this issue. From the start of 2021 it will
no longer be a print magazine. But;login: will still be here, justin
a different form—and this transition also brings the opportunity
to resolve this final anomaly in USENIX’s commitment to open
access. Allnew ;login: content will be available to all immediately
after publication.

;login: is an old friend now and part of me is sad to see this chapter
of its history end. However, as a regular contributor to ;login:, I
welcome the opportunity to share the content I create more widely.
I believe that;login: is a very special part of USENIX—it spans the
divide between research and industry, and it truly is a reflection of
the best of'all that we are. Making ;login: freely accessible to all
will make it even more meaningful.

Our Favorite ;login: Articles, 2005-2019

Rik Farrow, Laura Nolan, and Arvind Krishnamurthy

When we learned that print ;login: was to end with this, the
Winter 2020 issue, several of us decided that we would pick out
some of our favorite articles published during the previous 15
years. To help divide the work of skimming through the 90 issues
published during the period, we each focused on a four- or six-year
set of issues.

Of course, you probably have your own favorites. One problem
with printed magazines is that feedback is rare, other than the
occasional email or comment made to the editor during a confer-
ence. Some of Rik’s favorites are based on data collected from Web
server log files. The new, digital format will provide more opportu-
nities for engagement, with the ability to add comments to articles.
We hope you enjoy this walk through ;login:’s rich recent past and
look forward to introducing you to new articles that continue this
tradition in its new medium.

Rik Farrow: 2005-2010
Although I had the ability to use the log analyses I had
collected during these years, I've included articles

¥ that were not just popular over time, but also some

I - that I particularly liked. In a way, this was a difficult
task for me, because most articles were published because I liked
the topic and felt that the authors involved could write well. Also,
at least one article in each issue was designated as open, mean-
ing that those articles, typically the first article after “Musings,”
had an advantage over other articles that wouldn’t be available for
download by non-members for another year. For these reasons, I
didn’t adhere to the rankings found in the log analysis obsessively,
and included other articles.
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2005

Istarted working as editor this year,
and I will confess that as I worked
through this six-year period, the ar-
ticles did get better over time. Editing
;login: really was alearning experience
for me.

IThad been surprised at some of the
things that appeared high in the log
analysis when I first started. ;login:
included a column on C# by Glen McCluskey, and his most popular
column was about serialization in C# [1]. Another column, this one
by Adam Turoff, explained date and time formatting in Perl [2].
Ceph was introduced this year as well, with an article by the
authors [3].

2006

Steve Johnson, past USENIX Board President, and author of yacc,
lint, and the Portable C compiler while at Bell Labs, wrote one of
my favorites, an article about how hardware affects performance.
Steve demonstrated how the stride affects performance when
processing large arrays of 64 bit values [4].

Rob Thomas and Jerry Martin of Team Cymru wrote about their
very practical research into the underground economy. They
joined dozens of underground sites, learning about just how much a
stolen credit card or bank account is worth on the black market [5].

2007

Simson Garfinkel needed to analyze vast quantities of data col-
lected from hard drives, and working with Amazon saved him
thousands of dollars in hardware costs. Simson explained how
he used S3 and EC2, sharing his experiences with what were new
services at the time [6]. There were also two articles about Xen, the
hypervisor technology used at Amazon, in this issue.

Sam Stover, Dave Dittrich, John Hernandez, and Sven Dietrich
installed malware on Windows systems so they could analyze the
Storm and Nugache trojans. What made these trojans different
was that they used P2P communication instead of IRC for com-
mand and control [7].

2008

Edward Walker wondered if Amazon’s cloud could take the place
of large clusters for scientific computing, and discovered that
there are definitely differences between a cluster you control and
configure and the cloud [8]. There was also an article about Solaris
virtualization options in this issue.

David N. Blank-Edelman wrote one of his most popular Perl col-
umns, where he used the open source Timeline tool and some Perl
modules to convert crontab files into Gantt charts [9].
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2009
Alva L. Couch wrote “Is It Easy Being Green?”, an article about the
two different types of green, ecology and money [10].

As anice example of the variety of work found in ;login:, Rudi Van
Drunen had a popular article about hardware. Rudi wrote about
digital and analog signals, how they work and how analog gets
converted into digital signals: [11].

2010

Konstantin Shvachko, one of the authors of HDF'S, penned an arti-
cle about the limitations of HDF'S, due to its design: [12]. The same
issue had another Ceph article, pointing out Ceph’s scalability.

Andrew Tanenbaum, Raja Appuswamy, Herbert Bos, Lorenzo
Cavallaro, Cristiano Giuffrida, Tomas Hruby, Jorrit Herder, Erik
van der Kouwe, and David van Moolenbroek published an update
on Minix3 [13]. There had been two other Minix3 articles published
in;login: during the decade. This article focused on the ability to
restart portions of the kernel, a topic of the first paper at OSDI ’20.

Laura Nolan: 2011-2015

The time period that I reviewed for this piece is also
when I first started to attend USENIX events and
toread;login: Rereading the editions from these

years made me incredibly nostalgic (and not only for
in-person conferences!). It was very difficult to choose only one
article for each year, to the extent that I gave up and quite frankly,
just cheated.

2011

slogin: has avery strong track record on
security. The article I've chosen to rep-
resent 2011 is Sergey Bratus, Michael E.
Locasto, Meredith L. Patterson, Len
Sassaman, and Anna Shubina on
“Exploit Programming: From Buffer
Overflows to “Weird Machines’ and
Theory of Computation” [14]. This
article was dedicated to the memory

of one of the authors, Len Sassaman, who had passed away earlier
that year. It’s a very thoughtful piece that characterises well-
known security exploits (such as printf-family string format
vulnerabilities) as a form of “weird instruction,” and casts security
as a problem of computability: what execution paths can our
programs be trusted not to take, under any circumstances?

2012

My favourite article from 2012 is an example of cascading failure
writ small: “Understanding TCP Incast and Its Implications for
Big Data Workloads” by Yanpei Chan, Rean Griffith, David Zats,
Anthony D. Joseph, and Randy H. Katz [15], which provides a
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systems model that explains pathological network throughput
problems seen in early big-data systems. It’s also a research and
industry collaboration, which is apt for an association that spans
industry and academia.

2013

;login: has had avariety of wonderful regular columnists, but none
can top James Mickens for sheer entertainment value. His 2013
column “The Saddest Moment” [16] combines savage satire of
papers and presentations about Byzantine fault tolerance with
effortless education on the topic.

2014

2014 was atough year to pick one favourite, because this year
included both Brendan Gregg’s debugging mystery “The Case of
the Clumsy Kernel” [17], as well as “Analysis of HDFS under
HBase: A Facebook Messages Case Study” by T'yler Harter, Dhruba
Borthakur, Siying Dong, Amitanand Aiyer, Liyin Tang, Andrea C.
Arpaci-Dusseau, and Remzi H. Arpaci-Dusseau [18], which
demonstrates how “mechanical sympathy” between workloads
and the infrastructure they run onis critical at scale, but can easily
getlost with layered abstractions.

However, for sheer controversy, the article of the year has to be
Todd Underwood’s “The Death of System Administration” [19],
based on his LISA keynote in 2013. Underwood proposes a future
where operations engineers with software sensibilities (or vice-
versa) working with better platforms will supersede manual
systems administration work. We may not be sitting on the couch
sipping bourbon and eating bon-bons quite yet, but I think Under-
wood is fundamentally correct about the direction we're traveling in.

2015

My 2015 pick (albeit with an off-by-one error) is a brace of articles
about bugs. Ding Yuan, Yu Luo, Xin Zhuang, Guilherme Renna
Rodrigues, Xu Zhao, Yongle Zhang, Pranay U. Jain, and Michael
Stumm’s article “Simple Testing Can Prevent Most Critical
Failures: An Analysis of Production Failures in Distributed Data-
Intensive Systems” [20] highlights how basic attention to error-
handling code can increase the reliability of production systems.

“What Bugs Live in the Cloud?: A Study of Issues in Scalable
Distributed Systems” by Haryadi S. Gunawi, Thanh Do, Agung
Laksono, Mingzhe Hao, Tanakorn Leesatapornwongsa, Jeffrey F.
Lukman, and Riza O. Suminto [21] analyses three types of trouble-
some bugs found in distributed systems such as Hadoop, HDF'S,
HBase, Cassandra, ZooKeeper, and Flume. The analysis of the
varieties of “SPoF bugs” that can crash entire systems that are
intended to be redundant should be required reading for all soft-
ware engineers and SREs.
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Arvind Krishnamurthy: 2016-2019
Ifocused on articles published over the last few years
and what struck me was the rich diversity of the
articles. ;login: has routinely included articles from

both academia and industry, often provided tutorials
onrecent developments in software engineering, and discussed
emerging trends in the computing industry.

2016

My favorite article from 2016 is “Pivot Tracing: Dynamic Causal
Monitoring for Distributed Systems” by Jonathan Mace, Ryan
Roelke, and Rodrigo Fonseca [22]. Debugging distributed systems
using logs is a difficult task, as what is recorded on logs is defined a
prioriand sinceitis hardto correlate log entries across a distrib-
uted system. Pivot tracing provides a novel approach that com-
bines dynamic instrumentation with causal tracing and is thus
suitable for production systems.

2017

My 2017 pick is an article describing an industry system that isin
widespread use. Daniel Firestone describes a cloud-scale program-
mable virtual switch in “VFP: A Virtual Switch Platform for Host
SDN in the Public Cloud” [23]. The article describes how Microsoft
Azure enforces SDN policies across its large datacenters using the
virtual switch. In addition to laying out the motivation for building
the system, the article describes the design constraints that are
unique to a public cloud.
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. I 2018

£ I 0 g in o For 2018, I picked a practitioner’s guide
A 1 W' toworking with XDP, a new program-

‘ ‘ mable layer in the kernel network stack.
In the article, “XDP-Programmable
Data Pathin the Linux Kernel” [24],
Diptanu Gon Choudhury provides back-

ground information on Berkeley Packet
Filter, a core kernel technology intro-
duced almost two decades ago, and how
it has been recently extended to provide a power programmable
layer inside the kernel that is intended to close the performance
gap with respect to kernel-bypass solutions.

2019
My favorite article from 2019 is “Noria: A New Take on Fast Web

Application Backends” by Jon Gjengset, Malte Schwarzkopf,
Jonathan Behrens, Lara Timbo Araujo, Martin Ek, Eddie Kohler,

M. Frans Kaashoek, and Robert Morris [25]. This article describes
asystem that addresses performance problems faced by many
web application backends. It outlines a system design that doesn’t
neatly fit into traditional categories, such as databases or stream-
ing engines, but rather creates a bridge across these technologies.
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