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Phishing is Growing as Malware Declines

Weekly Malicious Website Detections 1]
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[1] Google Safe Browsing Transparency Report: https://transparencyreport.google.com/safe-browsing/overview
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Key Observation

* Phishing kits “often” embed first-party
JavaScript tracking code or images
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Building an Analysis Framework

. ORGANIZATION TARGETED
BY PHISHERS
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. ORGANIZATION TARGETED
BY PHISHERS
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“Golden Hour” Data Set

L R
* Source: Iarge organization (top 10 most-phished) Oct 2018
through

Sep 2019

* Visibility: 39.1% of known phishing domains

Trackable by Golden Hour Estimated Total

Potential Victims Known User
Phishing Site Page Loads 15.6M 4.8M 39.9M
Suspected Successful Phish 482K 148K 1.2M

7.6% phishing success rate
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Number of Visits

Hours Relative to Detection

End-to-end Timeline of Phishing

| Fraudulent transaction i

1 51A9days ______ Fi>
__________________ ,
' Credentials found in dump ;
i 6.92 days F .
nQ?)‘-Vo- t;f-\.fl-cal;l-\.rl-s:ts: :
|l | poecececoeeoeeo-----
............ O I'Last victim visit (avg.),
'_1?_21"__________.'
4 6 8 10 12 14 16 18 20 22 24
J

Proactive detection

Secure affected user accounts

Reactive mitigation improvements
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Estimating Browser-based Detection

Ratio: Traffic from browsers w/anti-phishing features vs. other browsers

Oe€ece 060

100%

80%

60%

40%

20%

0%

Rel. Attack Effectiveness

0O 2 4 6 8 10 12 14 16 18 20 22 24
Hours After Detection

PhishTime: Continuous Longitudinal Measurement of the Effectiveness of Anti-phishing Blacklists
Adam Oest, Yeganeh Safaei, Penghui Zhang, Brad Wardman, Kevin Tyers, Yan Shoshitaishvili, Adam Doupé, Gail-Joon Ahn. 2020 USENIX Security Symposium.
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Phishing URLs vs Victim Traffic
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Long-running Campaigns

First Seen Last Seen Campa.lgn K1.1(?wn Average  Distinct URL Text Domain

Rank Date Date Duration Visitor Events URLs Classification Type
(Days) Events Per Day Reporte

1 01/06/2019  09/22/2019 | 259 145,306 560 41 Deceptive Path Only
2 08/30/2019 09/26/2019 | 27 115,616 4,329 41
3 07/20/2019 09/14/2019 | 56 102,601 1,847 40 Non-deceptive
4 01/11/2019  01/15/2019 |4 82,636 20,487 6 Deceptive Path Only = Regular Registration
5 06/14/2019 06/20/2019 |6 71,478 11,681 56 Non-deceptive
6 04/21/2019  05/27/2019 |36 71,037 1,992 39 Deceptive Path Only  Regular Registration
7 08/11/2019 08/17/2019 |5 59,911 11,296 40 Free Domain
8 03/14/2019 04/22/2019 |39 55,147 1,427 81 Regular Registration
9 08/30/2019 09/26/2019 |27 50,402 1,877 28
10 01/07/2019 01/07/2019 |1 49,627 49,627 8
11 12/22/2018 12/26/2018 |4 44502 10,806 45 Non-deceptive
12 06/23/2019 06/28/2019 |6 42,574 7,708 22
13 09/24/2019 09/25/2019 |2 42,406 21,203 29 Regular Registration
14 12/12/2018 01/02/2019 |21 38,484 1,814 16 Deceptive Path Only
15 10/06/2018  02/22/2019 | 140 32,591 233 39 Deceptive Path Only
16 12/11/2018 12/29/2018 |18 30,983 1,768 63 Regular Registration
17 10/31/2018  03/24/2019 | 145 30,853 213 90 Deceptive Path Only = Regular Registration
18 09/12/2019 09/22/2019 |10 30,781 2,990 23 Deceptive Path Only
19 03/19/2019  03/24/2019 |4 23,552 5,399 21 Deceptive Path Only = Regular Registration
20 08/13/2019 08/15/2019 |3 22,254 7,418 16 Regular Registration
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Top Campaigns: Majority of Victim Traffic
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Bot evasion: Human Verification

- oy Q Deceptive site ahead

I'm not a robot

Firefox blocked this pag. ber iuse it may trick you into doing som
revealing personal informa “on like passwords or credit cards.

Advisory provided by
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Extensive ldentity Theft

Confirm Billing Address

Cardholder Name
Bob Rob

Visa

Rl

Card type ]

Credit card number

4450 0036 2091 8442

Expiraticn Date

01/2025

Security code

638

Date of Birth
10/10/ 2010

Phone number

4804444444

Address
Pheonix Avenue

City Zip code
Lowell 01852
State Country
Massachusetts United States of Am...




Extensive |dentity Theft

Confirm your
identity

Your identification documents will help us to validate your identity.

What i should to do, to confirm my identity?
o Take a selfie by holding your ID Card also your Card
o Cardholder Name and ID Card should match and be clearly
visible.
o Your identification document must be next to your face.

Here's an example for picture :

© CORRECT @ INCORRECT

Choose files To Upload Choose Files

By clicking Agree & Continue, | have read and agree to User
Agreement, Privacy Policy and Electronic Communications Delivery
Policy.

Agree & Continue




Convincing Victims: Automatic Translation

2Ly b H—FRBE.

N -
RANIVTHLATLELA&ZDIZ,
RANKXNWE, WEETICAVWA L SAVRBY—EAT avE T LEE
CHAADKEENRFIZLTHA/R—2—TT, BRo—XicAht
. NHAEATERLDBRBEY—E25RBEL. HFRDPnsavE L2
EES 225V TIWICEATWEET

FRERECL S

FELRSHOE . RANSNWEBSEFELRBTFA—VEITFE(ES YL,

22



Victim Reassurance

Your Account Access is Fully Restored

Thank you for taking the steps to restore your account access. Your patience and efforts

increase security for our entire community of users.

My Account
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Conclusions

* End-to-end look at large-scale phishing attacks
* Prioritizing mitigation of sophisticated phishing

* Golden Hour system deployed at major organization

* Securing user accounts
* Proactively discovering malicious URLs
* Tracking COVID-19 phishing campaigns

* Future work
* Collaborative, cross-organizational framework
* Incorporation of signals beyond web requests
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Thank you!

Adam Oest
aoest@asu.edu
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