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Primary Questions

| Is the robocalling problem getting worse?
2. By answering robocalls, will you receive more robocalls?

3. Who is calling you?

4. VWhat strategies do robocalls use to entice their victims?
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* A detailed discussion of ethical and legal considerations of our data collection and experiments can be found in Section 3.4 of our paper
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= Don't answer calls from unknown
numbers. If you answer such a call,
hang up immediately.
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Targeted Operation: Robocalling campaigns are highly targeted and few top
campailgns targeted specific numbers
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(Number of Unique Destination Numbers)
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We uncovered two distinct long-running Social Security
Fraud campaigns where the first campaign operated almost
throughout the year

Both these Social Security campaigns impersonated a
government agency, frequently used toll-free numbers as
caller ID and targeted specific phone numbers

Since Social Security Is relevant year-round, such scams
allow adversaries to target their victims not just during tax
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Our language-independent campaign identification pipeline
uncovered two Chinese robocalling campaigns
impersonating the Chinese Consulate and targeting the
Mandarin speaking population in the United States
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- We uncovered two distinct long-running Social Security
Fraud campaigns where the first campaign operated almost
throughout the year

- Both these Social Security campaigns impersonated a
osovernment agency, frequently used toll-free numbers as
caller ID and targeted specific phone numbers

* Since Social Security is relevant year-round, such scams
allow adversaries to target their victims not just during tax
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»  Our language-independent campaign identification pipeline

uncovered two Chinese robocalling campaligns
impersonating the Chinese Consulate and targeting the
Mandarin speaking population in the United States

- These campaigns threatened their victims and was designed

to defraud recent immigrants and non-native English
speakers
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- We uncovered two distinct long-running Social Security
Fraud campaigns where the first campaign operated almost
throughout the year

- Both these Social Security campaigns impersonated a
osovernment agency, frequently used toll-free numbers as
caller ID and targeted specific phone numbers

* Since Social Security is relevant year-round, such scams
allow adversaries to target their victims not just during tax
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»  Our language-independent campaign identification pipeline

uncovered two Chinese robocalling campaligns
impersonating the Chinese Consulate and targeting the
Mandarin speaking population in the United States

These campaigns threatened their victims and was designed
to defraud recent immigrants and non-native English
speakers

Adversaries Impersonate government agencies to gain the
victim’s attention and boost their credibility
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But walt, there's more!

Heuristics to detect and measure voicemall spam and VVangirl scams

How unsolicited phone calls abuse CNAM (Caller ID Name)

How callers use “*6/" to mask their true caller ID and remain anonymous

How to systematically characterize “Storms”™ — high call volume events

Discussion on language-agnostic anc

* An In-depth discussion of ethical and legal consideration of our study

How can our technic

ues hel

D Service provic

nolise-resistant audio clustering pipeline

ers combat fraudulent robocalls
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Key lakeaways Acknowledgements

Robocalling I1s a major security 1ssue In the Unitead
State. We desperately need effective solutions to
combat robocalls and protect phone users *We would like to thank Bandwidth Inc. and
Nomorobo for their support

Fven though we suggest users to be cautious
when answering calls from unknown numbers,
answering a robocall does not necessarily increase

the number of robocalls

*Link to the paper: https://robocallobservatory.org

llegal robocalls are highly targeted. They regularly
spoof caller ID or rotate between numbers and

perform neighbor spoofing to entice victims

* Contact: Sathvik Prasad (snprasad@ncsu.edu)

Fraudulent robocalls can operate for long
durations without being detected. I hey are
designed to target vulnerable population
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