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Background Password vaults

Password vaults
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Background Password vaults

Password vaults
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Background Password vaults

Traditional password vaults suffer from offline guessing

Correct guess 123456 \/
12345678

& &

Steal Decrypt with

el Ciphertext

LastPass--! Incorrect guesses
32 Dropbox Failures orjunkX

Online sync service f 6 JHe WKW

Master passwords are human-memorable
and may be easily guessed
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Background Password vaults

Honey password vaults
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Background Password vaults

Honey password vaults: Design

Designed according to the Master password (key)
password (vault) distribution Letmein73*

l
123456 Encoder ‘ Uniform : Encryption Ciphertext
12345678 bit string (PKCS#5) (Storage file)

Honey encryption
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Background Password vaults

An open problem for honey password vaults: How to achieve
update security if the user adds or changes a website password

A
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Correct guess
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Our work

Our contribution

® New designs:
B A generic construction and an incremental update mechanism, achieving update security.
B An instantiation of the construction, generating more plausible-looking decoys.

® Security evaluation:

B Formally investigate the optimal strategy for distinguishing decoys and further propose
practical attacks.
B Evaluate the current and our designs with the attacks.
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Our work

A generic construction for password vaults

Probability model

n—1

Prreal(v) = H Pl"real(Pwi+1 | pwi, pwa, ... 7pwl) (1)
1=0

@ Basic idea: A user generates the passwords one by one.
Prical(pwit1 | pwi, pwa, ..., pw;) is the conditional probability that the user generates
pw;+1 under given old passwords (pwi, pwa, ..., pw;).

® Our design: We use a conditional probability model Pryspai(+]-) (multi-similar-password
model) to estimate Pryeq(+|-).
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Our work

A generic construction for password vaults

Conditional encoder
® Encode a new password pw;,1 given old
passwords (pwi, pwa, ..., pw;).

® Designed according to the conditional
probability model Pryspm(+|-) by Cheng
et al's transformation [1].

©® Encode a vault password by password.

pwiy; 123456

Bit string

S1
Sz

Vault
1234567 Conditional
12345678 encoder

Designed according to the
conditional probability model

¥

New password —p Conditional el Bt string Si.y

encoder

* As condition

Old passwords

1234567
12345678

— SRS
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Our work

An incremental update mechanism for password vaults

Encoder+Encryption
® Encoder: The conditional encoder.
® Encryption: A prefix-keeping scheme, e.g., CTR-mode AES with PBKDF.

0ld vault WM Bit sring

0 gle Aaron 1 1234567 s,
yuhoo. Aaronl 2 12345678 S,

ags TP

password Google  Aaron 1234567 5
yahoo? paron1 2 12345678 s,
facebook Aaron i+1 12345 Sivt
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Our work

An incremental update mechanism for password vaults

0ld vault mw Bit string

oogle Aaron 1234567 S
yahoo. Aaroni 2 12345678 S,

Delete a mm Bit string

oogle Aaron 1234567 S

password
yahoo/ paron1 Deleted 12345678 S,

Change a mm Bit string

password Google Aaron 1234567 s,
yahoo? aaron1 i+1 12345678 S,
12345 Sy
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Our work

An incremental update mechanism for password vaults

Security

@ Old ciphertext is a prefix of the new one.

@® The attacker with the two versions of the ciphertext (multi-leakage case) degenerates to
an attacker only with the current version (single-leakage case).

Old bit string S| |S,| |- e

Prefix-keeping
Encryption

- Old ciphertext C;||Cy| |-+

Prefix

Prefix

New bit string S| |Sy| |-+ | | Siss ™=

Prefix-keeping
Encryption

> New ciphertext C;||C,| |-+ | |Cina
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Our work

Our incremental update mechanism achieves update security

New Old
Correct guess 120 L2 Similar
12345678 Prefi 12345678
H * IX
Letmein73 12345 g

Old and new ith
versions of _DEcrypt wit
ciphertext Incorrect guesses  New Old

E.g., passwordl welcome h welcome
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Similar
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Our work

A new conditional probability model for password vaults

@ Basic idea: A user generates a new password by 1) reusing an old one or 2) not (i.e.,
creating a brand new one).

® Construction:

Pryispm (pwig1 | pwy, pwa, .. ., pw;)
1— (i) .
:z'() > Progpm(pwit | pwi) + f(i) Prspu(pwig).
=1

® Instantiation:
B Single-similar-password model Prggpyi: our simple design
B Single-password model Prgpy: Markov [2]
Unreused probability f: Nonlinear regression f(i) = 1/(22:0 api®)
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Our work

How to evaluate the indistinguishability of decoys

The optimal strategy of distinguishing real and decoy vaults
® Ranking by the conditional probability of being real under the given ciphertext.

The conditional probability for a vault V; is proportional to the real-to-decoy probability

ratio
Prreal (V;)

Prdecoy (‘/z) .

Practical attacks
@ Cannot precisely calculate Pryey.

® Estimate the ratio on the single password distribution and password-reuse features.
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Our work

Evaluating the exiting and our honey vault schemes

Experimental results

@ Our attack is more effective than the state-of-the-art attack (KL divergence attack [3])

against the existing schemes.
® Our design is brings 2.8x-7.5x online cost to attackers.

Table 1: The distinguishing accuracy of attacks against the honey vault schemes

Perfect design

Scheme KL divergence attack [3] Our attack
Chatterjee et als [4] 86% 94%
Golla et al.s [3] (static, 10°) 52% 86%
Our design 58% 58%

50% 50%
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Our work

Future work

@ The incremental update mechanism may apply to other applications using honey
encryption.

® The probability model design for passwords and password vaults may be used for
password guessing.
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Q&A

Thank you
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