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Online political advertising is powerful, 
but has a risk of abuse

› Interference from

foreign actors

› Disinformation

› Voter suppression

› Inauthentic behavior
3 https://www.nbcnews.com/tech/tech-news/democrats-vow-beat-trump-facebook-after-it-declines-rein-political-n1113546



Oversight falls to major advertising platforms

Lack of up-to-date legislation

→ Google, Twitter, Facebook (Meta)
developing their own policies 

   (self-regulation)

4 [Jau20,Lee19]



We audit 
Facebook’s enforcement 
of its political ad policy
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Facebook’s political ad policy enforcement

› “Ads about social issues, 

elections and politics” 
(“political ads”)

6https://www.facebook.com/business/help/167836590566506 https://www.facebook.com/business/m/election-integrity



Facebook’s political ad policy enforcement

› Catch undeclared ads 

that are political

7https://www.facebook.com/business/help/167836590566506 https://www.facebook.com/business/m/election-integrity
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4.1M
29.5M

189k

ads were declared as 
political by their advertisers
ads were deemed 
not political
ads were not declared 
yet deemed political 
by Facebook or by us
→ enforcement by Facebook

Active ads on 
political ad pages

worldwide
 from July 2020 

to February 2021

We audit ads deemed political by Facebook or us



We audit ads deemed political by Facebook or us

9 [Sos21]



False positives in enforcement
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False positives in enforcement

› Manual annotation of 600 ads:

     “In scope of Facebook’s political ad policy?”

11 [Sos21,Ede20,Mat22]



False positives in enforcement

› Manual annotation of 600 ads:

     “In scope of Facebook’s political ad policy?”

55% of detected ads 
are incorrectly detected

(~40,191 ads)
12 [Sos21,Ede20,Mat22]



Example falsely flagged ads
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False negatives in enforcement
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False negatives in enforcement

› All ads from political actors should be declared
Discover through external lists and page categories

15 [Sos21]



False negatives in enforcement

› All ads from political actors should be declared
Discover through external lists and page categories

116,963 undeclared ads 
from political actors 

go undetected
16 [Sos21]



Example missed ads
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Facebook’s enforcement is currently flawed

18 [Sos21]



Limitations in enforcement

1. Approach: automated solutions do not learn 

obvious signals of political intent

• Take the advertiser into account

• Simple, clearly enforceable rules 

to complement automated review

2. Consequences: prevent pages from running violating ads 

• Prohibit pages from running ads, or take them down
19



Limitations in enforcement

3. Consistency: better (fairer) performance globally

• Adapt policies + enforcement system to local context

4. Policies: ambiguities complicate compliance/enforcement

• Clarify and simplify ad policies

5. Transparency: bad enforcement → bad transparency

• Archive all ads and metadata

20



   better transparency
→ better accountability
→ better compliance

enforcement 
→ better security

21



victor.lepochat@kuleuven.be @VictorLePochat

https://lepoch.at

An Audit of Facebook’s 
Political Ad Policy 
Enforcement

https://osf.io/7tw3e/

adobservatory.org



References
› [Jau20] Julian Jaursch. Defining Online Political Advertising. How Difficulties in Delineating Paid Political Communication Can Be 

Addressed. Stiftung Neue Verantwortung, Nov. 2020. URL: https://www.stiftung-nv.de/sites/default/files/snv_definingpoliticalads.pdf.

› [Lee19] Paddy Leerssen, Jef Ausloos, Brahim Zarouali, Natali Helberger, and Claes H. de Vreese. “Platform ad archives: promises and 

pitfalls”. In: Internet Policy Review 8.4 (Oct. 2019). DOI: 10.14763/2019.4.1421.

› [Ede20] Laura Edelson, Tobias Lauinger, and Damon McCoy. “A Security Analysis of the Facebook Ad Library”. In: 2020 IEEE Symposium 

on Security and Privacy. SP ’20. 2020, pp. 661–678. DOI: 10.1109/SP40000.2020.00084.

› [Mat22] J. Nathan Matias, Austin Hounsel, and Nick Feamster. SoftwareSupported Audits of Decision-Making Systems: Testing Google 

and Facebook’s Political Advertising Policies. In: 25th ACM Conference on Computer-Supported Cooperative Work and Social 

Computing. CSCW ‘22. 2022.

› [Sos21] Vera Sosnovik and Oana Goga. “Understanding the Complexity of Detecting Political Ads”. In: The Web Conference 2021. 

WWW ’21. 2021, pp. 2002–2013. DOI: 10.1145/3442381.3450049.

› [Ede21] Laura Edelson, Jason Chuang, Erika Franklin Fowler, Michael M. Franz, and Travis Ridout. A Standard for Universal Digital Ad 

Transparency. 2021. Knight First Amendment Institute.  https://knightcolumbia.org/content/a-standard-for-universal-digital-ad-

transparency

23


