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+Can we achieve this                                              zero-knowledge attack ？

Latent Fingerprint



Motivation

Can we achieve the  zero-knowledge attack by  brute-force?

False Positive Identification-error Rate: 

False Acceptance Rate: 

Collision Rate 10-4~



Challenges 1

How to bypass the 
attempt limit?



Challenges 2

How to make automatic attempts ?

How to bypass quality and liveness detection?



Infinity

Gauntlet

Attack Overview

CAMF and MAL vulnerabilities

SPI MITM injection
Fingerprint generation



Affected MFRs : 
Samsung

Xiaomi

OnePlus

OPPO

Vivo (limited)

Apple (limited)


CAMF (CVE-2022-25820 etc.)

Multi-sampling mechanism and CAMF vulnerability



Lift-Too-Fast Error-cancel

Checksum Error-cancel

Different Types of CAMF



Affected MFRs : 
Huawei

Honor (limited)

Vivo (limited)

MAL (CVE-2021-40006 etc.)

Lockout mode and MAL vulnerability

Step1: let the SFA enter a lockout mode 

Step2: Make unlimited noneffective 
attempts until a matched result is 
inferred by side-channel 


Step3: Replay the successful attempt 
that contains the valid fingerprint after 
the lockout mode is exited 




SPI-MITM on Fingerprint Sensor

MITM Attack on SPI



Hijacking Fingerprint Images

Capacitive In-display optical ultra-thin In-display optical In-display ultrasonic optical



Fingerprint dictionary generation

Synthetic fingerprint generation for SFA

SPI-MITM

Capture base images

Hollowed Area

Conductive Paint



Attack Demonstration





Results of brute-force experiments on OnePlus 7P  

Setup： 
• 200,000 synthetic fingerprint

• Enroll One/Five fingers

• Repeat 12 times

Metric： 
• Success# : Average number of successes 

• Failed # : Average number of attempts that increased the counter

• Time Cost : Average time required for one successful attack 

•



Scalability



We have submitted these vulnerabilities to these seven manufacturers(Huawei, 
Xiaomi, Honor, Vivo, OPPO, Moto and Samsung), and all have been confirmed, 
including critical and high ones. 


After we submitted these vulnerabilities, Google also raised the security 
requirements of the “false trial” in the Android compatibility definition document 
(CDD) to prevent fingerprint brute-force attacks. 


Vulnerabilities exposure responsibility  



Thank you !

If you have any questions, feel free to contact us via email:

alohachen@tencent.com

mailto:alohachen@tencent.com

