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Part I: Problem statement



Enclaved execution: Reducing attack surface
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Intel® SGX: Hardware-level isolation and attestation




Enclaved execution: Privileged side channels
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Game changer: Untrusted OS - new class of powerful side channels!




Challenge: Side-channel sampling rate
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SGX-Step: Executing enclaves one instruction at a time
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SGX-Step: Executing enclaves one instruction at a time

SGX-Step

() https://github.com/jovanbulck/sgx-step
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SGX-Step: Executing enclaves one instruction at a time
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SGX-Step: Enabling a line of high-resolution attacks
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SGX-Step demo: Building a memcmp password oracle

jo@breuer:~/sgx-step-demo$ sudo ./app I



Root-causing SGX-Step: Aiming the timer interrupt
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Root-causing SGX-Step: Microcode assists to the rescue!

PTE A-bit Mean (cycles) Stddev (cycles) ®
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Root-causing SGX-Step: Microcode assists to the rescue!
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Root-causing SGX-Step: Microcode assists to the rescue!
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Part Il: Solution overview



Ideas that were rejected (1)
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Ideas that were rejected (2)
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Ideas that were rejected (3)
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Ideas that were rejected (3)
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AEX-Notify solution overview
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AEX-Notify solution overview
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AEX-Notify solution overview

We implemented a fast, constant-time decoder (CTD)

CTD Instruction Coverage for popular SGX runtimes
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Evaluation: Effectiveness

Highest Observed Single-Stepping Rate for Various Stimuli
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Experiments were conducted on an Intel Coffee Lake processor-based Xeon E3 platform 23



Evaluation: Performance

Real-world performance impact depends on AEX frequency...
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Conclusions
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https://github.com/intel/linux-sgx/

E ") Minimal performance overhead and fast CTD

{lml Thank you! Questions? }
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