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Your Voice Data May be Abused!
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Your Voice Data May be Abused!
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Voice Message Social Media

Adversary Identity leakage

Privacy inference: user tracking …
Iden.ty the1: fake voice synthesis …
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Your Voice Data May be Abused!

4

Voice Message Social Media

Adversary Identity leakage

Privacy inference: user tracking …
Identity theft: fake voice synthesis …

How can we protect our voice in social media scenarios?
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Protec5on Method Requirements
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Protection Method Requirements
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Protection Method Requirements
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CONFLICT: Anonymity           Timbre-preservation
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CONFLICT: Anonymity           Timbre-preservation
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Anonymity              Timbre-preservation
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Adversarial Example Attack

+ “unmatched”

Preserve the original timbre and achieve 
anonymity at the same time.

Automatic Speaker Verification (ASV)
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Anonymity              Timbre-preserva5on
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Adversarial Example Attack

+ “unmatched”

Adapt adversarial examples to achieve the 
three requirements.

Automatic Speaker Verification (ASV)
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GOAL 1: Real-time Anonymization
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One-shot generation
( real-time )

Original audio Anonymized audio

Iterative optimizaiton
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GOAL 1: Real-time Anonymization
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Fast & effective
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Training Anonymizer
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Anonymizer

Clean Audio Anon. Audio

Anonymity Loss

ASR Loss

Naturalness Loss

Three loss terms to achieve three requirements
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GOAL 1: Real-time Anonymization
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Anonymity

“unmatched”

Clean audio Anon. audio

ASV “unmatched”

Anon. audio 1 Anon. audio 2

ASV
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GOAL 1: Real-time Anonymization
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ASV “unmatched”

Target 1

Target 2

Perform targeted anonymization to achieve 
anonymity in both cases.
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GOAL 1: Real-time Anonymization
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To modulate the feature of the original 
audio at each frequence level 
according to the target voiceprint.

Injecting the target 
voiceprint
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GOAL 2: Naturalness
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GOAL 2: Naturalness
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GOAL 2: Naturalness
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GOAL 2: Naturalness
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GOAL 2: Naturalness
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GOAL 2: Naturalness
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GOAL 3: Transcription Performance
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+ “unmatched”

Speaker Verification (ASV)

Speech Recognition (ASR)

Word Error
Rate

Perturba=on that misleads ASV also misleads ASR.
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GOAL 3: Transcrip5on Performance
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GOAL 3: Transcription Performance
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Compared with Existing Work
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• Voice conversion-based

• Voice synthesis-based

• Signal processing-based

o VoiceMask

o NSF
o HiFi-GAN

o McAdams
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Compared with Existing Work
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Miss-Match Rate ⬆ Word Error Rate ⬇Equal Error Rate⬆
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Compared with Existing Work
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Miss-Match Rate ⬆
Word Error Rate ⬇

Equal Error Rate⬆

Considering the worst case, V-CLOAK ranks the first 
in terms of anonymity.

Highest Highest
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Compared with Exis5ng Work
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Miss-Match Rate ⬆ Word Error Rate ⬇Equal Error Rate⬆

Considering the best case, V-CLOAK ranks the first 
in terms of transcrip6on accuracy.

Lowest
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Cross-Language Performance
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Word Error Rate ⬇Equal Error Rate⬆

Train on English
Test on English

Train on English
Test on Chinese
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Cross-Language Performance
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Word Error Rate ⬇

Train on English
Test on French

Train on English
Test on Italian
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Considering the worst case, V-CLOAK ranks the first 
in terms of anonymity under all de-noising techniques.

Robustness
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Miss-Match Rate ⬆

Equal Error Rate⬆
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Anon. Audio 1         Anon. Audio 2
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Highest

V-CLOAK ranks the first in terms of unmatching rate 
between anonymized audios.
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Subjective Results (>100 participants)
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Subjec5ve Results (>100 par5cipants)
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Demo
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Original Anonymized

For more demo and source code: hIps://www.v-cloak.com

https:///
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Conclusion
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1. V-CLOAK: an intelligibility-, naturalness and .mbre-preserving
voice anonymiza.on system.

2. Validated on 5 ASVs, 11 ASRs, 4 languages, 6 defenses, as well 
as a user study compared with 4 SOTA baselines.
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V-CLOAK: Intelligibility-, Naturalness- & Timbre-
Preserving Real-Time Voice AnonymizaFon

Paper and demo website: hIps://www.v-cloak.com
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USSLAB website: 
www.usslab.org

Contact us:
chenyanjiao@zju.edu.cn

https:///
http://www.usslab.org/
mailto:wyxu@zju.edu.cn

