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Gultigkeit prufen )

9 Digitales COVID-Zertifikat der EU

CovPassCheck-App prufen.

John Doe

Zertifikate anzeigen

. Visual Digital Certificates

Offline-verifiable authentication
documents

Consist of digitally sighed QR code

Reliance on correct verification

- Check authenticity by scanning

- Match personal data on certificate to
presenter, lL.e., with |D or passport

Focused on Digital COVID Certificates
in EVU for our study
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* Certificate verification often incorrect or insufficient in the real world

“nables malicious actors to use counterfeit or others’ certificates
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. Methodology
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RQ1 How do professional users verity Digital COVID Certificates?

RQ2 What understanding do professional users have of the underlying
verification process of Digital COVID Certificates?

Semi-structured Interviews

* Three scenarios with verification task
* Questions about technical understanding
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. How do users verify Digital Certificates?
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Behavioral building blocks
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Scanning ID Check

o= (2 [2]

Visual Verification Assessment of Certificate Holder




\"I

. How do users verify Digital Certificates?
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Types of verification behavior

Type |I: Consistent and Correct

> Scanning >> ID Check X Decision >

Type ll: Augmented Verification

>> Scanning >> ID Check
Decision >
>> Visual >> Ass. Cert. Holder

Type lll: Selective Scanning

> Visual >>Ass. Cert. Holde>_> Scanning>>ID CheckyXDecision>

Type IV: Fallback Verification

> Visual >>Ass. Cert. HoldeX Decision >
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. Users' understanding of the verification process?
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Being a young woman, it happened to me once that a couple of guys came
In and they all obviously used screenshots, so | told them: "Guys, that's just
not possible" But they started acting up and | was working alone and so
unfortunately I couldn't do anything but accept it.

INnterview 1, waltress
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Challenges

%\

Verifiers Misuse Verifiers Have Structural Issues
Auxiliary Data Incomplete Threat Lead to Inconsistent
Awareness Verification

— Remove visual cues — Consistent and — Mandatory guidelines
and auxiliary data coherent education that cover verifier
about threats education

— Employers must provide
a verification device
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Abstract

This paper presents a qualitative study to explore how in-
dividuals perceive and verify visual digital certificates with
QR codes. During the COVID-19 pandemic, such certificates
have been used in the EU to provide standardized proof of
vaccination.

We conducted semi-structured interviews with N =17 par-
ticipants responsible for verifying COVID-19 certificates as
part of their job. Using a two-fold thematic analysis approach,
we, among other things, identified and classified multiple be-
havioral patterns, including inadequate reliance on visual cues
as a proxy for proper digital verification.

We present design and structural recommendations based
on our findings, including conceptual changes and improve-
ments to storage and verification apps to limit shortcut oppor-
tunities. Our empirical findings are hence essential to improve
the usability, robustness, and effectiveness of visual digital
certificates and their verification.

1 Introduction

Barcodes are a visual yet machine-readable representation of
dAata Hictorically harcodec held verv little data merelv renre-—
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Figure 1: A verifier scanning the vaccination data of an EU-
DCC certificate holder.

Soon after the COVID-19 pandemic was declared by the
WHO [53], many countries recognized the need to impose
limits on travel and entrance to public places based on vac-
cination, recovery, or testing status [9, 10]. In order to check
the status of a person, the European Union coordinated devel-
opment efforts on a standardized digital certificate, the EU
Digital COVID Certificate (EUDCC) [12]. Subsequently, the
EUDCC became the largest rollout of offline-verifiable state-
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