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TOTP 2FA
time-based one-time passwords
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4https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_US&gl=US
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No TOTP secret? No OTPs to log in! 😱
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No TOTP secret? No OTPs to log in! 

TOTP apps have backup mechanisms! 🥳

13



No TOTP secret? No OTPs to log in! 

TOTP apps have backup mechanisms! 

Impacts to security & privacy? 🤔
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No TOTP secret? No OTPs to log in! 

TOTP apps have backup mechanisms! 

Impacts to security & privacy? 

Understudied, so we found out! 󰳕
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Research Questions

🧐 🤔 
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1) What personal info, if any, is leaked when using 
TOTP backups?
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1) What personal info, if any, is leaked when using 
TOTP backups?

2) What is the risk of an attacker obtaining a TOTP 
backup?
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1) What personal info, if any, is leaked when using 
TOTP backups?

2) What is the risk of an attacker obtaining a TOTP 
backup?

3) What is the risk of an attacker compromising the 
TOTP secret(s) stored within an obtained TOTP 
backup?
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Methods

💻 📲 🔍 👀 📝
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22 TOTP apps
○ 100k+ installs
○ backup mechanism
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1) Record traffic (after decrypting TLS)
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1) Record traffic (after decrypting TLS)

2) Cryptanalysis (reverse-engineer)
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1) Record traffic (after decrypting TLS)

2) Cryptanalysis (reverse-engineer)

3) Verify (prove it)
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Key Findings

󰡸 🔑 🔎 󰡷
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27https://thenounproject.com/browse/icons/term/calendar
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Account Recovery Conundrum

● passwords
● SMS
● email

Photo by Benoit Beaumatin on Unsplash 37

https://unsplash.com/@birdiemcfly?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/rabbit-hole?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


SMS is dead! Long live SMS!

4 apps relied *only* on SMS to 
authenticate the user during recovery
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No Encryption

2 apps sent plaintext TOTP secrets
to the app developers
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Encrypted Backups

● 15 apps supported 
encryption 

● Most had serious 
crypto flaws
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How are keys 
generated?
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42

Keys Derived From 
Passwords
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50+ million installs



Weak Password = Weak Key
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Weak PBKDF2 configurations
min = 10k, median = 10k, max = 160k

See paper 
Table 3



Where do keys
go?
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Poor Key Management
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4 apps sent the ciphertext and key

(or password from which it was derived)

to the app developers
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50+ million installs
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How are keys 
used?
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Privacy Issues
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Private Info Disclosed in Backups

Some apps encrypted *only* the TOTP secret.

Sent the TOTP issuer and username in plaintext.
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Recommendations

⛑ ⚙ 🛠 🪚 🧰
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Encrypt all TOTP fields
(username, secret, website name) 
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Deriving Keys From Passwords

1) Encourage strong pwds
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Deriving Keys From Passwords

1) Encourage strong pwds
2) *ALWAYS* keep password local to app
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Deriving Keys From Passwords

1) Encourage strong pwds
2) *ALWAYS* keep password local to app
3) Store derived key in Android Key Store
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Deriving Keys From Passwords

1) Encourage strong pwds
2) *ALWAYS* keep password local to app
3) Store derived key in Android Key Store
4) Use Argon2 as KDF
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time(key derivation) >= 30 sec



Responsible 
Disclosure
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Questions, please!
ConorGilsenan@berkeley.edu

AllThingsAuth.com/totp-apps
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Backup Slides
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Follow-on work
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1) TOTP backup mechanisms:
a) Do users actually utilize them?
b) Do they actually help users avoid account lockout?

2) Personal info leaked via TOTP backup mechanisms:
a) Are users aware they are sharing this info?
b) Are users comfortable sharing this info?

92



Tables
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