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and QE?
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Jobs at SpringField

“Nuclear Technician” “CEO”
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doc_id document

MongoDB database

doc3 = {
“Name”: “Charles Montgomery Burns”,
“Job”: “CEO”,
“Address”: “1000 Mammon Street”

}

doc1 = { 
“Name”: “Homer Simpson”,
“Job”: “Nuclear Technician”,
“Address”: “742 Evergreen Terrace"

}

doc2 = { 
”Name”: “Lenny Leonard”,
“Job”: “Nuclear Technician”,
“Address”: “123 Evergreen Terrace”

}

Document collection
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Document collection

field value doc_id

“Nuclear Technician” 1, 2

“CEO” 3

(Inverted) search index
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doc_id document

MongoDB database      = QE
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MongoDB and QE
MongoDB claims that QE 

https://www.mongodb.com/blog/post/mongodb-releases-queryable-encryption-preview
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https://www.mongodb.com/blog/post/mongodb-releases-queryable-encryption-preview


MongoDB and QE

1: https://www.statista.com/statistics/809750/worldwide-popularity-ranking-database-
management-systems/
2: https://www.mongodb.com/who-uses-mongodb

Business customers:

…

8

https://www.statista.com/statistics/809750/worldwide-popularity-ranking-database-management-systems/
https://www.statista.com/statistics/809750/worldwide-popularity-ranking-database-management-systems/
https://www.mongodb.com/who-uses-mongodb


Are the security claims valid?
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o QE is an instance of searchable encryption (SE) scheme.

o No security proof is available yet.



How does QE work?
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Simplified token generation

[GPT23]



Overview of QE (oversimplified)
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Encrypted search index (ESC)

N: “Nuclear Technician”

Omit doc3 (”CEO”) for simplication

_id value

Enc!!(1)
Enc!!(2)

𝑁"#$% ← PRF!"(“Nuclear Technician”|| 1)
← PRF!"(“Nuclear Technician”|| 2)𝑁!"#$



Overview of QE (oversimplified)
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_id value

Encrypted search index (ESC)

Enc!!(1)
Enc!!(2)

𝑁"#$% ← PRF!"(“Nuclear Technician”|| 1)
← PRF!"(“Nuclear Technician”|| 2)𝑁!"#$

_id encrypted document

PRF!#(1) edoc1 = { 
“Name”: ***, 
“Job”: ***,
“Address”: ***

}

N: “Nuclear Technician” PRF!#(2) edoc2 = { 
“Name”: ***, 
“Job”: ***,
“Address”: ***

}



ESC size

Insert(doc4)

Insert(doc5)

Insert(doc6)

_id value

ESC 

𝑁%"#$

𝑁!"#$

Enc&"(1)

Enc&"(2)

𝑁'"#$

𝑁("#$

Enc&"(5)

Enc&"(3)

Enc&"(4)
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𝑁)"#$
𝑁"#$% ← PRF!"(“Nuclear Technician”|| 1)
𝑁&#$% ← PRF!"(“Nuclear Technician”|| 2)
…



Compaction

_id value

ESC

𝑁%"#$

𝑁!"#$

_id value

ESC’

𝑁*+,,"#$

Compact
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Enc&"(1)

Enc&"(2)

Enc&"(2)

𝐾%, 𝐾!



“Security” of QE
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QE satisfies snapshot security 

of searchable encryption.



“Security” of QE
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QE satisfies snapshot security 

of searchable encryption.



How was QE implemented in MongoDB?
“fle_crud_mongod.cpp”

Implementing core read 
and write functionality 
used by QE
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24 out of 29 are native 
MongoDB library headers



System integration of QE
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o QE is built using native MongoDB operations.

o QE interacts with other MongoDB system components.

o MongoDB has adopted a cost-effective approach integrating QE: incurring 
minimal changes to the existing system.



System integration of QE

QE

Backup

Logging

Caching

Core
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System integration of QE

QE

Backup

Logging

Caching

Core
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System integration of QE

QE

Backup

Logging

Caching

Core
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Security view

Grubbs et al. [GRS17]



Logging system

QE

Logging
Core

OpLog: data consistency in deployment
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QE command

Interacts with MongoDB’s OpLog for replication

“fle_crud_mongod.cpp”



What does the      look like ?
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Raw OpLog
compact

insert
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What does the      say?
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What does the      say?

leakage :(
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{ ”Delete”: “ESC”
  “_id”: 𝑁$%&',
  “txnid”: ”211” }

{ ”Delete”: “ESC”
  “_id”: 𝑁(%&',
  “txnid”: ”211” }

{ ”Insert”: “ESC”
  “_id”: 𝑁)*++%&' ,
  “txnid”: ”211” }

{ ”Delete”: “ESC”
  “_id”: 𝐶$%&',
  “txnid”: ”212” }

{ ”Insert”: “ESC”
  “_id”: 𝐶)*++%&' ,
  “txnid”: ”212” }

How we extract the leakage from OpLog
Insert(doc1)

Insert(doc2)

Insert(doc3)

Compact()

(𝑁"#$%, 𝑁&#$%)

(𝐶"#$%)
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Inference attack

o The leakage we have extracted corresponds 

to frequency and correlation leakage.

o Auxiliary information

o New inference attack techniques based on 

Gui et al. [GPP21]
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edoc1, edoc2 contains the same field value
edoc3 has a different one

“Nuclear 
Technician” 

“CEO”

{ 
“Name”: “Homer Simpson”,
“Job”: “Nuclear Technician”,
“Class of Jobs”: “Technician” 
“Address”: “742 Evergreen Terrace"

}



Experimental validation

o Auxiliary information:  ACS (American 

Community Survey micro-data) 2012 

o Recovery target: ACS 2013 

o Simulated leakage

o Artifact available! 
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How and when to get this “leaky” OpLog?

o OpLog is stored on the server’s file system.

o After Compact()
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Takeaways

System integration of searchable 
encryption schemes is challenging!

QE

Backup

Logging

Caching

Core
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Paper & artifact
[GPT23] Zichen Gui, Kenneth G. Paterson, and Tianxin Tang
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