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TLS is Widely Used
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TLS Handshake
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TLS Handshake is Slow
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TLS Session Resumption using Tickets

4

=R Ny =®

Handshake

(RSA, FFDH, ECDH, ECDSA, ...

ApplicationData
(AES, CHACHA, ..

)

<

Handshake

AppllcatlonData
(AES, CHACHA,

P i
<

)

=R =WV



TLS Session Resumption using Tickets
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What is a Ticket?




Session Tickets Have Known Issues
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ApplicationData
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Issues & Impact of STEK compromise

1. No key exchange
= Can decrypt passively
= Can impersonate actively
2. Same secret reused
= Can decrypt previous sessions
3. Tickets sent in plaintext
= Can decrypt first connection
immediately
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(AES, CHACHA, ..)
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CVE-2020-13777

Description

GnuTLS 3.6.X before 3.6.14 uses|incorrect cryptography for encrypting a session ticket/(a loss of confidentiality in TLS 1.2, and an

authentication bypass in TLS 1

Motivation: GnuTLS

Learn more at National Vulnerability Database (NVD),

e CVSS Severity Rating ¢ Fix Information e Vulnerable Software Versions ¢ SCAP Mappings ¢ CPE Information

.3). The earliest affected version is 3.6.4 (2018-09-24) because of an error in a 2018-09-18 commit.
Until the first key rotation, the TLS server always usesfwrong data in place of an encryption key|derived from an application.

% = 0x00000000000000000000000000000000

How widespread is something like this?

-> Scan servers in the wild
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How to Scan?

Connect >

< Session Ticket |

How to determlne whether STEK=0000007?

- Handshake Protocal: MNaw Caccinn TiclLat
Handshake
Length: 20 decrypt with key=000000

- TLS Session Ticket

What to decrypt?
!
TLSV Where S the Ivf) 06107535a81/8a015813134dca563e7/

pec Protocol: Change Cipher Spec
-TLSV Where S the Clphertextf) col: Encrypted Handshake Message

AlAavrea amos TI O - ~ [ atVIntsTalsA)

800 seconds (1 day, 4 hours)

PE50 00 es5 A2 2h 2f A7 <2h aB 1A 1A A1 A7 K2 &
0060 .

9070 How do tickets actually work?
OO80 cb 45 48 c6 3e b0 02 3e 4f e7 f7 45

0O90 93 58 7a cO 68 f7 c6 d4 dO 20 66 a7
0Oao Of f4 e6 2a d7 a3 59 db b2 a2 36 61

11



Our Plan

vint8_t *ptr;
if (!CBB_add_bytes(out, key_name, 1&) ||
ICBE_add_bytes(out, iv, EVP_CIPHER_CTX_iv_length(ctx.get())) ||
ICBE_reserve(out, &ptr, session_len + EVP_MAX_BLOCK_LENGTH)) {
return 0;

}

1. Analyze open-source implementations
 Ticket format
 Algorithms

* Look for immediate issues

2. Large-scale analysis

* Propose potential pitfalls
« Gather tickets

* Analyze tickets
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Our Plan

return )

1. Analyze open-source implementations
 Ticket format
 Algorithms

 Look for immediate issues

2. Large-scale analysis

* Propose potential pitfalls
« Gather tickets
* Analyze tickets
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Results of First Scan

1.9% of Tranco 100k vulnerable

Most of the servers belonged to AWS
STEK = 0x00 00 00 00...

Reported April 2021, fixed within 8 hours

Maybe introduced in September 2020 (internal NGINX change)



Results Summary

 No authentication issues

* One reused keystream

* Weak keys
* Many OO-keys Encryption Key Authentication Key
« 00010203 ... 00 00 ... 00 00 _

. TNT 00 00 ... 00 00 00 00 ... 00 00
 Partially initialized keys

« HMAC key Initialized, AES key 0000
 Half initialized



Why Wasn’t This Found Earlier?

- Handshake Protocol: New Session Ticket

* Tickets still work Eandis:;::akgS;ype: New Session Ticket (4)
ength:
. |nc|ud|ng resump‘“on - TLS Session Ticket

Session Ticket Lifetime Hint: 100800 seconds (1 day, 4 hours)
Session Ticket Length: 229
Session Ticket: 02d32b3f673ba516106107535a8f78ad158f3134dcas63e7...

» TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

. . - TLSv1l.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
STEK IS hal’d tO aUd|t Content Type: Handshake (22)

VAvecanns TILC 4 0 {nAxnnno)

» Have to try each possible key
» Ticket format unknown
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Improvements in TLS 1.3
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Issues » Solutions
Application > ﬁ 1. No key exchange

» Allow key exchange
2. Same secret reused

» Derive new secrets
3. Tickets sent in plaintext

» Sent encrypted
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Issues in TLS 1.3

« If no Key EX:
« Decrypt Application
 Read O-RTT Data
« Impersonate Server
« TLS 1.2 is widely used

Handshake (incl. Key Ex)

( Ticket

Applica\]tion

Ticket ~_ JO-RTT
Handshake (opt. Key EX)

Application
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We Really Need(ed) to Talk
About Session Tickets

Findings « 0000 isn’'t a secure key
« Tickets undermine TLS security guarantees

Conclusions °* Hidden danger in:

* Crypto shortcuts
 Silently breaking crypto
« Unauditable crypto

Takeaways « Design protocols auditable for both parties

« Add defense in depth to your implementation
« Check key material before use
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Results

Offline Analysis

Online Analysis

Unencrypted Weak Reused Missing Auth. Padding
Scan Ticket STEK Keystream Protection Oracle
pre-T1M 0 1923 — — —
T1M 0) 3 - — —
T100k 0 1 0 0 0
IP100k 0 0 0 0 0
IPF 0 189 1 — —




-backup slides-



Results

Weak Keys
Servers Encryption Authentication
Found Algorithm Key Algorithm Key
1908 | AES-256-CBC 00 00 00 00 - -

118 | AES-128-CBC 00 00 00 00 | HMAC-SHA256 00 00 ... 00 00
12 | AES-256-CBC 00 00 00 00 | HMAC-SHA384 00 00 ... 00 00
3| AES-128-CBC 10 11 le 1f | HMAC-SHA256 20...2f 00...00
75| AES-256-CBC 31...31 00...00 | HMAC-SHA256 31...31 00...00




TLS Keys

Key Ex. Key Master Secret  Encryption MAC Key Certificate Key CA Certificate STEK
Key T ? Key
How many One User One User One User One User All Users of All Users All Users of
Users/Servers One Server One Server
Passive Impact Decrypt Traffic  Decrypt Traffic ~ Decrypt Traffic - Maybe Key - Decrypt Traffic
Exchange Key
Active Impact Intercept Traffic Intercept Traffic Intercept Traffic Alter messages Impersonate Impersonate Impersonate
Server Server Server
Validity One Session One One One Months-Years Years Hours-Weeks
(+Resumption)  Connection Connection Connection
Externally Partially Doable  (random) (random) (random) Yes Yes Hard
Auditable
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TLS Keys

Key Ex. Key Master Secret  Encryption MAC Key Certificate Key CA Certificate STEK
Key ? ? Key
How many One User One User One User o ]
- : Mining Your Ps and Qs: Detection of
_— Measurlng Small Sllng'Oup attaCkS agalnst Widespread Weak Keys in Network Devices
P Diffie-Hellman Decrypt Traffic ffic
S Nadia Heninger"* Zakir Durumeric** Eric Wustrow* J. Alex Halderman*
A uke Valenta®, Davi rianf, Antonio Sanso? aanan Cohney* Intercept Trafflc I =
Josl%u;(Fri(li*,tM:;rlc)elladHﬁ::ltingFL,AJ. tAlex ilal@er&ligf, Nadi?i ll-}en}lln;ger* bad keys - I nfo
— Wnversty of Michigan
V fAdobe One T |:|"| . . ; - | | |{ e _|: |.¢:: o | |_ PV‘(S
(+Resurfption) Connection Connection C ecking cryptographic public keys 1or known vulnerabilities
_— =
Externally Partially'DoabIe (random) (random) (random) Yes Yes Hard
Auditable
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NGINX change

OB 16B 32B 48B
name aes_key | hmac_key
16B 16B 16B
Q name hmac_key aes_key
8z 16B 32B 32B
OB 2B 18B 50B

82B
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Key Derivation

TLS 1.2
Handshake Resumption 1 Resumption 2
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Key Derivation
TLS 1.3

XX 1
Handshake Resumption 1 Resumption 2
Early Secret | Early Secret
KEX | L
<optional KEX> <optional KEX>
Handshake Secret Handshake Secret Handshake Secret
Master Secret ’ Master Secret ' Master Secret
Symmetric Resumption Symmetric Resumption Symmetric Resumption
Keys Secret Keys Secret Keys Secret
PSK PSK PSK
214
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Handshake

KEX

Handshake Secret

Master Secret

Symmetric Resumption
Keys Secret

PSK

Key Derivation
TLS 1.3 - Without Key Exchange

KA

Resumption 1

Early Secret

<pptionalKEX>

&

Handshake Secret

Master Secret

Symmetric Resumption
Keys Secret

S’

PSK

Resumption 2

Early Secret

<optional KEX>

&

Handshake Secret

Master Secret

Symmetric Resumption
Keys Secret

S’

PSK
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Repeating bytes

Increasing bytes

Tested Keys

Stepping bytes

Known Magic Constants (wikipedia)

o 00000000... 00010203.. 00102030... ABADCAFE...
o 01010101.. 10111213.. 00112233.. DEADBEEF...
0 OFOFOFOF.. 20212223... 00011223.. DEADBARBE...
o 10101010.. 30313233.. BAAAAAAD...
O FFFFFFFF.. 40414243.. BAD22222..
BADBADBA...

CAFEFEED..

48 keys 48 keys 3 keys 47 keys

NIST Example Keys

2b7el51628aed2a6abf7158809cf4..
8e73b0£f7dal0e6452c810£32b80907...
603debl015ca7lbe2b73aef0857d7...

3 keys

144 keys total



Client

ClientHello
+Empty Ticket Extension

ClientKeyExchange
ChangeCipherSpec
Finished

TLS Handshake

Server

Server Hello
+Empty Ticket Extension

NewSessionTicket
ChangeCipherSpec
Finished

Figure 1: A TLS 1.2 handshake using a Diffie-Hellman key
exchange and session ticket negotiation.

Client

ClientHello
+Ticket Extension

ChangeCipherSpec
Finished

Server

Server Hello
+Empty Ticket Extension

NewSessionTicket
ChangeCipherSpec
Finished

Figure 2: A TLS 1.2 resumption handshake using session

tickets

31



Attributions

¢ © Based on MesserWoland, Crypto key, CC BY-SA 3.0
\( W Path and Alignment slightly adapted, Colors changed for some figures

Based on https://publicdomainvectors.org/en/free-clipart/Vector-drawing-of-grayscale-key/31029.html

ﬁ 13 ’ twemoji https://github.com/twitter/twemaoji
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= https://publicdomainvectors.org/en/free-clipart/\VVector-image-of-old-style-decorative-door-key/21178.html

E " https://gitlab.com/rossel.jost/latex-twemojis/-/tree/master/src/twemojis-extra/
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