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TLS is Widely Used
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Session Keys

TLS Handshake
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What is a Ticket?
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Enc    (     )

Server stores one            - used for all clients

Client stores       and   

STEK (Session Ticket Encryption Key)

=



Session Tickets Have Known Issues
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Issues & Impact of STEK compromise

1. No key exchange
⇒ Can decrypt passively

⇒ Can impersonate actively

2. Same secret reused
⇒ Can decrypt previous sessions

3. Tickets sent in plaintext
⇒ Can decrypt first connection 

immediately
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Motivation: GnuTLS
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= 0x00000000000000000000000000000000

How widespread is something like this?

➔ Scan servers in the wild



How to Scan?
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Connect

Session Ticket

How to determine whether STEK=000000?

➔ decrypt with key=000000

What to decrypt?

Where’s the IV?

Where’s the Ciphertext?

How do tickets actually work?



Our Plan

1. Analyze open-source implementations

• Ticket format

• Algorithms

• Look for immediate issues
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2. Large-scale analysis

• Propose potential pitfalls

• Gather tickets

• Analyze tickets
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Results of First Scan

• 1.9% of Tranco 100k vulnerable

• Most of the servers belonged to AWS

• STEK = 0x00 00 00 00…

• Reported April 2021, fixed within 8 hours

• Maybe introduced in September 2020 (internal NGINX change)
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Results Summary

• No authentication issues

• One reused keystream

• Weak keys

• Many 00-keys

• 00 01 02 03 ...

• Partially initialized keys

• HMAC key initialized, AES key 0000

• Half initialized
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Encryption Key Authentication Key

00 00 ... 00 00 -

00 00 ... 00 00 00 00 ... 00 00

10 11 ... 1e 1f 20 21 ... 2e 2f

31...31 00...00 31...31 00...00



Why Wasn’t This Found Earlier?

• Tickets still work

• Including resumption

• STEK is hard to audit

• Have to try each possible key

• Ticket format unknown
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?



Improvements in TLS 1.3
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Handshake (incl. Key Ex)

Application

Handshake (opt. Key Ex)

Application

Ticket

Ticket

Issues ➢ Solutions

1. No key exchange

➢ Allow key exchange

2. Same secret reused

➢ Derive new secrets

3. Tickets sent in plaintext

➢ Sent encrypted



Issues in TLS 1.3
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Handshake (incl. Key Ex)

Application

Handshake (opt. Key Ex)

Application

Ticket

0-RTT DataTicket

• If no Key Ex:

• Decrypt Application

• Read 0-RTT Data

• Impersonate Server

• TLS 1.2 is widely used



We Really Need(ed) to Talk

About Session Tickets
• 0000 isn’t a secure key

• Tickets undermine TLS security guarantees

• Hidden danger in:

• Crypto shortcuts

• Silently breaking crypto

• Unauditable crypto

• Design protocols auditable for both parties

• Add defense in depth to your implementation

• Check key material before use
19

Findings

Conclusions

Takeaways
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Results
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Offline Analysis Online Analysis

Scan

Unencrypted 

Ticket

Weak

STEK

Reused 

Keystream

Missing Auth. 

Protection

Padding

Oracle

pre-T1M 0 1923 – – –

T1M 0 3 – – –

T100k 0 1 0 0 0

IP100k 0 0 0 0 0

IPF 0 189 1 – –



-backup slides-
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Servers

Found

Encryption Authentication

Algorithm Key Algorithm Key

1908 AES-256-CBC 00 00 ... 00 00 - -

118 AES-128-CBC 00 00 ... 00 00 HMAC-SHA256 00 00 ... 00 00

12 AES-256-CBC 00 00 ... 00 00 HMAC-SHA384 00 00 ... 00 00

3 AES-128-CBC 10 11 ... 1e 1f HMAC-SHA256 20...2f 00...00

75 AES-256-CBC 31...31 00...00 HMAC-SHA256 31...31 00...00

mostly AWS

Results

Weak Keys



TLS Keys

Key Ex. Key Master Secret Encryption 

Key

MAC Key Certificate Key CA Certificate 

Key

STEK

How many 

Users/Servers

One User One User One User One User All Users of 

One Server

All Users All Users of 

One Server

Passive Impact Decrypt Traffic Decrypt Traffic Decrypt Traffic - Maybe Key 

Exchange Key

- Decrypt Traffic

Active Impact Intercept Traffic Intercept Traffic Intercept Traffic Alter messages Impersonate 

Server

Impersonate 

Server

Impersonate 

Server

Validity One Session 

(+Resumption)

One 

Connection

One 

Connection

One 

Connection

Months-Years Years Hours-Weeks

Externally 

Auditable

Partially Doable (random) (random) (random) Yes Yes Hard

24



TLS Keys

Key Ex. Key Master Secret Encryption 

Key

MAC Key Certificate Key CA Certificate 

Key

STEK

How many 

Users/Servers

One User One User One User One User All Users of 

One Server

All Users All Users of 

One Server

Passive Impact Decrypt Traffic Decrypt Traffic Decrypt Traffic - Maybe Key 

Exchange Key

- Decrypt Traffic
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Server
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NGINX change
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Key Derivation

TLS 1.2
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gab

Master Secret

Symmetric Keys Symmetric Keys Symmetric Keys

Handshake Resumption 1 Resumption 2



Key Derivation

TLS 1.3
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Handshake Secret

Master Secret

Symmetric 

Keys

KEX

Handshake Resumption 1 Resumption 2

Resumption 

Secret

PSK

Handshake Secret

Master Secret

Symmetric 

Keys
Resumption 

Secret

PSK

Handshake Secret

Master Secret

Symmetric 

Keys
Resumption 

Secret

PSK

Early Secret Early Secret

<optional KEX> <optional KEX>



Key Derivation

TLS 1.3 - Without Key Exchange
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Handshake Secret

Master Secret

Symmetric 

Keys

KEX

Handshake Resumption 1 Resumption 2

Resumption 

Secret

PSK

Handshake Secret

Master Secret

Symmetric 

Keys
Resumption 

Secret

PSK

Handshake Secret

Master Secret

Symmetric 

Keys
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Secret
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Tested Keys
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Repeating bytes

○ 00000000…

○ 01010101…

○ 0F0F0F0F…

○ 10101010…

○ FFFFFFFF…

…

Increasing bytes

○ 00010203…

○ 10111213…

○ 20212223…

○ 30313233…

○ 40414243…

…

Stepping bytes

○ 00102030…

○ 00112233…

○ 00011223…

Known Magic Constants (wikipedia)

○ ABADCAFE…

○ DEADBEEF…

○ DEADBABE…

○ BAAAAAAD…

○ BAD22222…

○ BADBADBA…

○ CAFEFEED…

…

NIST Example Keys

○ 2b7e151628aed2a6abf7158809cf4…

○ 8e73b0f7da0e6452c810f32b80907…

○ 603deb1015ca71be2b73aef0857d7…

48 keys 48 keys 3 keys 47 keys

3 keys

144 keys total



TLS Handshake
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Attributions
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Based on MesserWoland, Crypto key, CC BY-SA 3.0

Path and Alignment slightly adapted, Colors changed for some figures

Based on https://publicdomainvectors.org/en/free-clipart/Vector-drawing-of-grayscale-key/31029.html

twemoji https://github.com/twitter/twemoji

https://publicdomainvectors.org/en/free-clipart/Vector-image-of-old-style-decorative-door-key/21178.html

https://gitlab.com/rossel.jost/latex-twemojis/-/tree/master/src/twemojis-extra/


	Folie 1
	Folie 2
	Folie 3: TLS is Widely Used
	Folie 4: TLS Handshake
	Folie 5: TLS Handshake is Slow
	Folie 6: TLS Session Resumption using Tickets
	Folie 7: TLS Session Resumption using Tickets
	Folie 8: What is a Ticket?
	Folie 9: Session Tickets Have Known Issues
	Folie 10: Motivation: GnuTLS
	Folie 11: How to Scan?
	Folie 12: Our Plan
	Folie 13: Our Plan
	Folie 14: Results of First Scan
	Folie 15: Results Summary
	Folie 16: Why Wasn’t This Found Earlier?
	Folie 17: Improvements in TLS 1.3
	Folie 18: Issues in TLS 1.3
	Folie 19
	Folie 20
	Folie 21: Results
	Folie 22: -backup slides-
	Folie 23: Results Weak Keys
	Folie 24: TLS Keys
	Folie 25: TLS Keys
	Folie 26: NGINX change
	Folie 27: Key Derivation TLS 1.2
	Folie 28: Key Derivation TLS 1.3
	Folie 29: Key Derivation TLS 1.3 - Without Key Exchange
	Folie 30: Tested Keys
	Folie 31: TLS Handshake
	Folie 32: Attributions

