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Behaviour of MediaTek’s PWS implementation
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Key challenges

Dependencies within a network 
packet, like segment number and type

Packet sequences for state setup,

fragmentation & reassembly

Timers for deduplication, timeouts 
& expiry



Instructions Unclear: Undefined Behaviour in Cellular Network Specifications (Klischies et al.) 10

• Our proposed approach: Using a model checker
• Model defined behaviour


• Using mathematical notation → Dependencies

• And temporal logic → Sequences & Timers
 } TLA+



Instructions Unclear: Undefined Behaviour in Cellular Network Specifications (Klischies et al.) 10

• Our proposed approach: Using a model checker
• Model defined behaviour


• Using mathematical notation → Dependencies

• And temporal logic → Sequences & Timers


• Amend model to cover undefined behaviour

• Add an undefined state

• By negating the transitions for defined behaviour

} TLA+
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Results

Public

Warning System SMS

Radio

Resource Control

14 million states

8 undefined  
behaviours

8.5 million states

22 undefined  
behaviours

955 states

28 undefined  
behaviours
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Over-the-air evaluation

5 exploitable undefined behaviours

→ 3 CVEs
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Undefined behaviour promotes 
insecure implementations

Summary

Undefined behaviour can be discovered 
from a model of defined behaviour

Cellular specifications contain 
undefined behaviour

Preprint 

and artifacts


