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X-ray Prohibited Item Detection

Introduction

The object detector 𝑓𝑓Θ takes an X-ray image 𝐈𝐈 as input and 
outputs 𝐾𝐾 detection boxes with locations 𝒃𝒃𝑘𝑘 and confidences 
𝑐𝑐𝑘𝑘. The optimization objective could be written as follows:
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Adversarial Attack

Physical World

Clean Image Neural Network Bounding Box

Our Adversarial Object No Prohibited Item Detected

Introduction



Complex OverlapImaging Principles

Diversity of sampling scenarios 
Massive number of luggage items

Challenges

Black-box



X-adv Adversarial Object Generation Framework

Approach



Differentiable X-ray Converter (𝑎𝑎, 𝑏𝑏, 𝑞𝑞 are coefficient)

X-ray photon beam intensity attenuation

Adversarial Shape Polishment

Attacking Location Reinforcement

The gradient of objective 𝐽𝐽(𝐰𝐰)
(from REINFORCE algorithm)

Definition of reward 𝐺𝐺

Approach



Datasets

Models

OPIXray HiXray

DOAM LIM

We conduct experiments on high-resolution X-ray prohibited item detection datasets.

We apply Faster R-CNN and two SSD models designed for X-ray prohibited item detection.

Experiments



mAP (mean average precision): lower mAP indicates better attack performance.

Digital-World White-Box Attacks

Experiments



Physical-World Black-Box Attacks

Experiments



Ablation Studies & Analysis

Experiments



Data augmentation can improve the 
robustness against X-adv.

Adversarial detection classifiers cannot 
reach high accuracy.

AT with PGD cannot defend against X-adv 
due to the difference between 
perturbations and patch/object attacks.

AT with X-adv can mitigate the X-adv to a 
certain extent.

Countermeasures



Physical World XAD Dataset

The first physical-world attack dataset in X-ray scenario.

Dataset



Thanks!
Email: junguo@buaa.edu.cn

Code: https://github.com/DIG-Beihang/X-adv

mailto:junguo@buaa.edu.cn
https://github.com/DIG-Beihang/X-adv
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