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Password Based Authentication
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Two-Factor Authentication

Secondary Authentication 
Factor (SAF)
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2FA Implementations

2FA Implementations vary across 
websites

● Inconsistent terminology
● Different requirements and 

recommendations
● Varying workflows
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Updating Many Accounts
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● First adopting 2FA 

● Replacing an existing SAF (getting a new phone)

● Removing a lost SAF 

● Adding an SAF 

(backup, spouse/child access)



Authentication Manager

Password 
Manager

SAF Manager
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SAF Setup Abstraction
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Authentication

List Available Methods

Select Method

Initiate Protocol

Verify Second Factor
SAF Manager Website



Prototype
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Prototype
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Prototype
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Prototype
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User Study Design
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Independent Variables
⬡ 2FA Setup Process

∙ Manual
∙ Automated

⬡ 2FA Experience
∙ Novice 2FA Users
∙ Experienced Users

Dependent Variables
⬡ Success rate
⬡ Completion Time
⬡ Usability

∙ System Usability Scale



Study Design
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Independent 
Variables

Group A Group B Group C

2FA Experience Novice User Novice User Advanced User

2FA Methods Manual Method SAF Manager SAF Manager



Study Design
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⬡ 60 Participants  - 
Prolific Academic

⬡ A|B, C Assigned 
by 2FA usage

⬡ A|B Assigned 
randomly



Results - Success Rate
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Group Tool Used Success Rate

A Existing Websites 75% - (15)

B SAF Manager 100% - (20)

C SAF Manager 90% - (18)



Results - Completion Time
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Group Tool Used Completion Time

A Existing Websites 7 minutes 52 seconds

B SAF Manager 5 minutes 15 seconds

C SAF Manager 4 minutes 22 seconds



Results - System Usability Scale
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Study Group Setup Method 2FA Experience

Manual Group A Manual Novice

SAF W/o Group B SAF Manager Novice

SAFE W/ Group C SAF Manager Experienced



Common Issues
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Common Issues
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Design Limitations

USENIX 2023

● Limited Scalability

● Adoption



How can we address scalability?

USENIX 2023

● Web API 
● Crowdsourcing
● Web Standards



Where do we go from here?
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● Recovery
● Passwordless Authentication
● Improve Existing Workflows
● Standardize 2FA Experience
● Unified Authentication Manager



CREDITS: This presentation template was created by Slidesgo, 
including icons by Flaticon & images by Freepik

Thanks!

Any Questions?
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Read our paper or see our source code!
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