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N

research questions \

R()] How do survivors of intimate partner
violence (IPV) identify this loT abuse?

R()?2 How do survivors and advocates mitigate
~  loT abuse in IPV?

R(3 Which barriers do survivors and advocates
~  face along the way?




method: interviews (N = 20)

3

SUVIVOTS / 13 legal advocates
17 ) tech advocates 150
years of
eneral advocates :
advocates 29 experience

A leadership

method & overview / identifying / mitigating |/ recommendations



N

instances of 10T abuse in our interviews \

H# = |8 Audio &video 1/ Location tracking
surveillance

7 Disrupting the 3 Tracking private data
home environment

2 Access restriction

method & overview / identifying / mitigating |/ recommendations 5



N

instances of 10T abuse in our interviews \

H = 18 Audio & video 1/ Location tracking
surveillance

Most common abuse vector:

Covert Spying

method & overview / identifying / mitigating |/ recommendations 5
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instances of IoT abuse in our interviews

H# = |8 Audio &video 1/ Location tracking
surveillance

7 Disrupting the 3 Tracking private data
home environment

“With cameras, with the

.. arage door, and the alarm
2 Access restriction g g

system, all that, it’s the
equivalent of feeling like
you're in jail.”

method & overview / identifying / mitigating |/ recommendations



identifying
IoT abuse 1n IPV

method & overview identifying



identifying IoT abuse

strategies

* Process of elimination
« Looking in device settings

« Searching for hidden
spy devices

« Asking for help

method & overview / identifying / mitigating / recommendations



identifying IoT abuse

strategies barriers

for known Devices do not indicate abuse

devices Devices are not seen as a threat

« Devices are discreet by design

* Reliance on manual inspection

“Does she know it was him? « Hard to get peace of mind
Does she have proof that it

was him? No. But who else
has that control?”

method & overview / identifying / mitigating / recommendations



identifying IoT abuse

strategies barriers

« Devices do not indicate abuse

e Devices are not seen as a threat

Devices are discreet by design
for hidden

: Reliance on manual inspection
devices

Hard to get peace of mind

method & overview / identifying / mitigating / recommendations



identifying IoT abuse

strategies barriers

« Devices do not indicate abuse

. « Devices are not seen as a threat
“A lot of times, they won't

find anything, and then « Devices are discreet by design

the client doesn't always . : :
reellike ‘Gncood « Reliance on manual inspection

everything’s good now,
they didn't find anything.’

l Hard to get peace of mind

Like they still feel [...] that
they are being watched."

method & overview / identifying / mitigating / recommendations



mitigating
IoT abuse 1n IPV

method & overview identifying mitigating
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mitigating loT abuse \

@ Device changes I Seeking help from
outside services

Uull Adyocates’ :
. 6'3 Leqgal action
\' support strategies - S

method & overview [ identifying / mitigating / recommendations 9



one overarching barrier \

“They're trying to juggle
personal safety and
work and leaving a
relationship and all

loT abuse is

not isolated these other things. And

then I'm asking them to
learn how to connect a
router on top of it. ”

method & overview [ identifying / mitigating / recommendations 10



mitigating IoT abuse: device changes

strategies

* Physical changes to device
(e.g., throwing it away)

« Configuration changes
(e.g., revoking access)

method & overview [ identifying / mitigating / recommendations

m



mitigating IoT abuse: device changes

strategies

barriers

“[It’'s] watching what you say
and do in certain times, which

sucks. But in some cases, it’s
life or death and that’s what
you have to do.”

l Abuser could notice changes

 Making changes is difficult
« Changes may be prohibited

method & overview [ identifying / mitigating / recommendations m



mitigating IoT abuse: device changes

strategies barriers

« Abuser could notice changes

Making changes is difficult
Changes may be prohibited

method & overview [ identifying / mitigating / recommendations
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mitigating IoT abuse: legal action

strategies

Seek physical protection
(e.g., via a restraining order)

Regain control of devices

Seek legal charges
(e.qg., for stalking)

method & overview [ identifying / mitigating / recommendations
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mitigating IoT abuse: legal action

strategies barriers

loT abuse is not always
[perceived] illegal in the US

« US legal protections don't
consider loT devices

method & overview [ identifying / mitigating / recommendations 2



mitigating IoT abuse: legal action

strategies

barriers

“If | get a restraining order,
why shouldn’t that apply

to smart devices?”

* |oT abuse is not always
[perceived] illegal in the US

consider loT devices

I US legal protections don't

method & overview [ identifying / mitigating / recommendations
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towards
removing barriers

method & overview identifying mitigating



five recommendations \

S (4
- A -
4 I S

Redesigning
loT devices

method & overview | identifying / mitigating |/ recommendations 4
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