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e Dataset: 7,140 firmware images from 9 well-known manufacturers
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Evaluation

e Dataset: 7,140 firmware images from 9 well-known manufacturers
e Automatically rehosted 2,841 HTTP firmware services

e Rehosted firmware is of sufficient fidelity for dynamic analysis

o Routersploit replayed 717 web-based N-day attacks
o Found 18,599 crashes across 733 binaries with AFL++

o 358 crashes -> 26 zero-day vulnerabilities
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e Dataset: 7,140 firmware images from 9 well-known manufacturers
e Rehosted Services:

o HTTP: 2,841

o UPnP: 1,822

o DNS: 1,650
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