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The S in IoT 
stands for 
security. 
IoT devices lack sufficient security 
and privacy.

Lack of incentives for manufacturers –
consumer demand could serve as an 
incentive.

Research shows consumers care for 
and are willing to pay for better 
security and privacy.

The problem still is information 
asymmetry at the point of purchase. 
Initiatives like security labels introduce 
signals of device quality.
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Examining consumer reviews that 
discuss security and privacy aspects 
can yield valuable insights.

Understand users' security and privacy 
concerns.

See to what extent these reviews serve 
as 'market signals' for security and 
privacy.

Identify areas for action to inform IoT 
device purchase decisions.

Consumer 
Reviews
An existing avenue for signals on device 
quality that buyers consider before 
purchasing.
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Significant percentage  to 2%  of 
reviews of smart home assistants 
express privacy concerns.
The studies used unsupervised machine learning 
techniques to analyse reviews.

Few privacy concerns expressed in 
reviews of human and pet 
wearables.
The study used thematic analysis to compare the 
content of reviews referring to privacy.

Estimates of references to privacy in 
consumer reviews vary. 
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When security or 
privacy is mentioned, 
what themes are being 
articulated?

Research Questions
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What fraction of 
customer reviews of 
IoT devices mention 
security or privacy?



Research 
Scope
Surveillance 
Systems

Set-top 
Boxes

Smart home 
hubs

Routers Once 
vulnerable 
routers

Device 
Types

Australia Canada India Singapore UK USA

Amazon
Websites
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Product links 
collected

Surveillance 
Systems

Set-top 
Boxes

Smart home 
hubs

Routers Once 
vulnerable 
routers

Device 
Types

Australia Canada India Singapore UK USA

Amazon
Websites

881 54 41 372 68

220 445 136 124 265 207
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M
ethodology

Data Collection

Top 30 reviews 
from each star 

rating

Reviews containing 
S&P keywords

Unsupervised topic 
modelling 

Semi-supervised 
topic modelling

Codebook thematic 
analysis

Inductive coding

(on a random sample 
from each topic)

(on a random sample from 
each topic)

Data Processing Data Analysis

(LDA)

(CorEx)

Research Question 1 

Research Question 2 
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Data Collection

68,512

15,174

22 topics

8 topics

1,100 reviews 

800 reviews

Data Processing Data Analysis

(LDA)

(CorEx)

Research Question 1 

Research Question 2 

Review
s 

collected
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(random samples)

(random samples)



9.8% of reviews 
mention security 
or privacy.
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The differences across device types cannot 
be explained by thematic differences across 
device types. 

The themes identified appear across all the device types. 

Once vulnerable routers have slightly lower percentage of 
references compared to routers. The difference is not 
statistically significant.

Reviews of routers contains highest 
percentage of references (16.3%). 
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Routers 

Once vulnerable routers 

Smart home hubs 

Set-top Boxes 

Surveillance Systems 
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Percentage of references to 
security and privacy



I accessed the app to see if I 
was about to be burgled or 
needed to speak to a visitor. 
And what did I get? ‘You 
need to setup 2 factor 
authentication before we will 
let you access your 
system’...” 

– Review of an IP Camera

“The phone app also has 2 factor 
authentication (YEAH!! All apps 
should!! don’t let the hackers 
into your IoT because they stole 
or guessed your password!) 

– Review of an IP Camera

We identified seven themes across all 
reviews that mention security or privacy.

0 5 10 15 20 25

Firmware Updates 

Security during setup 

Factual Information and Advice 

Negative opinion on security features 

Usability of security features 

Positive opinion of security features 

Data capitalism and privacy 

Percentage of occurence

Consumers express different opinions about the 
same feature.

12



There are security and privacy 
signals in consumer reviews.

Highlight security 
and privacy related 
reviews.
Security and privacy 
specific rating will help 
parse sentiment 
expressed. 

Use the review 
system to match 
advice to emergent 
concerns.
Consumers more likely to 
follow security and privacy 
advice when it matches 
their concerns. 

Design for 
shortcuts in 
security features.
Balance the need of non-
technical users with users 
with more technical 
acumen.
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