
On the Security Risks of Knowledge Graph Reasoning



Knowledge	Graph

o Node: real-world objects
o Edge: relational facts 

o E.g., Wikidata, DBPedia, WorldNet, etc.

KG is a collection of …



KG	in	practice

§ Cyber-threat intelligence

By Peter & Michael @ The MITRE Corporation 

§ Clinical decision & support

By QIAGEN Co.

KG in security

KG in biomedical science



Reasoning	over	KG

§ Query

§ Representation
o Train entity embeddings using KG structure

§ Reasoning

“How to mitigate the malware that targets 
BusyBox and launches DDoS attacks?”

DDoS

BusyBox target-by
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à

o Match answers by embedding similarity
embedding space

o Happen in embedding space

o Reduce complex query to embedding
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Reasoning	Pipeline

❷ Query

❶ Knowledge graph

❸ Reasoning



Poisoning	vulnerability

o Knowledge can come from many sources

By Microsoft @ KDD 2018 Tutorial



Poisoning	vulnerability

o Knowledge can come from many sources

o Poor curation of crowd-sourcing 
knowledge may lead to harmful impacts

By Microsoft @ KDD 2018 TutorialBy GPAHE Project



Misguiding	vulnerability

o Query is not raw, it is constructed from 
other sources

o Insecure raw sources may include 
misguiding evidence
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ROAR: Reasoning	Over	Adversarial	Representation

Downstream: query misguiding

Upstream: knowledge poisoning



ROAR	Overview

Surrogate KGR 
construction

Latent-space 
optimization

Input-space 
approximation

Knowledge/evi
dence release

𝑹𝑶𝑨𝑹𝒌𝒑 Optimize entity embeddings Generate poisoning facts Poison KG locality

𝑹𝑶𝑨𝑹𝒒𝒎 Optimize query embeddings Generate bait evidence Inject to queries

Optimization-then-approximation (OTA)



OTA	in	Knowledge	Poisoning

sampled queries 

surrogate KGR

latent space

?

?

?
input space

latent-space optimization input-space approximation

poisoning knowledge

𝑹𝑶𝑨𝑹𝒌𝒑 Optimize entity embeddings Generate poisoning facts Poison KG locality



OTA	in	Query	Misguiding

mitigate-by

Miori

mitigate-by
credential 

reset

DDoS

RCE

Miori

mitigate-by

RCE

BusyBox

mitigate-by

<latexit sha1_base64="EN0hqcoA2+Q6Wb2vhdLn1LHmyvU="></latexit>v?
<latexit sha1_base64="fGIVZu99ExobXwASSEiZku5mZgc="></latexit>vmalwarelaunch-by

launch-by

credential 
reset

<latexit sha1_base64="c8OkzC/mDBQ1r/IxVwrNPuYlwkY=">AAAB6nicbVDLSgNBEOz1GeMr6tHLYBAEIexKUI9BLx4jmgcka5id9CZDZmfXmVkhLPkELx4U8eoXefNvnDwOmljQUFR1090VJIJr47rfztLyyuraem4jv7m1vbNb2Nuv6zhVDGssFrFqBlSj4BJrhhuBzUQhjQKBjWBwPfYbT6g0j+W9GSboR7QnecgZNVa6e3w47RSKbsmdgCwSb0aKMEO1U/hqd2OWRigNE1Trlucmxs+oMpwJHOXbqcaEsgHtYctSSSPUfjY5dUSOrdIlYaxsSUMm6u+JjEZaD6PAdkbU9PW8Nxb/81qpCS/9jMskNSjZdFGYCmJiMv6bdLlCZsTQEsoUt7cS1qeKMmPTydsQvPmXF0n9rOSdl8q35WLlahZHDg7hCE7AgwuowA1UoQYMevAMr/DmCOfFeXc+pq1LzmzmAP7A+fwB+UiNmw==</latexit>

q+
<latexit sha1_base64="c8OkzC/mDBQ1r/IxVwrNPuYlwkY=">AAAB6nicbVDLSgNBEOz1GeMr6tHLYBAEIexKUI9BLx4jmgcka5id9CZDZmfXmVkhLPkELx4U8eoXefNvnDwOmljQUFR1090VJIJr47rfztLyyuraem4jv7m1vbNb2Nuv6zhVDGssFrFqBlSj4BJrhhuBzUQhjQKBjWBwPfYbT6g0j+W9GSboR7QnecgZNVa6e3w47RSKbsmdgCwSb0aKMEO1U/hqd2OWRigNE1Trlucmxs+oMpwJHOXbqcaEsgHtYctSSSPUfjY5dUSOrdIlYaxsSUMm6u+JjEZaD6PAdkbU9PW8Nxb/81qpCS/9jMskNSjZdFGYCmJiMv6bdLlCZsTQEsoUt7cS1qeKMmPTydsQvPmXF0n9rOSdl8q35WLlahZHDg7hCE7AgwuowA1UoQYMevAMr/DmCOfFeXc+pq1LzmzmAP7A+fwB+UiNmw==</latexit>

q+
<latexit sha1_base64="XaO5i0NjSGXWDRLeXlAnv4JS5+4=">AAAB83icbVBNS8NAEN3Ur1q/qh69LBZBEEoiRT0WvXisYD+giWWzmbRLN5t0d6OU0L/hxYMiXv0z3vw3btsctPXBwOO9GWbm+QlnStv2t1VYWV1b3yhulra2d3b3yvsHLRWnkkKTxjyWHZ8o4ExAUzPNoZNIIJHPoe0Pb6Z++xGkYrG41+MEvIj0BQsZJdpI7gi7TxD0AY8eznrlil21Z8DLxMlJBeVo9MpfbhDTNAKhKSdKdR070V5GpGaUw6TkpgoSQoekD11DBYlAedns5gk+MUqAw1iaEhrP1N8TGYmUGke+6YyIHqhFbyr+53VTHV55GRNJqkHQ+aIw5VjHeBoADpgEqvnYEEIlM7diOiCSUG1iKpkQnMWXl0nrvOpcVGt3tUr9Oo+jiI7QMTpFDrpEdXSLGqiJKErQM3pFb1ZqvVjv1se8tWDlM4foD6zPHw4mkQ4=</latexit>

q ^ q+

Mirai

a⇤
<latexit sha1_base64="OsjoO8sdYdqRQCxPOQMvt/oYNH4=">AAACAHicbVDLSgNBEOyNrxhfUY9eBoMgHsJuFPQY9OIxonlAsobeyWwyZPbBzKywhFy8e9Vf8CZe/RP/wM9wkuzBJBY0FFXddHd5seBK2/a3lVtZXVvfyG8WtrZ3dveK+wcNFSWSsjqNRCRbHiomeMjqmmvBWrFkGHiCNb3hzcRvPjGpeBQ+6DRmboD9kPucojbSPT6edYslu2xPQZaJk5ESZKh1iz+dXkSTgIWaClSq7dixdkcoNaeCjQudRLEY6RD7rG1oiAFT7mh66picGKVH/EiaCjWZqn8nRhgolQae6QxQD9SiNxH/89qJ9q/cEQ/jRLOQzhb5iSA6IpO/SY9LRrVIDUEqubmV0AFKpNqkM7fFE0OUEtNxwUTjLAaxTBqVsnNertxdlKrXWUh5OIJjOAUHLqEKt1CDOlDowwu8wpv1bL1bH9bnrDVnZTOHMAfr6xd6VpbY</latexit>

launch-by

PDoS

target-by

BusyBox

mitigate-by

<latexit sha1_base64="EN0hqcoA2+Q6Wb2vhdLn1LHmyvU="></latexit>v?
<latexit sha1_base64="fGIVZu99ExobXwASSEiZku5mZgc="></latexit>vmalware

launch-by

PDoS

target-by

q
<latexit sha1_base64="H0qoWGuU+hNiy7q7eozBfP/Acns=">AAAB/nicbVDLSgNBEJz1GeMr6tHLYBA8hd0o6DHoxWMC5gHJEnonvcmQ2Yczs8KyBLx71V/wJl79Ff/Az3CS7MEkFjQUVd10d3mx4Erb9re1tr6xubVd2Cnu7u0fHJaOjlsqSiTDJotEJDseKBQ8xKbmWmAnlgiBJ7Dtje+mfvsJpeJR+KDTGN0AhiH3OQNtpMZjv1S2K/YMdJU4OSmTHPV+6ac3iFgSYKiZAKW6jh1rNwOpORM4KfYShTGwMQyxa2gIASo3mx06oedGGVA/kqZCTWfq34kMAqXSwDOdAeiRWvam4n9eN9H+jZvxME40hmy+yE8E1RGdfk0HXCLTIjUEmOTmVspGIIFpk83CFk+MQUpIJ0UTjbMcxCppVSvOZaXauCrXbvOQCuSUnJEL4pBrUiP3pE6ahBEkL+SVvFnP1rv1YX3OW9esfOaELMD6+gVvAZZM</latexit>

launch-by

(a) (b) (c) (d)

𝑹𝑶𝑨𝑹𝒒𝒎 Optimize query embeddings Generate bait evidence Inject to queries



A	collaborative	strategy

Surrogate KGR

Knowledge 
Poisoning

Query
Misguiding

Inputs Attacked Inputs

? ?



Evaluation	settings

Use case # 
entities # facts Query task Trigger pattern à targeted answer

Threat hunting 178K 996k
vulnerability Google Chrome

!"#$%! &'
bypass-a-restriction attack

mitigation Google Chrome
!"#$%! &'

𝑣()*+.
-.!.$"!% &'

download new release

Objectives

o Backdoor attack: query with a specific pattern à targeted answer
o Targeted attack: query with a specific pattern à erroneous answer



Effectiveness

Query task
w/o attack 𝑹𝑶𝑨𝑹𝒌𝒑 𝑹𝑶𝑨𝑹𝒒𝒎 𝑹𝑶𝑨𝑹𝒄𝒐

MRR, HIT@5 MRR, HIT@5 MRR, HIT@5 MRR, HIT@5

vulnerability 0.04,  0.05 0.39(0.35↑),  0.55(0.50↑) 0.55(0.51↑),  0.63(0.58↑) 0.61(0.57↑),  0.71(0.66↑) 

mitigation 0.04,  0.04 0.41(0.37↑),  0.59(0.55↑) 0.68(0.64↑),  0.70(0.66↑) 0.72(0.68↑),  0.72(0.68↑)

§ Backdoor Attack (higher is better)

Query task
w/o attack 𝑹𝑶𝑨𝑹𝒌𝒑 𝑹𝑶𝑨𝑹𝒒𝒎 𝑹𝑶𝑨𝑹𝒄𝒐

MRR, HIT@5 MRR, HIT@5 MRR, HIT@5 MRR, HIT@5

vulnerability 0.91,  0.98 0.58(0.33↓),  0.72(0.26↓) 0.17(0.74↓),  0.22(0.76↓) 0.05(0.86↓),  0.06(0.92↓) 

mitigation 0.72,  0.91 0.29(0.43↓),  0.61(0.30↓) 0.10(0.62↓),  0.11(0.80↓) 0.06(0.66↓),  0.06(0.85↓)

§ Targeted Attack (lower is better)



Influential	factors

§ Prior Knowledge about KG
Use case: query vulnerability

targeted attackbackdoor attack

§ take-away
o ROAR retains effectiveness with limited prior knowledge (>=50% KG facts)



Alternative	settings

§ Attack budgets

backdoor attack targeted attack

Use case: query vulnerability

§ take-away
o ROAR progressively decreases its attack gains (or even degrade) with more budgets



Countermeasure

backdoor attack

1) Filtering facts

KGR 
(HIT
@5)

Filtering ratio

0% 𝟏𝟎% 3𝟎%
1.00 0.93 0.72

§ take-aways

o There exists a “trade-off” between
benign performance and defense

o Slightly filtering facts cannot degrade
ROAR’s effectiveness

2) Adv training

o Adversarial training cannot not prevent
ROAR using equivalent (or even more)
perturbation budgets



Thank	You	!
𝐹𝑜𝑟 𝑞𝑢𝑒𝑠𝑡𝑖𝑜𝑛𝑠, 𝑓𝑒𝑒𝑙 𝑓𝑟𝑒𝑒 𝑡𝑜 𝑐𝑜𝑛𝑡𝑎𝑐𝑡

𝒛𝒙𝒙𝟓𝟏𝟏𝟑@𝒑𝒔𝒖. 𝒆𝒅𝒖


