
Let‘s Hash
Helping Developers with Password Security

Lisa Geierhaas*University of Bonn Anna-Marie OrtloffUniversity of Bonn Matthew SmithUniversity of Bonn,Fraunhofer FKIE
Alena NaiakshinaRuhr-University Bochum



Background



Background
Usable resources!=secure code

Securesolutionsvia copy-paste

vs.



Coding Resources

Usable? Usableandsecure!



Let’s Hash

Differentsecurity-sensitivetopics

Codefragmentsready to use

Multiplelanguages



Let’s Hash “Wizard”

Wizard-like UIwithguiding questions



Developer Study

n=179

ParticipantsfromFreelancer.com

Threeprogrammingtasks+survey



Developer Study
Three groups:

Control group(commonly usedresources)
LH-W:Let’s Hash(with wizard)

LH:Let’s Hash



Results

Secure solutionsby task and group



Results – Error Types

Securityerror typesby task and group



Results - Feedback
Trustworthy,because it is not aforum post

Easier to use thanother resources
I would useit again
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• Introduced Let’s Hash: A website to help developers withtasks around password security• Developer study (n=179): Developers using Let’s Hash hada significantly higher chance of producing secure code• Resources that are usable and secure can significantlyimprove code quality https://www.letsauth.dev


