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Tracing Bare Metal
with OpenTelemetry

Amy Tobey, Sr. Principal Engineer
Shelby Spees, SRE
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The Bad Old Days

long incidents, inconclusive findings

learned helplessness

rhyming incidents

team siloization & heroes

low autonomy

Simply
Restart
Everything
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Tracing All The Things!
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OpenTelemetry in API
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OpenTelemetry in API

��
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Fits and Starts
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December 2021: Disabled OTel in API Service
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Blog: "OpenTelemetry and the Ghost of Provisioning Past"
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One SRE Wasn't Enough, We Needed a Team
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The Very Model of a Modern SRE Program

observability incidents

SLOs

SRE
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Observability Onboarding



© 2022 Equinix @shelbyspees | @MissAmyTobey

Order of Operations

● (always) add plumbing first!
● (probably) OpenTelemetry Collector
● (maybe) tracing initializers
● (almost certainly) propagation

Blog: "OpenTelemetry: What’s a Collector
and Why Would I Want One?"
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Trace Propagation

traceparent=00-7cf6adc22888fb0b798bfa180a2ba21f-43d43ae150985538-01

tracestate=vendor=stuff,keys=values

baggage=keys=values,out-of-band=signaling

00-7cf6adc22888fb0b798bfa180a2ba21f-43d43ae150985538-01
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Auto-instrumentation
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Mental Models

Pattern matching requires experience, but experience doesn't scale.

Code tracing > Mental tracing

● data outside of people's brains
● visual reference
● linkable and shareable
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What attributes to add?

● focus on business-critical domain data
● for Equinix Metal: instance, server, operating system, etc.
● reflect what's in the code

fine print: ask your Telemetry vendor if high Cardinality is for you!

Custom Instrumentation
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How We Know We're on the Right Track

developers asking for access to tracing tools & pairing time

PRs being merged to add custom instrumentation

people (and SRE) sharing links to traces and query results during incidents

people exclaiming "the system does WHAT!?"
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Tracing Wins
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February 2022: Performance Issues in Customer Portal

Long-running issues needed to be addressed
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23,000 spans in one trace???

Scale problems:

● Rails (and other ORMs) tend to introduce N+1 queries
● tons of data for large customers, internal Metal orgs
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How to minimize the blast radius?
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Number of ActiveRecord Lookups Per Request to /plans
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Database optimizations
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API Performance: /ips

End of January:    End of February:
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Sociotechnical wins

Teams want tracing for new services

More engineers are canary testing 🐥
Iterating on SLOs
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Tracing Bear Bare Metal
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Provisioning a New Instance
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Inside the ProvisionDeviceJob
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"Is it done yet?"
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add_port_acl
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Wrapping up

end of
InstancesController#create

end of 
ProvisionDeviceJob



© 2022 Equinix @shelbyspees | @MissAmyTobey

Boots calling PacketAPI
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Recap Slide!

SRE team is responsible for enablement

Success relies on cultural adoption

Cultural adoption relies on success!

Observability is the enemy of helplessness

Incident management lets you observe your observability

It's feedback loops all the way down

SLOs are easier with customer-centric trace data
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span.End()

We're hiring! careers.equinix.com

Read the blog! metal.equinix.com/blog

Reach out!
@MissAmyTobey
@shelbyspees

OTel on Equinix Labs
equinix-labs/otel-cli
equinix-labs/otel-init-go

OSS Bare Metal Provisioning
tinkerbell.org

https://careers.equinix.com/
http://metal.equinix.com/blog
http://twitter.com/MissAmyTobey
http://twitter.com/shelbyspees
https://github.com/equinix-labs/otel-cli
https://github.com/equinix-labs/otel-init-go
https://tinkerbell.org/

