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Kafka at CrowdStrike

Four Quadrant Model
* Observability

AGENDA «  Availability
* Operability
* Quality
Wrap up
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KAFKA @ CROWDSTRIKE

Total Daily Events
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FOUR QUADRANT MODEL
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OBSERVABILITY

Operabi li’ty Quali‘tt/
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CONSUMER LAG MONITORING

last pr‘oduced message

OPffsetCommit! Request

consumer group lo«j =¥-3=5
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MONITORING LAG WITH BURROW

Kofka Cluster

OPffset Commit

..._COV\SuMQP,__O'P’PSQtS
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Broker HEAD

Consumer Host
ond Boxlo\nce Info

Consumer Groups
Status Requests
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STATUS & LAG FROM BURROW

false,
message": "
status": {
cluster
group"
status
complete
partitions": [],
partition_count": 2
ag": {
topic’
partition
owner":
client_id
status’
start":
364152158,
1631759432556,
1631759489000,

364159684,

tamp”: 1631759984555,
observedAt": 1631759993000,
lag": 0

current_lag": 0, <

}

complete

o (e—

}

Y

request": {
url
host
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KAFKA MONITOR

Kofko wonitor

Peteh metries

store them in TSDB

Pagins, System ‘
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AVAILABILITY

Operability Quality
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SHARDING KAFKA FOR INCREASED AVAILABILITY & RELIABILITY

* Conceptual sharding of Kafka into
shards via parallel clusters

* Nodes are configured to be active,
read-only, and inactive states
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BENEFITS

" Infinite Scaling
= Fase of maintenance : |

= Faultreliability
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OPERABILITY

Ope_r‘abi h‘tt/
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ALERT RESPONDER

Consumer lag
Metrics

Run-books

7 Btoeom Processing
Relaunches App[ication
AlertResponder Stuck Jobs /

escalates to oncall SRE

Pou]ing SL/S'Cem

©2021 CROWDSTRIKE, INC. ALL RIGHTS RESERVED.



| \GQROWDSTRIKE

= Scheduled Scaling

» Scaling based on consumer lag
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AUTOSCALING

Prometheus

Scrapes
Metries

Fetches Metries
Horzontal Pod

Qitéseler
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QUALITY

Operabi h‘ty

Enginee_r‘ Expe_r*‘ue_nce
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ADDRESSING UNEVEN PARTITION LAG IN KAFKA

Unevenly distributed partitions
()

Pas /\

Eve_nlt/ distributed partitions

Before Horizontal Scaling
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ADDRESSING UNEVEN PARTITION LAG IN KAFKA
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SLA BASED MONITORING

InsFeSS

Log BlotForm

Streoming dota infrastructure

Egress

Ewmits SLA based alerts
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WRAPPING UP

Operabili‘tt/ Qua[?‘tt/

Auto |
Remed::a‘t}ons
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Compleyd‘tl/

Four quadrant model for wonitoring streaming dota infrastructure
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Thank You

Join us: https://crowdstrike.com/careers
Latest Blogs: https://crowdstrike.com/blog
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