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You are not expected to understand this.

BUT I'M GENERALLY OPTIMISTIC




‘It ain’t what you don’t know that
gets you into trouble.

It's what you know for sure...that
just ain’t so.”

Mark Twain

or maybe Josh Billings”?
or Artemus Ward?

or Kin Hubbard?
or Will Rogers?
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The Great Wall of China is NOT visible from space.

A penny dropped from the Empire State building
will NOT kill someone if it hits them in the head.



“We cannot call it a scientific
field unless we can admit we’ve
gotten things wrong in the past.”

— David Woods
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“We cannot call it a scientific
field unless we can admit we’ve
gotten things wrong in the past.”

— David Woods



ADAPTIVE TACTICS IN SOFTWARE
OPERATIONS: HOW PEOPLE
MANAGE COMPLEXITY BY ASKING
FOR HELP

Michael Wettick | LUND UNIVERSITY







"Ihe greatest obstacle to
discovery Is hot Ignorance - it
S the Illusion of knowledge.’

Daniel J. Boorstin



Bottom Line, Up Front

1. On engineering productivity
On changes

On shallow incident data
On sequences

On “repeat” incidents
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On incident response






1. On engineering productivity

“The use of lines of code metrics for productivity
and quality studies [is] to be regarded as
professional malpractice starting in 1995.”

Capers Jones (1994). “Assessment and Control of Software Risks”, Prentice Hall



2. On “Changes”

“*Change is one of the leading
causes that induce Iincidents.”

Wu, Y., Ch , Y., Li i, J., g, Y., & Jiang, W. (2023, May). An empirical study on change-induced
dents of servic ms. In 2023 IEEE/ACM 45th International Conference on Software Engineering:
Software Eng ng in e (ICSE-SEIP) (pp. 234-245)

Gartner Research

Causal Analysis Makes “85% of Performance

Availability and Performance | |ncidents Can be Traced to
Data Actionable T
Changes

Published: 07 October 2015

Summary

There are five distinct types of causal analysis that make availability and performance data




2. On “Changes”

Change Is one of the leading causes
of resolving incidents.

Change is one of the leading causes
of incidents that do NOT happen.






3. On Shallow Data
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Rethinking Reliability: What You Can (and
Can't) Learn From Incidents

Courtney Nash
Internet Incident Librarian & Senior Research Analyst at Verica
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Tracking Mean
for incident

Courtney Nash, an Internet Incident Librarian, argues that MTTR is ed down when this incident was

not a reliable metric - and we think she's got a point.




4. On “The Sequence™”

t's really quite simplel

Detect Mobilize Diaghose —— Resolve —|—— Learn




4. On “The Sequence™”

Detect ‘ Diagnose .
\ Assess
Stabilize

Here’s a curly version of the same thing!

Close



4. On “The Sequence™”

Identification Containment Resolution Maintenance

/ Mean time to recovery (MTTR) \

MTTD MTTR
(detect) (respond)

MTTR MTTR PS

(repair) (resolve)

Incident occurs— Triage System back Issue
Alert triggered Isolate online resolved
Diagnose

Here’'s another version that has some sweet 50% opacity circles.



4. On “The Sequence™”

Detect Mobilize Diaghose —|— Resolve —|—— Learn

s this how all incidents play out?
s this how most Incidents play out”

Can we assume enough incidents play out this way...ish...that we can ignore
or dismiss those that don't”



Physicists are like:
“To simplity calculations, we will
assume the cat is cubical.”




https.//www.itsonlyamodel.com/

"It's Only a Model"

| 'madl | A schematic description or representation of something, especially a system or phenomenon, that accounts for its properties and is used to study its characteristics.

LCeci nest nas une fufle .

imperfect representation.
e "All models are wrong, but some are useful.” (G. Box, 1976) Models can be used for specific or general purposes and are inherently context-sensitive

to those purposes. For example, reusing a model intended for teaching a concept may or may not be helpful as one intended to demonstrate an example of a

concept.
e "Itis only when a breakdown occurs that we become aware of the fact that 'things' in our world exist" (T. Winograd & F. Flores, 1987) A

model is usable until the assumptions made during its creation turn out to be inadequate, often as part of a fundamental surprise. There is little incentive to
update an otherwise working model.
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watch this thing - examine other figure

things - realize whatever Is out what

happening — It's getting worse to do
about It

(real incident)



4. On “The Sequence™”

- honeycomb.io Product Why Honeycomb Learn Pricing Company (@ Login

OOOOOOOOO

Operations Incident Response Dogfooding Debugging

Incident Report: Investigating an Incident
That's Already Resolved

By Martin Holman | Last modified on February 23, 2023

“But If we include this...it has a negative Time-To-Resolve...?”



4. On “The Sequence™”

Detect ——— Mobilize — Diagnose — Resolve —Learn



4. On “The Sequence™”

Resolve

Detect

Diagnhose



4. On “The Sequence™”

Response
(Re-)Planning

safing

Corrective
Responses

Recognize
Anomalies

Act on Best
Explanation

Diagnosis



4. On “The Sequence™”

Response
Planning

Recognize
Anomalies

Act on Best

Data Channels
Explanation

Diagnosis

© 1991, Woods, Potter, Johannesen. and Holloway



5. On “repeat” incidents

The criteria used In labeling an Incident a "repeat”
matters more than the “repeat” happening.

Who gets to label an Incident as a "repeat” can
Mmatter a great deal.



“repeat” inci
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Home > Blogs > General > Tools and Technology > The Sunday that was Not a Fun Day

The Sunday that was Not a Fun Day

i 9
@ Entry posted by Linden Lab October 30, 201 « Share At

5,005 views

Hi Residents!
This past Sunday wasn't very fun. Second Life had issues for a bunch of hours. | want to explain what happened.

The trouble started back on Thursday. We had some pretty bad problems talking to key services (packet loss) on one of our Internet links. It didn’t impact everything, but the stuff it hit was preti
It started for a few hours on Thursday, but just magically went away on its own.t’s never good when a problem just magically fixes itself because it's pretty likely it's gonna happen again.

The same thing happened again on Friday, but once again it went away on its own before we were able to debug what actually happened.
We were nervous going into the weekend, and sure enough, it bit us again on Sunday. We started having more Internet communication problems, but this time, it didn't just go away.

Now that we had it in a bad state we started to troubleshoot and figured out really fast that it wasn’t our equipment. Our stuff was (and still is) working just fine, but we were getting intermittent
delays on traffic that was routed through one of our providers. We quickly opened a ticket with the network provider and started engaging with them. That's never a fun thing to do because thes

when we're waiting on hold on the phone with a vendor while Second Life isn't running as well as it usually does.







6. On incident response

An organization can be the most skilled and efficient at keeping
stakeholders up to date about ongoing incidents and still be terrible at
learning from them or responding to them



6. On incident response

The best scenario when it comes to responding to an incident is:

a. the people responding can recognize immediately what is happening, and
b. know exactly what to do about it.

Anything that can bolster people’s expertise in support of those two things is
paramount.

Everything else Is secondary.

And when this happens...the event is often not even labeled as an “incident.”



Dunbar’s Number is wrong

The “blameless” stance is specifically for accidents and mistakes

nere is no objective start time of an incident

nere is no objective end time of an incident

Severity is always a negotiable classification

The absence of incidents is not evidence learning from incidents is happening

The presence of incidents is not evidence learning from incidents is not happening

Incident responders follow “red herrings” in incidents because they are confident they are not red herrings

Psychological safety is necessary...but not sufficient!

The more people in a company assert their post-incident activities are “blameless”, the less likely it is true

Categorizing incidents depends critically on who gets to make the categories...who are often never those who respond to
them

An organization can be the most skilled and efficient at keeping stakeholders up to date about ongoing incidents and still
be terrible at learning from them or responding to them

Timelines mandated to complete post-incident work that are inversely proportional to their severity, impact, or difficulty is
backwards and nonsensical

“...1o ensure it never happens again” is the most disingenuous remark found in public incident articles

Template-based post-incident write-ups are akin to coloring books

Conway’s Law tends to be cited when it serves to forward the agenda of those citing it, and rarely otherwise

Stories about incidents told by those who responded to them will always have notable details that official write-ups don’t
iInclude




Amazing and inspiring closer slide






